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Abstract

Cloud computing is undergoing a radical transformation with the emergence of lightweight

cloud-native computing paradigms, such as microservices and serverless computing. Users

build their applications by combining services, benefiting from a simplified programming

model and fine-grained billing. At the same time, providers consolidate many services into

a smaller number of servers, improving the utilization of their infrastructure. However, the

detailed characterization of cloud-native environments presented in this thesis shows that

these workloads differ significantly from traditional monolithic applications. They execute

services that run for short times, exhibit bursty invocation patterns, and have frequent I/O

operations that cause context switches. In addition to their core logic, services also execute

many auxiliary operations known as datacenter tax, such as data serialization and encryp-

tion. Finally, services have stringent tail latency bounds, requiring the slowest requests to

complete within a strict deadline. These characteristics result in significant inefficiencies in

performance, energy, and resource utilization when cloud-native workloads run on conven-

tional servers with conventional software stacks, negating the paradigm’s potential benefits.

The goal of this thesis is to design hardware platforms and software stacks that enable the

execution of cloud-native workloads with orders of magnitude better efficiency. The first part

of the thesis designs a new hardware stack for cloud-native services. It introduces µManycore,

a CPU architecture that minimizes the tail latency of cloud-native services. The thesis then

extends the architecture with HardHarvest to boost utilization via hardware-based core

harvesting, and refines the microarchitecture with Mosaic for better performance under

frequent context switches. Finally, this thesis integrates on-package accelerators into the

architecture and proposes AccelFlow, a framework that enables fine-grained, low-overhead

orchestration of accelerators to reduce the datacenter tax in cloud-native environments.

To maximize the efficiency of the proposed hardware architecture, the second part of the

thesis builds a full software stack that is tightly co-designed with the hardware. It begins

with MXFaaS, a mechanism that improves resource utilization by efficiently multiplexing

resources during bursts of same-function invocations. Then, it integrates the novel Concord

distributed caching system for FaaS environments, and uses SpecFaaS to accelerate end-to-

end application workflows through speculative service execution. Finally, this thesis improves

the energy efficiency of cloud-native environments with two frameworks: EcoFaaS, which

uses fine-grained scheduling and dynamic frequency scaling, and SmartOClock, which under-

provisions resources and selectively overclocks cores during load spikes.
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CHAPTER 1: Thesis Overview

Cloud computing is undergoing a paradigm shift, as large monolithic applications are being

replaced by compositions of many lightweight, loosely-coupled microservices [1]. Each mi-

croservice is implemented and deployed as a separate program, and executes a portion of the

application’s logic, such as key-value serving [2], protocol routing [3], or ad serving [4]. This

composable application design simplifies development and enables programming language

and framework heterogeneity. Moreover, each microservice can be shared among multiple

applications, while being scaled and updated independently. This new paradigm is being em-

braced by major IT companies, such as Amazon, Netflix, Alibaba, Twitter, Uber, Facebook,

and Google [5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16]. In addition, there are many open-source

systems that manage microservices, such as Kubernetes [17] and Docker Compose [18].

Building on the microservices model, serverless or Function-as-a-Service (FaaS) comput-

ing represents the next evolution in cloud-native design. It retains the modular, functionally

decomposed structure of microservices, while significantly simplifying their deployment and

management. Instead of requiring developers to provision and manage the infrastructure

for each microservice, serverless platforms allow users to upload individual functions, with

the cloud provider handling the runtime environment, system services, and scaling. Each

function runs in an ephemeral, stateless container or micro virtual machine (VM) that is cre-

ated and scheduled on demand in an event-driven manner. In this environment, applications

can achieve high resource utilization, scale seamlessly, and benefit from fine-grained billing.

Today, serverless cloud services are offered by all major cloud providers [19, 20, 21, 22] and

are widely used in domains such as e-commerce [23, 24], image and video processing [25, 26],

and machine learning inference and training [27, 28, 29], among many others [30].

However, after characterizing cloud-native environments, I observed that these workloads

differ significantly from traditional monolithic applications. They execute services that run

for short times, exhibit bursty invocation patterns, and have frequent I/O operations that

cause context switches. Moreover, in addition to their core logic, services execute many aux-

iliary operations known as datacenter tax, such as data serialization and encryption. Finally,

services have stringent tail latency bounds, requiring the slowest requests to complete within

a strict deadline. These characteristics result in significant inefficiencies in performance, en-

ergy, and resource utilization when cloud-native workloads run on conventional servers with

conventional software stacks, negating much of the paradigm’s potential benefit.

Therefore, the goal of this thesis is to design hardware platforms and software stacks that

enable the execution of cloud-native workloads with orders of magnitude better efficiency.
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1.1 HARDWARE FOR CLOUD-NATIVE SERVICES

Cloud-native services demand hardware that prioritizes tail latency, fine-grained execution,

and dynamic resource management. To address these needs, I designed a new architectural

stack that, while remaining general-purpose, it is optimized for the unique properties of

cloud-native environments. I first designed µManycore, a processor architecture that min-

imizes the tail latency of cloud-native services. Then, I extended it with HardHarvest to

boost utilization through hardware-based core harvesting, and refined the microarchitecture

with Mosaic for better performance under frequent context switches. Finally, I integrated

on-package accelerators into this architecture and proposed AccelFlow, a framework that

enables fine-grained, low-overhead orchestration of accelerators to reduce the datacenter tax

in cloud-native environments.

µManycore [31](Chapter 3). Microservice environments execute short service requests

that interact with one another via remote procedure calls (often across machines), and are

subject to stringent tail-latency constraints. In contrast, current processors are designed for

traditional monolithic applications. They support global hardware cache coherence, provide

large caches, incorporate microarchitecture for long-running, predictable applications (such

as advanced prefetching), and are optimized to minimize average rather than tail latency.

To address this imbalance, I designed µManycore, an architecture optimized for microser-

vice environments. Based on a characterization of microservice applications, µManycore is

designed to specifically target overheads that hurt tail latency. First, as services are rela-

tively small but users invoke many of them concurrently, µManycore does not rely on having

only a few large cores. Instead, it incorporates many small cores for the same total power

and area budget. As a result, the system reduces queuing without substantially hurting

single-request performance.

Providing manycore-wide cache coherence is expensive. In fact, it is hardly needed, as

microservices hardly use shared memory to communicate. Hence, rather than supporting

manycore-wide hardware cache coherence, µManycore has multiple small hardware cache-

coherent domains, called Villages. In a village, services can communicate using shared

memory, while across villages, they communicate using network messages.

Clusters of villages are interconnected with an on-package leaf-spine network, which has

many redundant, low-hop-count paths between clusters. To minimize latency overheads,

µManycore schedules and queues service requests in hardware, and includes hardware sup-

port to save and restore process state when doing a context-switch.

HardHarvest [32](Chapter 4). While µManycore improves tail latency for microservices,

it does not tackle another critical inefficiency of these environments—chronically low core
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utilization due to overprovisioning for peak demand. In microservice environments, users size

their virtual machines (VMs) for peak loads, leaving cores idle most of the time. To improve

core utilization and overall throughput, it is instructive to consider a recently-introduced

software technique for environments with relatively long running monolithic applications:

Core Harvesting. With this technique, Harvest VMs running batch applications temporarily

steal idle cores allocated by Primary VMs running latency-critical applications, and return

them on demand. Unfortunately, re-assigning cores across VMs has substantial overhead,

resulting from hypervisor calls, context switching, and flushing TLBs/caches. While such

overhead is acceptable in monolithic application environments, it would be prohibitive in

environments with sub-millisecond microservices.

To address this problem, I designed the first architecture for core harvesting in hardware.

The architecture, called HardHarvest, targets cloud-native services. It aims to: 1) maximize

core utilization, 2) minimize any impact on Primary VM tail latency, and 3) boost Harvest

VM throughput. Building on the µManycore architecture, HardHarvest eliminates the soft-

ware overheads of core harvesting by using in-hardware request scheduling, and partitioning

TLBs/caches with a smart replacement algorithm.

Mosaic [33](Chapter 5). As µManycore provides high core counts and HardHarvest im-

proves utilization through dynamic core sharing, the rate of context switches rises sharply,

leading to persistent disruption of stateful microarchitectural structures such as caches,

TLBs, and branch predictors. These structures, traditionally sized and managed for long-

running applications, are poorly matched to the ephemeral and fragmented execution pat-

terns of cloud-native services. The result is diminished performance due to lost locality,

excessive misses, and increased energy usage.

Based on these insights, I proposed Mosaic, a microarchitecture optimized for cloud-native

environments that maintains generality to efficiently support other workloads. Mosaic has

two components: (1) MosaicCPU, a core microarchitecture that efficiently runs both cloud-

native workloads and traditional monolithic applications, and (2) MosaicScheduler, a soft-

ware stack for cloud-native systems that maximizes the benefits of MosaicCPU. MosaicCPU

slices micro-architectural structures into small chunks and assigns tiles of such chunks to

individual services. The processor retains the state of services in their tiles across context

switches, improving performance. Furthermore, currently-inactive tiles are set to a low power

mode, reducing energy consumption. MosaicScheduler maximizes efficiency via predictive

right-sizing of the per-service tiles, along with smart scheduling based on the state of the

tiles.

AccelFlow [34](Chapter 6). In addition to their main application logic, cloud-native

3



services suffer from the execution of auxiliary operations known as datacenter tax, such as

remote procedure call (RPC) processing, transmission control protocol (TCP) processing,

data (de)serialization, data (de)encryption, and data (de)compression. To minimize this

tax, multiple hardware accelerators have been proposed. However, it is unclear how these

accelerators should be orchestrated. Past work has focused only on orchestrating accelerators

in coarse-grained environments with monolithic applications.

By characterizing the needs of orchestrating an ensemble of on-package accelerators in

cloud-native environments, I observed that such orchestration frameworks need to be highly

dynamic and nimble. The sequences of accelerators vary across invocations of the same

service, and the basic operations to be accelerated are fine grained, potentially taking only

tens of µs. Moreover, the sequence of accelerators is often affected by “branch conditions”

whose real-time resolution determines the set of subsequent accelerators needed. To address

these challenges, I designed AccelFlow, the first orchestration framework for on-package ac-

celerators in cloud-native environments. In AccelFlow, CPU cores build software structures

called Traces that contain sequences of accelerators to call. A core enqueues a trace in an

accelerator in user mode and, from then on, the accelerators in the trace execute in sequence

without CPU involvement. A trace can include branch conditions whose outcomes determine

the control flow inside the trace. Overall, the requests move from one accelerator to another

with minimal overheads, allowing the CPU cores to focus on the main application logic.

1.2 SOFTWARE FOR CLOUD-NATIVE SERVICES

To maximize the efficiency of the proposed hardware architecture for cloud-native en-

vironments, I built a full software stack that is tightly co-designed with the hardware. I

began with MXFaaS, a mechanism that improves resource utilization by efficiently multi-

plexing resources during bursts of same-function invocations. I also integrated a distributed

caching layer called Concord to reduce overheads from frequent remote storage accesses. I

then accelerated end-to-end application workflows using speculative function execution with

SpecFaaS. Finally, I improved energy efficiency with EcoFaaS through fine-grained schedul-

ing and dynamic frequency scaling, and with SmartOClock through under-provisioning of

resources and selectively overclocking cores during load spikes.

MXFaaS [35](Chapter 7). Cloud-native workloads frequently exhibit bursts of invoca-

tions of the same service. For example, different end-users can create bursts of invocations

of popular services, triggered by certain events. Alternatively, a single end-user may issue

thousands of invocations of the same service to parallelize data processing. Such pattern is
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not handled well by current serverless platforms, which end up spawning many containers.

Supporting this invocation pattern efficiently can speed-up serverless execution substantially

and improve the resource utilization of serverless environments.

I target this dominant pattern with a new serverless platform design named MXFaaS.

MXFaaS improves function performance by efficiently multiplexing (i.e., sharing) proces-

sor cycles, I/O bandwidth, and memory/processor state between concurrently executing

invocations of the same function. MXFaaS introduces a new container abstraction called

MXContainer. To enable efficient use of processor cycles, an MXContainer carefully helps

schedule same-function invocations for minimal response time. To enable efficient use of I/O

bandwidth, an MXContainer coalesces remote storage accesses and remote function calls

from same-function invocations. Finally, to enable efficient use of memory/processor state,

an MXContainer first initializes the state of its container and only later, on demand, spawns

a process per function invocation, so that all invocations can share unmodified memory state

and hence minimize memory footprint.

Concord [36](Chapter 8). With MXFaaS, functions reduce their startup times and im-

prove resource utilization through efficient multiplexing, but their individual performance

remains bound by frequent accesses to remote global storage. Costly accesses to global stor-

age substantially limit the performance of serverless functions. To mitigate this overhead,

data can be cached in the memory of the nodes where functions are executed. However, ex-

isting caching schemes either (1) restrict a data item to be cached in a single node, causing

frequent remote reads or (2) allow a data item to be cached in multiple nodes concurrently,

adding substantial overhead to maintain cache coherence. These current approaches are

suboptimal for the access patterns present in serverless workloads, which are characterized

by frequent reads to small data items, strong temporal locality, and a small number of nodes

concurrently executing functions of the same application.

Driven by these insights, I proposed Concord, a distributed software caching system tai-

lored to serverless environments. Concord uses MXFaaS within a node, and scales to a

distributed setup. It allows multiple copies of the same data item to be cached in different

nodes concurrently, allowing each cache to satisfy local reads. To maintain coherence across

software caches, Concord proposes a directory-based distributed coherence protocol. The

protocol is inspired by hardware cache coherence, and is enhanced to minimize coherence

traffic, reduce contention points, and be robust to node failures and frequent coherence do-

main changes. Further, Concord unlocked two new capabilities in serverless environments:

transactional storage accesses and transparent data-aware function placement.

SpecFaaS [37](Chapter 9). While improving the performance of a single function is
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important, serverless applications are typically composed of multiple functions chained to-

gether. To accelerate serverless application workflows, I extended MXFaaS and Concord

systems with a novel execution model based on software-supported speculative execution of

functions. The proposal is termed Speculative Function-as-a-Service (SpecFaaS). It is in-

spired by out-of-order execution in modern processors, and is grounded in a characterization

analysis of FaaS applications. In SpecFaaS, functions in an application are executed early,

speculatively, before their control and data dependences are resolved. Control dependences

are predicted like in pipeline branch prediction, and data dependences are speculatively

satisfied with memoization. With this support, the execution of downstream functions is

overlapped with that of upstream functions, substantially reducing the end-to-end execution

time of applications.

EcoFaaS [38](Chapter 10). Serverless platforms should maintain high performance and

good resource utilization while using minimal energy. Unfortunately, the energy and power

consumption behavior of serverless systems has hardly been explored. Hence, I performed a

thorough characterization and observed that serverless environments pose a set of challenges

not effectively handled by the existing energy-management schemes. Short serverless func-

tions execute in opaque virtualized sandboxes, are idle for a large fraction of their invocation

time, context switch frequently, and are co-located in a highly dynamic manner with many

other functions of diverse properties. These features are a radical shift from more traditional

application environments and require a new approach to manage energy and power.

Using these insights, I extended my MXFaaS serverless platform design with EcoFaaS,

the first energy management framework for serverless environments. EcoFaaS takes a user-

provided end-to-end application Service Level Objective (SLO). It then splits the SLO into

per-function deadlines that minimize the total energy consumption. Based on the com-

puted deadlines, EcoFaaS sets the optimal per-invocation core frequency using a prediction

algorithm. The algorithm performs a fine-grained analysis of the execution time of each

invocation, while taking into account the specific invocation inputs. To maximize efficiency,

EcoFaaS splits the cores in a server into multiple Core Pools, where all the cores in a pool

run at the same frequency and are controlled by a single scheduler. EcoFaaS dynamically

changes the sizes and frequencies of the pools based on the current system state.

SmartOClock [39](Chapter 11). I further enhanced the efficiency of EcoFaaS with pro-

cessor overclocking during load spikes of cloud-native services. Operating server components

beyond their voltage and power design limit (i.e., overclocking them) enables improved per-

formance and lower cost for cloud-native workloads. However, overclocking can significantly

degrade component lifetime, increase power draw, and cause power capping events, eventu-

6



ally diminishing the performance benefits.

I characterized the impact of overclocking on cloud workloads by studying their profiles

from Microsoft Azure production deployments. Based on the characterization, I proposed

SmartOClock, the first distributed overclocking management platform specifically designed

for cloud environments. The idea is to allocate the resources to cloud-native services based

on their average load, and then, during load spikes, overclock the cores to compensate for

resource under-provisioning. SmartOClock is a workload-aware scheme that relies on power

predictions to heterogeneously distribute the power budgets across its servers based on their

needs and then enforces budget compliance locally, per-server, in a decentralized manner.

1.3 IMPACT OF THIS THESIS

My research has helped advance cloud computing. My µManycore processor architecture

for microservices was recognized with an IEEE Top Picks Honorable Mention and received

great attention from academia and industry partners such as Intel, IBM, and Microsoft.

Further, four patents have been filed with IBM and Microsoft for my work on serverless

software stack design (MXFaaS, SpecFaaS, and Concord) and processor overclocking in the

cloud (SmartOClock). Building on insights from my research on cloud-native workloads,

I also designed the first power and energy management systems for LLM inference in the

cloud—DynamoLLM and TAPAS. Both works led to patents filed with Microsoft. Addition-

ally, DynamoLLM was recognized with the Best Paper Award at HPCA. Notably, versions

of my SmartOClock and TAPAS systems are now being implemented in Microsoft Azure

production environments.
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CHAPTER 2: General Background on Cloud-Native Services

2.1 MICROSERVICE ENVIRONMENTS

In microservice environments (e.g., managed by Kubernetes [17] or Docker Compose [18]),

large complex applications are organized as workflows of multiple interdependent services.

Figure 2.1 shows an example of a microservice-based application (ComposePost) from the

DeathStarBench suite [40]. Each service, e.g., Text or SGraph, performs its dedicated func-

tionality, communicates with other services, and scales independently of other services.

NGINX 
Frontend

User

Text

HomeT

Compose 
Post

UsrMnt

Cache

UrlShort

SGraph

UniqueId

Database

Figure 2.1: ComposePost microservice-based application. Blue boxes represent microser-
vices. Green and orange boxes represent frontend and backend helper applications.

Requests for a given microservice are served by one or more Instances present as separate

VMs or containers. When created, a VM is assigned a certain number of cores and amount

of memory that it can use. Cloud providers use these resource limits to pack the VMs on

servers. To accommodate the peak load, users typically overprovision VMs, leaving resources

such as cores underutilized throughout the majority of the VM lifetime. Even when there is

substantial load for the microservice, requests do not fully utilize cores, as cores often stall on

synchronous RPCs to read/write to/from remote storage, or to invoke other microservices.

Often, a service request invokes one or more other services that perform simple operations

and then aggregates the obtained data. Studies by Alibaba [5] and Facebook [14] show that

such a multi-tier paradigm is popular in production-level microservice architectures. Services

communicate with each other via RPC/HTTP protocols, such as gRPC [41] and eRPC [42].

When a service request calls another service synchronously, it waits on the results before

continuing the execution. This operation also introduces potentially significant stall times.

Individual microservices are significantly simpler than their monolithic counterparts. They

have a smaller memory footprint and working set, less pressure on instruction fetching, and

orders of magnitude shorter execution time. However, in reality, these environments have

substantial performance challenges. Short execution times and frequent, costly remote stor-

age accesses and communication between services induce overheads that cannot be over-

looked [2, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52].
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2.2 SERVERLESS PLATFORMS

With serverless computing, developers still follow the microservice-based software architec-

ture. Additionally, developers focus only on the main application logic, while cloud providers

are in charge of provisioning all the resources and infrastructure needed to run such server-

less applications. Figure 2.2 illustrates a typical architecture of a serverless platform, such

as OpenWhisk, KNative, OpenFaaS, or OpenLambda [53, 54, 55, 56, 57, 58, 59, 60]. A

platform consists of centralized control modules (e.g., the frontend and the load balancer)

that accept function invocations and distribute them to the nodes. In each node, there is

an invoker module that is responsible for the execution of the function.

Load BalancerFrontend

Invoker

Container 1

Node 1

Container 2 Container 3

Invoker

Container 4

Node 2

Container 5 Container 6

Func A
Runtime

Func A
Runtime

Func B
Runtime

Func B
Runtime

Func A
Runtime

Func C
Runtime

Figure 2.2: Overview of conventional serverless platforms.

To execute a user-provided function, an invoker encapsulates the function code together

with an execution runtime in a container, and spawns the runtime process [61]. The user

function is executed inside the address space of the runtime process [62]. The runtime

process first executes initialization code to set up network connections and initialize global

variables. Then, it invokes the requested function. The runtime only services one request

(i.e., one function invocation) at a time. To execute multiple invocations of the same function

concurrently, production-level platforms need to spawn multiple containers.

When a function invocation completes, the serverless platform keeps the container in

memory in warm state for a certain period of time [63, 64, 65]. If, during this period,

another request for the same function is received, it is executed by the runtime process in

the warm container. However, with this approach, the global state of the runtime process

is sequentially shared across function invocations. Such sharing may lead to security and

correctness issues [62].
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CHAPTER 3: Processor Architecture for Tail Latency of Cloud-Native
Services

3.1 INTRODUCTION

Microservice environments have new characteristics that impact the system and hardware

architecture of the platforms on which they run. Specifically, requests for microservices

in an application are typically short-running and may execute on different machines. Re-

quests for different microservices share no memory state and interact with one another via

remote procedure calls (RPCs) [41, 42]. Further, requests have small working sets and

are often invoked in bursts, frequently waiting in queues before being executed. Finally,

the decomposition of an application places tight sub-ms latency Service Level Objectives

(SLOs) on individual services [2, 50]. As a result, while reducing average latency and im-

proving throughput are important, the key performance target in these environments is now

minimizing tail latency [66] (e.g., improving the 99th-percentile responses). Many of these

characteristics are also found in emerging deployment methods based on microservices, such

as Function-as-a-Service (FaaS) environments [19, 20, 21, 22].

Current processors are not expressly designed for these environments. Indeed, multicores

invest significant hardware and design complexity to support global hardware cache coher-

ence. They have large caches to capture the working sets of long-running applications. They

are relatively unconcerned with supporting short-running, RPC-communicating programs.

Instead, they incorporate microarchitectural optimizations for long-running, predictable ap-

plications, such as advanced prefetchers and branch predictors. These optimizations add

significant hardware complexity and are, at best, marginally effective for microservices. Per-

haps most importantly, current processors are highly optimized to minimize the average

latency of programs or transactions, and ignore tail-latency considerations.

How should one change the design of processors so that they match microservice require-

ments? First, some of the hardware optimizations that introduce design complexity and are

hardly needed by microservices, such as global hardware cache coherence, should be reconsid-

ered. Second, there should be a comprehensive effort to optimize for tail-latency reduction.

Optimizations should target both inefficiencies affecting all requests, and contention-based

overheads that may affect a subset of requests. The resulting processor might not be com-

petitive for general-purpose loads, it can be the CPU of choice for microservice datacenters.

In this chapter, we propose a processor architecture highly optimized for cloud-native

microservices. We call it µManycore. µManycore is not an accelerator; it retains general-

purpose processor capabilities, while it may not be as competitive for monolithic applications.
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To design µManycore, we first characterize production-level microservice traces from Al-

ibaba [5] and microservices from DeathStarBench [40]. Our analysis shows that bursty ser-

vice requests create periods of high demand where long waiting queues are likely to appear.

In addition, requests spend most of their time blocked, waiting for the completion of their

accesses to storage or their calls to other services. In the meantime, CPUs context switch

frequently, introducing overhead. Moreover, service-initiated messages between cores expe-

rience the latency of interconnection networks (ICNs), often suffering contention delays that

further increase tail latency. Finally, while requests have small working sets, microservices

benefit from a large nearby pool of memory that stores per-service read-mostly state.

Based on these findings, we design a chiplet-based µManycore. Rather than supporting

package-wide hardware cache-coherence, µManycore is built with multiple small hardware

cache-coherent domains called Villages. Microservices are assigned to individual villages. A

few villages, together with a memory chiplet (storing read-mostly state), are grouped in a

cluster. Clusters are interconnected with a leaf-spine ICN [67, 68]. This topology has many

redundant, low-hop-count paths between any two clusters—hence, minimizing contention

between multiple messages with the same source and destination clusters and reducing tail

latency. To minimize scheduling overheads, µManycore enqueues, dequeues, and schedules

service requests in hardware. Finally, to minimize the overhead of frequent context switching,

cores include hardware support to save and restore process state.

Our simulation results show that µManycore delivers high performance for microservices.

We compare a 1024-core µManycore to two conventional server-class multicores: one with

the same power and one with the same area as µManycore. A cluster of 10 µManycore servers

delivers 3.7× lower average latency, 15.5× higher throughput, and, importantly, 10.4× lower

tail latency than a cluster with the iso-power conventional multicores. Similar results are

attained compared to a cluster with the power-hungry iso-area conventional multicores.

This chapter makes the following contributions:

• A characterization of microservice workload behavior in conventional processors.

• µManycore, a processor architecture highly optimized for microservice workloads.

• An evaluation of µManycore, comparing it to two conventional server-class multicores: one

with the same power and one with the same area.

3.2 THE NEED FOR A CLOUD-NATIVE CPU

The ever-increasing complexity of software systems has kept pushing forward processor

design. For example, researchers have proposed numerous prefetching, branch prediction,
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and cache replacement schemes. These proposals introduce custom microarchitectural struc-

tures that increase processor area, power consumption, and design complexity in order to

improve application performance.

However, many of these optimizations hardly benefit cloud-native microservices. To vali-

date this hypothesis, we consider four published microarchitectural optimizations for which

the simulator and applications used in the publications are open sourced. For each of the op-

timizations, we first run the original applications [69, 70, 71, 72, 73] on the original simulator

and record the performance with and without the optimizations. The results are depicted as

bars Baseline and Optimized in Mono (for Monolithic) in Figure 3.1, normalized to Baseline.

We then run a set of microservice applications—SocialNetwork from DeathStarBench [40],

and Router and SetAlgebra from µSuite [50]—on the original simulator and record the per-

formance with and without the optimizations. The results are depicted as bars Baseline and

Optimized in Micro (for Microservice) in Figure 3.1, normalized to Baseline.
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Figure 3.1: Performance improvements of four recently-proposed microarchitectural opti-
mizations using monolithic (Mono) and microservice (Micro) applications. For each opti-
mization and application set, the bars are normalized to Baseline.

The optimizations are as follows:

D-Prefetcher shows the impact of the Pythia reinforcement-learning data prefetcher [74].

Pythia speeds-up monolithic applications by 19% on average over a system without a

prefetcher. However, it brings only marginal benefits of 2% to microservices.

Branch Predictor shows the impact of a perceptron-based branch predictor [75]. The

predictor speeds-up monolithic applications by 14% on average over a system with a simple

g-share predictor. On the other hand, the predictor speeds-up microservice applications by

only 1% on average over the g-share predictor.

I-Prefetcher shows the impact of the I-SPY context-driven instruction prefetcher [76].

The prefetcher speeds-up monolithic applications by 16% on average over a system without

instruction prefetcher. On the other hand, it does not speed-up microservice applications.

I-Cache Replace shows the impact of the Ripple profile-guided instruction cache replace-

ment algorithm [77]. The algorithm speeds-up monolithic applications by 2% on average over
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a system with LRU replacement. However, it does not bring any benefits to microservices.

The reason for the discrepancy in the effectiveness of the proposed optimizations is the

reduced data and instruction memory footprint of the microservice workloads compared

to the monoliths, as well as their increased cache hit rates and different branch behavior.

This data shows that a different type of processor microarchitecture is needed to speed-up

microservice applications.

3.3 CHARACTERIZING MICROSERVICES ON CURRENT PROCESSORS

To guide the design of µManycore, we first characterize the behavior of microservice ap-

plications on current processors. We execute the DeathStarBench [40], TrainTicket [78], and

µSuite [50] open-source microservice application suites, as well as real-world production-level

microservice execution traces from Alibaba [5]. Our main conclusions are described next.

3.3.1 Monolithic Cache Coherence Provides Limited Advantage

To enable high availability, fast scalability, and fault tolerance, microservice applications

are implemented as sets of services. Each service is built as a standalone RPC/HTTP

server—in our workloads, a TThreadedServer [79], RestController [80], HTTPServer [81],

or gRPCServer [41]. Upon service instance initialization, network connections are set up,

libraries are loaded, and preparation code is executed. Upon service request arrival, the

service instance spawns a new worker (a process, thread, or co-routine) or reuses an existing

one to serve the request.

Different services or different instances of the same service do not share any modifiable

memory. A worker can update its private state, the local state of its service instance and,

with RPC calls, the state in global storage. This is in contrast to traditional multi-threaded

applications, where concurrently-running threads are often free to share memory.

Given this environment, conventional monolithic hardware cache coherence, as it is used in

current large multicores, is hard to justify. Cache coherence is only needed inside a service

instance, which typically uses only a few cores. One could argue that global coherence

would still be needed if we allowed service instances to migrate across any cores. However,

unimpeded migration of service instances across a large 1K-core multicore is unlikely to

deliver performance improvements and, in fact, is likely to increase tail latency. Hence,

given the well-known hardware complexity and scalability challenges of large-scale hardware

cache-coherence, it is more reasonable to support only small-scale cache-coherence domains
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among the cores used by individual service instances. Service requests for a given instance

can still migrate between the cores used by the service instance if needed for load balance—

resulting in a more efficient environment.

3.3.2 Bursty Requests Increase Tail Latency

We use Alibaba’s production-level traces [5] to characterize the arrival rate of service

requests. The traces include requests directed to 10,000 servers. In each server, service

requests arrive in bursts, creating periods of high and low request demands. Figure 3.2

shows the CDF of the number of Requests per Second (RPS) arriving at a server [82, 83].

We can see that a server that gets and processes a median of ≈500 RPS, sometimes gets

multiple times these many RPS—i.e., 20% of the time, it receives 1,000 RPS or more, and

in 5% of the time, it receives 1,500 RPS or more. When these large numbers of requests are

received, they have to wait in queues.
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Figure 3.2: CDF of Requests per Second (RPS) received by a server.

Given this environment, it is important to design queuing systems that have minimal

overhead. Previous proposals have considered a fully-centralized First-Come-First-Serve

(FCFS) queue [47, 48]. However, under high concurrency, such an approach induces high

synchronization overheads. At the other extreme, one can have fully-decentralized FCFS

queuing, with a per-core queue. This approach is equally undesirable, as it leads to load

imbalance and head-of-line blocking.

Any suboptimal queuing structure will lead to increased average response time for the

service requests. Most importantly, it will have a major impact on the tail response time.

To see this effect, we take the DeathStarBench applications [40] and run them on a sim-

ulated 1024-core ScaleOut manycore (described in Section 3.5). We issue requests using a

Poisson distribution with 50K RPS, on average. Figure 3.3 shows the average and tail re-

sponse time of the requests as we vary the number of queues in the manycore. The leftmost

point (1024) means that each core has a dedicated queue, and the next one (512) that every

two cores share one queue, and so on. In the rightmost point, all cores share a single queue.
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Requests are assigned to queues randomly. In addition, we evaluate a system that allows a

core to steal requests from other queues when its assigned queue is empty.
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Figure 3.3: Average and tail response time of requests for different numbers of queues in a
1024-core manycore.

The figure shows that the average response time increases modestly as we go from the

best scenario (32 queues with 32 cores per queue) to the worst ones (1024 queues or one

queue). However, the tail response time changes dramatically. With 1024 queues and with

one queue, the tail is 4.1× and 4.5× higher, respectively, than the tail with 32 queues.

Work stealing significantly reduces the tail when the system has one queue per core. This is

because it mitigates load imbalance. However, as we increase the number of cores per queue,

and thus reduce the load imbalance, work-stealing becomes less useful and even increases

the tail due to the added overheads. Work stealing does not change the average latency.

3.3.3 Context Switching Hurts Tail Latency

We now use Alibaba’s traces to characterize the execution of service requests. We find

that requests are typically very short: 36.7% of the dynamic invocations take less than 1ms;

the geometric mean duration of the remaining dynamic invocations is 2.8ms. In addition,

service requests spend most of that time waiting (i.e., blocked) on I/O. Specifically, the

median CPU utilization is only ≈14%. Further, 99% of the requests utilize the CPU less

than 60%. The reason for the low utilization is the frequent execution stalls due to RPC

invocations: the request execution is blocked waiting for the completion of storage requests

or calls to other services. A request performs a median of ≈4.2 RPC invocations. Moreover,

about 5% of the requests invoke 16 or more RPCs.

As another data point, in the DeathStarBench applications [40], the average execution

time of a service request is 120µs, and the average request performs 3.1 RPC invocations.

To use resources efficiently in microservice environments, CPUs need to context switch

every time a request blocks on an RPC invocation. The cost of a context switch is ≈5K

cycles in Linux-based systems and ≈2K cycles in state-of-the-art software schedulers [48].
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This may be negligible for monolithic applications, where the time between context switches

is much larger than the context switch overhead. However, this is not true for microservices.

To assess the impact of context-switch overhead on the request tail latency, we simulate

the execution of the 1024-core ScaleOut manycore invoking the services of the SocialNetwork

application from DeathStarBench with a Poisson distribution with 5K, 10K, and 50K RPS.

We add a certain amount of Context Switch overhead cycles (CS) every time they suffer a

context switch. We vary CS from zero to 8K cycles. Figure 3.4 shows the tail latency of the

requests. The tail latency is normalized to the one with zero CS cycles. The figure shows

the range of CS cycles that are typical for Linux, and for the state-of-the-art Shenango,

Shinjuku, and ZygOS software schedulers [48].
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Figure 3.4: Impact of the context switch overhead on the tail latency with different requests
per second (RPS).

These context-switch overhead cycles delay request processing. We see that the impact is

significant, especially for larger loads. For 50K RPS, the context-switch overhead of Linux

degrades the tail latency of requests by 26–38×; the context switch overhead of state-of-

the-art software schedulers degrades it by 13–23×. Ideally, we would like a CS of around

128–256 cycles which, as shown in the figure, barely impacts the tail latency. Such CS

requires hardware support.

3.3.4 The Interconnect Impacts Tail Latency

In microservice environments, request execution triggers interconnection network (ICN)

messages, as it issues storage requests and calls to other services. Such messages compete

for ICN links, and potentially suffer contention delays. Such delays directly impact the tail

latency. Consequently, the design and implementation of the ICN play a significant role in

determining the tail latency. In this chapter, we are interested in the on-package ICN.

To assess this effect, we take the DeathStarBench applications and run them on the

simulated 1024-core ScaleOut manycore, issuing Poisson-distributed requests with 1K, 5K,

10K, and 50K RPS. Cores are grouped in 32-core clusters, and the clusters are interconnected
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with either a 2D mesh or a fat-tree ICN. The contention-free hop-to-hop latency of the ICN

is 5 cycles. Service requests are issued to cores randomly. Figure 3.5 shows the resulting

request tail latency. Each bar is normalized to the tail latency of the same environment

without ICN contention.
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Figure 3.5: Impact of contention in the on-package interconnection network (ICN) on the
tail latency of requests. Each bar is normalized to the tail latency without ICN contention.

The figure shows that contention in the ICN has a substantial impact on tail latency. With

50K RPS, contention in the 2D mesh ICN increases the tail latency by 14.7× on average.

For the fat-tree ICN, the increase is 7.5× on average. Therefore, the ICN should be carefully

designed to minimize contention.

3.3.5 Large Read-Mostly Memories of Service Instances & Small Working Sets of Requests

When a service instance is created, it initializes its state, which includes its container, run-

time, and libraries. To save initialization overhead, microservice systems may store Snapshots

of services in memory with all the initialization state. This is especially important in FaaS,

where containers are created much more frequently [84, 85, 86]. Then, when a new instance

is created, all that it needs to do is to simply read its corresponding snapshot. Hence, for

performance reasons, it is important to keep snapshots in a near read-mostly memory. For

DeathStarBench applications, snapshots reduce the boot time of a service instance from over

300ms to less than 10ms, while using less than 16MB of memory per service [86].

In addition, every time a request is received for a service, the service instance spawns a

new handler. All handlers of a service instance read some of the instance’s initialization data.

Moreover, as the handlers execute the same code, they read mostly the same instructions.

As a result, different handlers of the same service instance have very similar instructions and

read-data footprints.

A handler’s memory footprint is small. On average for the DeathStarBench applications,

it is only 0.5 MB. Figure 3.6 considers the memory footprint of a handler (normalized to 1).

In the Handler-Handler bars, it shows what fraction of the footprint is common (and hence
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can be read-shared) with another handler of the same service instance. In the Handler-Init

bars, the figure shows what fraction of the handler footprint is common (and hence can be

read-shared) with the initialization process of the service instance. In each of the two groups,

from left to right, the normalized bars show the data footprint in pages, the data footprint

in cache lines, the instruction footprint in pages, and the instruction footprint in cache lines.

Pages are 4KB and cache lines are 64B. All bars are averaged across all applications.
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Figure 3.6: Handler-handler and handler-initialization sharing of data and instruction pages
and cache lines.

The figure shows that, on average, the fraction of pages or cache lines that are common

between two handlers or between a handler and its initialization process is 78–99%. Con-

sequently, a manycore architecture for microservices can benefit from having read-shared

memories that are accessed by multiple requests of the same service instance.

Because of the small footprint of handlers, requests put little pressure on the cache hier-

archy. This is in contrast to monolithic applications, which require ever bigger caches [76,

77, 87]. Figure 3.7 shows the average hit rates of L1 and L2 TLBs and caches, both for data

and instructions, for the architecture in Table 3.2, which will be discussed later. We observe

that, for the L1 TLB and cache, the hit rates of both data and instructions are above 95%.

Hence, the working sets fit in L1 TLB and cache. The L2 TLB and cache have lower hit

rates; this is because the L1 structures act as filters, intercepting the high-locality accesses.

As a result, a manycore architecture for microservices can use small caches and reduced-

depth cache hierarchies (e.g., hierarchies of only two levels of caching). The resources saved

can be invested in supporting more parallelism.
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Figure 3.7: L1 and L2 data/instructions TLB and cache hit rates.

18



3.4 µMANYCORE: A CLOUD-NATIVE CPU

This chapter proposes µManycore, a processor designed for microservices. In microservice

environments, a key objective is to minimize the tail latency of requests. Hence, µManycore

is designed to minimize the primary overheads that contribute to the tail latency. Some of

these overheads impact both tail and average latency—i.e., overheads that, to a large extent,

affect all service requests. Other overheads impact mainly tail latency—i.e., overheards that

disproportionately impact some requests, such as overheads resulting from contention effects.

µManycore addresses both types of overheads.

The characterization of Section 3.3 gives insights into the main sources of tail latency in

microservice environments. Table 3.1 lists such sources, the reason why they exist, and how

the µManycore design avoids them. In the following, we consider each of these sources in

turn. We assume a large manycore with 1024 cores.

Table 3.1: Main sources of tail latency.

Source Reason µManycore Solution

Monolithic cache coherence Remote directory/cache/network
accesses (some due to migration)
and contention

Multiple small cache coherent do-
mains

Request scheduling Synchronization and queuing of
requests

Request enqueuing, dequeuing, and
scheduling in hardware

Context switching OS invocation and saving &
restoring state

Hardware-based context switching

On-package network Network link/router latency
(some due to contention)

On-package hierarchical leaf-spine
network

1. Monolithic Cache Coherence. As indicated in Section 3.3.1, requests for different

service instances do not share memory state. They communicate through remote storage

accesses and through service calls, both of which use RPCs. Hence, they do not require

monolithic cache coherence. Providing monolithic cache coherence in a manycore typically

results in remote directory and network accesses, which increase tail latency. The only reason

to provide monolithic cache coherence would be to support service instance migration across

cores for load balance. However, unrestricted instance migration across a large manycore

results in (1) remote cache accesses to obtain data from caches in cores where the instance

used to run, (2) more remote directory accesses, (3) additional network traffic, and (4)

increased contention. The result would be increased tail latency.

In practice, there are some reasons to support modest-size cache coherence domains. First,

some services are multithreaded. Second, allowing requests for a given service instance to
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migrate between the cores used by the instance can improve load balance. Finally, supporting

some hardware cache coherent domain ensures that the manycore remains general purpose.

Consequently, in µManycore, we eliminate monolithic hardware cache coherence and, instead,

have multiple small hardware cache-coherent domains. These domains are called Villages.

Each service instance is assigned to a village. A service request is allowed to migrate between

the cores of its village for load balance, and to execute in parallel on the cores of its village.

Message-passing designs such as Intel’s Single Chip Cloud [88, 89] and Sony’s Cell Pro-

cessor [90] completely abandon hardware cache coherence. Such designs could also be used

to run microservice environments. However, they are suboptimal. Beyond not supporting

multithreaded services efficiently, they also fail to efficiently handle request migration in the

presence of frequent context switches. Specifically, recall that a request is frequently blocked

on I/O. When the request gets restarted, to better utilize CPUs, the system may want to

run it on another core. Unless there is cache coherence support, the state left by the request

in the caches before blocking will not be automatically reused after restarting.

Section 3.3.5 showed that handlers executing requests for the same service instance share

substantial read-only data and instruction state. µManycore takes advantage of this fact, as

it maps requests for the same service instance to the same village. Their handlers read the

same cache state, thereby improving overall performance.

When a village fills to capacity, the system may need to allocate a new instance of the

same service in another village. Such new instance will be initialized faster if it can read

a Snapshot of the service (Section 3.3.5). A snapshot takes 10s of MBs. Consequently,

µManycore provides a large Memory Pool of fast mostly-read SRAM next to the villages to

keep snapshots. Service instances in nearby villages can access the memory pool.

2. Request Scheduling. As indicated in Section 3.3.2, requests come in bursts, poten-

tially creating queues of requests to be processed. As the request execution granularity is

often in the scale of microseconds, the overheads of queuing and scheduling are noticeable.

To provide efficient request handling, µManycore supports request enqueuing, dequeuing,

and scheduling in hardware. Each village has its own hardware queue for requests to lo-

cal service instances. When a request external to the µManycore package arrives at the

µManycore’s top-level NIC or a request is generated internally in the µManycore package,

the request is routed in hardware to the village that runs the corresponding service instance

and enqueued in a queue. Then, a local core dequeues it. Both enqueuing and dequeuing

are performed in hardware, without any OS or other software involvement.

3. Context Switching. A request spends most of its execution time blocked on I/O,

waiting on remote storage accesses or calls to other services (Section 3.3.3). Cores avoid
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Figure 3.8: Organization of a µManycore cluster.

stall time by frequently switching between requests. However, each context switch involves

thousands of cycles, directly degrading the tail latency.

To address this problem, µManycore has hardware support for context switching. A core

saves and restores state in a context switch without any OS or software intervention.

4. On-package Interconnection Network (ICN). Messages between different villages

and memory pools traverse ICN links and routers. Network traversal can take substantial

time, especially if compounded by contention effects. The resulting latency directly affects

the tail latency.

To minimize this latency, µManycore uses an on-package Leaf-Spine ICN topology [67, 68]

(Figure 3.10), which has many redundant, low-hop-count paths between any given source

and destination villages. Messages are less likely to suffer contention than in other networks.

Even multiple messages with the same source and destination villages can proceed in parallel

without delaying one another.

In the following, we describe these four main components of µManycore in detail.

3.4.1 µManycore Organization

Villages and Clusters. The basic unit of a µManycore is a hardware cache-coherent

village. A village contains a set of cores (e.g., 8-16) with private caches and a shared L2, a

Request Queue module that will be described later, and two I/O ports. Since the working

set of service requests is small (Section 3.3.5), there is no need for a deeper cache hierarchy.

The combination of a few villages (e.g., 4), a memory pool, and a network hub forms a

cluster. Figure 3.8 shows a cluster. We envision the combined villages, the memory pool,

and the network hub to be implemented as three different chiplets. Finally, a µManycore
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package is composed of many clusters (Figure 3.9 shows two of them) interconnected with a

hierarchical leaf-spine ICN (Figure 3.10).

Communication Modules. In a village, the local (L) I/O port is for communica-

tion within the µManycore, and the remote (R) I/O port is for communication outside the

µManycore. Each port contains a NIC and a hardware module to perform bulk memory

transfers (MEM)—useful to prefetch or write-back data chunks. The reason why a vil-

lage has two NICs is that the L-NIC is simpler. The L-NIC runs on a lossless on-package

network and, therefore, does not need to support complicated transports (e.g., TCP) for

re-transmissions and congestion control. The network has back-pressure support; the source

waits for the network to become available before sending messages. There is never the need

for retransmission to handle loss or for flow or congestion control. On the other hand, the R-

NIC operates on a lossy network when communicating with the external world, and needs to

support retransmission, reordering, flow control (to avoid hogging the sender), and conges-

tion control (to avoid saturating the network). It estimates congestion using acknowledgment

(ACK) packets (e.g., in TCP or RDMA).

The Network Hub (NH) connects to the local and remote ports of all the villages in the

cluster. In addition, it is connected to the on-package ICN (via the intra-package port) and to

the µManycore’s top-level NIC (via the inter-package port) to communicate with the outside

world (Figure 3.10). The local ports of the villages communicate with the intra-package port;

the remote ports of the villages communicate with the inter-package port.

Figure 3.9 shows two clusters with their NHs as leaf switches of the ICN, connected to

another NH that acts as a second-level switch. As we will see, groups of non-leaf NHs

are placed in chiplets. All the chiplets in clusters, plus the non-leaf NH chiplets, form the

processor package. This design can scale up to one thousand cores or more.
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Figure 3.9: Two clusters connected via non-leaf network hub.

Memory Pool. A memory pool (implemented as a separate SRAM chiplet) contains a

large volume of fast-access mostly-read data that multiple service instances in the villages of

the local cluster may read (Figure 3.8). As indicated before, it contains snapshots of services

so that, when a new service instance is created in the cluster, it can fetch the snapshot and
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skip instance boot-up and initialization overheads. The memory pool also has hardware

modules to perform bulk memory transfers to and from on-package memory (L-MEM) or to

and from off-package memory (R-MEM).

Resource Allocation. Each village runs its own light-weight operating system such

as a microkernel, and communicates with other villages using messages. A service instance

always stays within one village. When the number of concurrent requests for a given instance

exceeds the capacity of the village, the system creates another instance of that service in

another village. The two instances are independent and serve different arriving requests.

A village can run instances of different services. Then, µManycore partitions the cores

within the village across colocated service instances based on the instances’ load. Each core

is assigned a Service ID, which is stored in a separate register. Hence, the system ensures a

more predictable performance and minimizes any negative interference between services.

A security-sensitive service instance can exclusively own a village. In this way, we reduce

the chances that a malicious program performs side-channel attacks.

3.4.2 Hierarchical Leaf-Spine Interconnection Network

The network hub (NH) in each cluster is a leaf switch of an on-package hierarchical Leaf-

Spine interconnection network (ICN). The leaf-spine is a topology that provides high con-

nectivity between nodes [67, 68]. The left part of Figure 3.10, inside a dashed box, shows

the leaf-spine topology. The per-cluster NHs are the leaf switches inside the box. Each NH

is connected all-to-all to a set of fewer, second-level NHs (4 in the figure). These second-

level NHs are standalone (i.e., not associated with any cluster), as shown in Figure 3.9.

This topology allows any pair of leaf NHs to communicate in two hops, and using as many

different paths as there are switches in the second level of the tree.

Since a µManycore has many clusters, we build the leaf-spine topology hierarchically.

Figure 3.10 shows how the original topology (now called a Pod) is connected to other pods

with a third level of NHs. This is the topology used in a µManycore. In our 1024-core

µManycore design, we have 4 pods and 8 third-level NHs. Thanks to this topology’s ability

to connect many clusters with low hop counts and with redundant paths, this topology

minimizes tail latency.

To provide connectivity to the outside world, the leaf NHs are also directly connected to

the top-level NIC of the package (Figure 3.10). Incoming external requests flow from the

top-level NIC to a leaf NH and then to the remote I/O port of a village. Outgoing requests

flow in the opposite direction. The top-level NIC schedules incoming requests to the villages

in hardware. Specifically, it maintains a ServiceMap table that stores, for each service ID,
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Figure 3.10: Hierarchical leaf-spine interconnection network, where NH stands for network
hub. The figure also shows the connection to the package top-level NIC.

the set of villages that host an instance of that service. The ServiceMap is populated by

the system software every time a new service instance is initialized in any village. When a

request for a given service arrives at the top-level NIC, the hardware checks which villages

are able to serve the request. Then, the hardware forwards the request to one of those

villages in a round-robin manner.

3.4.3 Hardware Support for Request Queuing and Scheduling

As a village receives requests to execute locally, it is important to minimize the overheads

of (i) depositing them on a queue and (ii) picking them up from the queue and executing

them on local cores. Minimizing these overheads reduces request tail latency. Consequently,

µManycore performs these operations in hardware.

To support these operations, each village includes a hardware Request Queue (RQ) (Fig-

ure 3.11). The RQ is implemented as a circular buffer, with head and tail pointers. Each

full RQ entry corresponds to a service request that is executing or wants to execute in the

local village. Each RQ entry contains three fields. The first one, Status, is the status of

the request, which can be: running, ready to run, blocked on an RPC, or finished. The

second field, Service ID, is the ID of the service that the request invokes. Recall that a

village can have instances of multiple services. The third field, Req Ptr, is a pointer to a

local memory called Request Context Memory that contains the context of the request. The

context includes: the input data, the destination service that should receive the results of

this request’s execution, the ID of the process assigned to execute the request, and the core

where this request runs (if known).
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Figure 3.11: Hardware-based Request Queue.

On request arrival, the village NIC hardware performs all the RPC layer processing,

such as header parsing, payload de-serialization, and service dispatching [44]. Then, it

places the request at the tail of the RQ. Idle cores spin on a per-core local Work flag

that is automatically set when the RQ contains work to do. When the flag is set, a core

executes a Dequeue instruction that takes as argument the ID of the service that the core is

tasked to execute. Recall from Section 3.4.1 that, when multiple services are co-located in a

village, individual cores are assigned to specific services. The Dequeue instruction atomically

accesses the RQ and returns the highest-priority entry (i.e., the one closest to the RQ head)

that matches the service ID and is ready to run. It also sets the entry’s status to running.

After a core completes the execution of a request, it executes a Complete instruction,

passing as argument a pointer to the RQ entry. The hardware atomically accesses the RQ,

sets the request status to finished and, if the entry was at the RQ head, advances the head to

the first unfinished entry. With this hardware, µManycore minimizes the tail latency effects

of request queuing and scheduling. Moreover, by processing requests in FCFS order, this

scheme further minimizes tail latency.

An alternative scheduling policy to use is Shortest Remaining Processing Time First

(SRPT). However, in microservice environments, SRPT is unlikely to improve much over

FCFS for two reasons. First, requests for a given service tend to have similar execution

times. Second, request execution is frequently interrupted by I/O calls, which in our case

will provide frequent opportunities to schedule other ready-to-run requests.

If a request finds a full RQ, it is temporarily queued in the NIC. If the NIC has exhausted

its buffering space, it rejects the request.

A more advanced design of the RQ would involve dynamically partitioning it into multiple

RQs—each partition devoted to a different service. Specifically, when the system co-locates

a second service instance in a village, the system would partition the RQ and record the

new RQ structure in an RQ Map hardware table. The proportion of entries assigned to

each service can be the same as the proportion of cores assigned to each service. Since each

core maintains a register with the ID of the service it is assigned to execute and passes it

as an argument to the Dequeue instruction, all that is needed is to augment the Dequeue

instruction to check the RQ Map first. This additional hardware would eliminate contention
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of different-service cores for the same RQ, likely reducing the tail latency further. We do

not consider this design in the evaluation.

3.4.4 Hardware Support for Context Switching

State-of-the-art schemes for efficient scheduling of microservice workloads [47, 48, 91,

92, 93] use a “run-to-completion” model: a core is assigned to execute a request until it

completes. At best, the process is pre-empted if it runs for very long, to prevent head-of-

line blocking [48]. In practice, as shown in Section 3.3.3, the process executing a request

is blocked most of the time, due to issuing storage accesses or calling other services. In

the meantime, the cores context switch and execute other requests. The frequent context

switching induces overhead and expands tail latency.

To assess this overhead, we run the highly-optimized Shinjuku software scheduler [48] in

our simulated 1024-core ScaleOut manycore (Section 3.5). Shinjuku needs to (1) run on

a dedicated core, (2) detect when a process on a core blocks, (3) save the context of the

blocked process, (4) find a ready request by checking the RQ, and (5) restore the context

of the ready request from memory. We find that this centralized software easily becomes a

bottleneck and limits the overall throughput. It consumes time and, as shown in Figure 3.4,

results in a high tail latency.

To address this problem, µManycore adds hardware support to reduce the overhead of

context switching. The idea is that, when the execution of a request blocks, special hardware

in the core saves the process state to memory. Then, the core is ready to access the RQ to get

a new request. Also, when a core obtains from the RQ a request that had partially executed

in the past, the hardware restores from memory the state of the request. The state saved

and restored includes general-purpose and special-purpose registers; interrupt, exception,

debugging, and privilege level information; and cached storage descriptors [94, 95]. The

state is a few hundreds of bytes.

To support this design, the entry for a request in the Request Context Memory (Fig-

ure 3.11) is expanded to include space for the saved process state. Further, when a process

executing on a core issues an RPC and is about to get blocked, the core executes a new

ContextSwitch instruction. In hardware, this instruction saves the process state in the cor-

responding entry of the Request Context Memory, and sets the Status field in the RQ to

blocked. The core is now free to spin on the Work flag to see if there is work to do.

When the NIC receives the RPC response, it puts the response in the Request Context

Memory entry of the corresponding request, and then changes the Status field of the RQ

entry from blocked to ready to run. At this point, an idle core will see a set Work flag and
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execute a Dequeue instruction. µManycore augments the Dequeue instruction to also upload

the state of the selected request from the Request Context Memory to the core registers.

The other functionality of Dequeue is unchanged.

Overall, with this support, cores keep context-switching overheads to a minimum, and can

perform useful work practically all the time—effectively reducing tail latency.

3.5 METHODOLOGY

We model a µManycore package with 1024 cores organized into 32 clusters. Each cluster

has 4 villages of 8 cores each, one memory pool, and a network hub (NH). Each village has

a 64-entry request queue (RQ). µManycore uses a leaf-spine interconnect with a three-level

hierarchy. There are 32 leaf-level NHs organized into 4 chiplets. For the second level, there

are 4 groups of 4 NHs, organized into 4 chiplets. Each second-level NH in a group connects

to all 8 NHs of the first level. For the third level, there are 8 NHs in two chiplets, where each

third-level NH is connected to all 16 second-level NHs. The longest communication path is

only 4 hops. Overall, a µManycore package has 32 clusters, 128 villages, 32 memory pools,

and 56 NHs, for a total of 74 chiplets.

µManycore has simple, energy-efficient cores similar to ARM A15 [96]. They are 4-issue

and run at 2GHz. They have a small ROB (64 entries) and LSQ (64 entries), private L1

caches, a single-level TLB, and a shared L2 cache.

We model two baseline hardware-coherent processors: the ServerClass multicore and the

ScaleOut manycore. ServerClass is a beefy server-class processor, similar to Intel’s Ice-

Lake [97]. Its cores are 6-issue and run at 3GHz. They have a large ROB (352 entries) and

LSQ (256 entries), private L1 and L2 caches, two levels of TLBs, and a shared L3 cache.

For comparison to µManycore, we evaluate two sizes of ServerClass processors: one with

40 cores that consumes the same power as µManycore, and one with 128 cores that has the

same area as µManycore. The former is like a current high-end IceLake; the latter is an

unrealistically power-hungry multicore.

ScaleOut is a 1024-core manycore organized into 32 clusters. ScaleOut uses the same cores

and cache hierarchy as µManycore, including L2 caches shared by 8 cores. ScaleOut does

not include the µManycore novelties: no global cache coherence, leaf-spine ICN, hardware

support for request queuing and scheduling, and hardware support for context switching.

ServerClass and ScaleOut use conventional ICNs, namely a mesh and a fat-tree, respec-

tively. For comparison to µManycore, the fat-tree topology has 63 NHs and its longest path

is 10 hops. Both baselines use an optimized state-of-the-art software-based context-switching

scheme [48] and techniques that reduce NIC-to-core communication overheads [43, 46].
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We model 10-server machines with each of the three types of processors. Table 3.2 shows

the parameters of the architectures. To model these machines, we use the SST architectural

simulator [98] connected to the DRAMSim2 memory simulator [99]. We use Pin [100] to

collect traces and feed them to the SST simulator.

To compute the area and power consumed by each of the processors, we use CACTI [101]

for the memory structures and McPAT [102] for the cores. We use the 32nm technology

available with the tools, and then scale to 10nm technology [103]. The combined dynamic

and static power consumed by one core and its portion of the cache hierarchy is: 10.225W

for ServerClass, 0.396W for ScaleOut, and 0.408W for µManycore.

Table 3.2: Architectural parameters used in the evaluation.

ServerClass Multicore

Multicore 40 (or 128) 6-issue cores, 352-entry ROB, 256-entry LSQ, 3GHz
L1 cache 64KB, 8-way, 2 cycles round trip (RT), 64B line
L2 cache 2MB, 16-way, 16 cycles RT, 20 MSHRs
L3 cache 2MB/core, 16-way, 40 cycles RT, 20 MSHRs
L1 DTLB 256 entries, 4-way, 2 cycles RT
L2 DTLB 2048 entries, 12-way, 12 cycles RT
Network 2D mesh

µManycore and ScaleOut Manycores

Manycore 1024 4-issue cores, 64-entry ROB, 64-entry LSQ, 2GHz
L1 cache 64KB, 8-way, 2 cycles RT, 64B line
L2 cache 256KB, 16-way, 24 cycles RT, 20 MSHRs
L1 DTLB 128 entries, 4-way, 2 cycles RT
Network Fat tree (ScaleOut), leaf-spine (µManycore)

Network

Intra server 5 cycles/hop (4 router delay + 1 wire delay) [104]
Inter server 1µs RT; 200GB/s

Main-memory per Server

Capacity 80GB
Channels; Banks 4; 8
Frequency; Rate 1GHz; DDR
Mem bandwidth 8 memory controllers; 102.4GB/s per controller

Applications. We use applications from the open-source DeathStarBench [40] microservice

benchmark suite with commit ID c86920a. Due to space limitations, we show the results for

only the 8 Social Network applications. The results are similar for the other applications of

the benchmark suite. We use Poisson distributions for the request inter-arrival time. We use

average loads of 5K, 10K and 15K requests per second (RPS) per server, which correspond

to average CPU utilizations of <30%, 30-60%, and >60%, respectively. We collect the tail

and average response time and throughput for each application.
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Figure 3.12: Tail latency in ServerClass, ScaleOut, and µManycore normalized to Server-
Class. The numbers on top of the ServerClass bars are the absolute latency values in ms.

3.6 EVALUATION

In this evaluation, response time (i.e., latency) is measured end-to-end, from when the

client sends a request to when it receives the result. We give both the average and the

P99 (i.e., 99th percentile) values. Unless otherwise indicated, ServerClass has 40 cores and,

therefore, consumes approximately the same power as µManycore.

3.6.1 End-to-End Tail Latency

Figure 3.12 shows the tail latency in the three architectures when running the DeathStar-

Bench applications, normalized to ServerClass. On top of the ServerClass bars, we show

the absolute latency values in ms. The systems are tested with three load levels: (a) 5K,

(b) 10K, and (c) 15K RPS. We see that µManycore significantly reduces the tail latency

for all applications across all loads. On average, µManycore reduces the tail latency over

ServerClass by 6.3×, 8.3×, and 16.7× for loads of 5K, 10K and 15K RPS, respectively, and
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over ScaleOut by 5.4×, 6.5×, and 7.4× for the same loads.

µManycore achieves greater reductions with higher system loads, especially for the ap-

plications that are blocked more frequently, i.e., the ones that invoke a larger number of

downstream services such as SocialGraph service (SGraph). In these cases, the impact of

the µManycore techniques is more notable.

3.6.2 Tail-Latency Reduction Breakdown

Figure 3.13 shows the contributions of the four main µManycore techniques to the re-

duction of tail latency for 15K RPS. Latency reductions are normalized to the latency of

ScaleOut. We apply the four techniques one by one in order: villages (Section 3.4.1), leaf-

spine topology (Section 3.4.2), hardware scheduling (Section 3.4.3), and hardware context

switching (Section 3.4.4). On average, the cummulative application of these techniques re-

duces the tail latency by 1.1×, 2.3×, 3.9×, and 7.4×, respectively. All techniques deliver

major reductions except for the village organization, which reduces the tail latency by a

modest 10%. The reason for this modest reduction is that we have favored the ScaleOut

baseline. Specifically, while ScaleOut uses global cache coherence, it has one queue per 32-

core cluster, and only allows processes to migrate between the 32 cores of a cluster. If we

allowed processes to migrate between all 1024 cores, ScaleOut would perform worse. In any

case, the main attractive of villages is not higher performance, but a reduction in manycore

area, power, and complexity by eliminating global cache coherence—potentially allowing

hardware resources to be used for other goals.
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Figure 3.13: Contributions of the four main µManycore techniques to the reduction of tail
latency for 15K RPS. Latency reductions are normalized to the tail latency of ScaleOut.

In applications that frequently use the ICN, e.g., Text and SGraph, the leaf-spine ICN is

very effective. These same applications also substantially benefit from the hardware schedul-

ing and context switching techniques of µManycore. They often have requests stalled, waiting

for remote storage accesses or service calls, and µManycore mitigates these overheads.
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Figure 3.14: Average latency in ServerClass, ScaleOut, and µManycore normalized to Server-
Class. The numbers on top of the ServerClass bars are the absolute latency values in ms.

3.6.3 End-to-End Average Latency

Figure 3.14 shows the normalized average latency in the three designs and for the three

load levels. The numbers on top of the ServerClass bars are the absolute latency values in

ms. µManycore reduces the average latency for all applications across all loads. The average

latency reductions are smaller than the tail latency reductions in Figure 3.12. This is because

the µManycore design is more tailored to minimizing the tail latency, by removing the major

sources of contention and interference. On average, µManycore reduces the average latency

over ServerClass by 2.3×, 3.2×, and 5.6× for loads of 5K, 10K, and 15K RPS, respectively,

and over ScaleOut by 2.1×, 2.5×, and 3.2× for the same loads.

3.6.4 Reduction in Tail-to-Average Ratio

The goal of µManycore is to minimize the tail latency, but also to bring it closer to the

average. In this way, the response time becomes more predictable, and more users can be

served within the guaranteed QoS. Figure 3.15 shows the normalized tail-to-average latency
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ratio per application for the three designs averaged across all the loads. The numbers on

top of the ServerClass bars are the absolute ratios.

In µManycore, the tail to average latency ratio is significantly smaller than in the other

architectures. On average, it is 2.7× and 2.3× lower than in the ServerClass and ScaleOut

baselines, respectively. In UsrMnt, the tail to average latency ratio in µManycore is 3.3×
lower than in ServerClass.

In the baselines, the ratio between the tail and the average is especially notable under high

loads. Some requests are served quickly, but the slowest ones are substantially slowed down

due to queuing and contention. In such environments, µManycore reduces the tail latency

while keeping the average latency low, thus shrinking the ratio between tail and average.
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Figure 3.15: Tail-to-average latency ratio of ServerClass, ScaleOut, and µManycore normal-
ized to ServerClass. The numbers on top of the ServerClass bars are the absolute ratios.

3.6.5 End-to-End Throughput Improvements

We measure the number of requests that can be served by the system (i.e, the throughput)

without violating QoS guarantees. A QoS violation occurs if the request execution time is

higher than 5 times the contention-free average request execution time. Figure 3.16 shows

the normalized maximum throughput that each of the three designs can achieve without

violating QoS guarantees. The numbers on top of the µManycore bars are the absolute

throughput values that µManycore achieves in KRPS. µManycore reaches a throughput that

is 13.9–17.1× higher than the ServerClass. On average, µManycore improves the throughput

by 15.5× and 4.3× over the ServerClass and ScaleOut baselines, respectively.
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Figure 3.16: Normalized maximum throughput a system can achieve without violating QoS
guarantees. The numbers on top of the µManycore bars are the absolute throughput values
that µManycore achieves.
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3.6.6 Sensitivity Analysis

µManycore can be organized with different configurations of number of cores per village,

number of villages per cluster, and number of clusters. Figure 3.17 shows the tail latency

in four configurations. The bars are normalized to the tail latency of the first configuration,

which is the default configuration used in all the previous experiments.
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Figure 3.17: Normalized tail latency with different µManycore configurations.

All configurations are within 15% of each other’s tail latency. Interestingly, different

services are best suited to different configurations. Specifically, services that do not call

other services such as UrlShort perform better in larger villages (32x1x32). On the other

hand, services that frequently invoke other services such as HomeT and SGraph have better

performance with many smaller villages (8x4x32). Overall, our default configuration has the

overall lowest tail latency.

3.6.7 Comparison to an Iso-Area ServerClass CPU

The evaluation so far has used iso-power configurations for ServerClass, ScaleOut, and

µManycore. In this section we compare iso-area configurations. As indicated in Section 3.5,

we use CACTI [101] and McPAT [102] for our computations. In the iso-power configura-

tions, µManycore has 2.9% more area than ScaleOut and 3.1× more area than the 40-core

ServerClass (i.e., 547.2mm2 for µManycore versus 176.1mm2 for ServerClass). Hence, for

an iso-area comparison, we keep µManycore and ScaleOut unchanged and we scale Server-

Class to 128 cores, while leaving all the other parameters unmodified. The new ServerClass

processor improves the performance significantly, matching and sometimes slightly outper-

forming the tail latency of ScaleOut. However, ServerClass still has a tail latency that is

on average 7.3× higher than the µManycore one across all loads and applications. Also, the

128-core ServerClass processor uses an unacceptably large amount of power, namely 3.2×
more than µManycore.
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3.7 RELATED WORK

Software schedulers. Recently, researchers have explored various software solutions for

µ-second scale scheduling and context switching [47, 48, 91, 93, 105, 106, 107, 108, 109,

110, 111]. IX [93] schedules a batch of requests at high throughput, but it degrades the tail

latency of heavy-tailed service time distributions due to using a per-core distributed sched-

uler. ZygOS [91] minimizes head-of-line blocking and load imbalance by allowing cores to

steal requests from other cores via expensive software operations. It can potentially degrade

the tail latency of short requests. Shinjuku [48] uses a centralized scheduler with request

preemption to tolerate different service time distributions. It cannot scale to a large number

of cores, and may degrade the tail latency due to the cost of software context switches.

Shenango [47] dedicates a core to perform scheduling, possibly limiting its throughput and

scalability. µManycore performs scheduling and context switching in hardware, thus reduc-

ing the overheads and increasing the throughput over such software schemes.

Message passing operating systems (OSes). Fos [112] and Barrelfish [113] are dis-

tributed OSes: a core runs a local OS and communicates with the OS of other cores only

via message passing. There is no cache coherence. However, as per Section 3.4.1, this ar-

chitecture is not well-suited for microservices. It is possible to use some ideas from fos and

Barrelfish to support the communication between the shared-memory OSes running on each

village.

RPC accelerators. Researchers proposed hardware accelerators to improve the efficiency

of the RPC-based communication [43, 44, 45, 46, 92, 114, 115, 116]. RPCValet [45] uses the

on-chip NICs to monitor per-core load and to steer RPCs to lightly-loaded cores. Nebula [43]

provides hardware support for efficient in-LLC network buffer management, and sends in-

coming RPCs into the CPU cores’ L1 caches. The nanoPU [46] bypasses the cache and

memory hierarchy and places the arriving messages directly into the CPU register file. Cere-

bros [44] executes all RPC layers in hardware without involving the CPU. While µManycore

has been inspired by these systems, none of them considers services that invoke other services

and are waiting idly for long durations. Therefore, they execute in the run-to-completion

manner and do not focus on efficient support for context switching, as in µManycore.

Duplexity [51] is a processor architecture that, when there are not enough latency-critical

jobs (e.g., microservices) to run, it reconfigures and uses the idle resources to run batch

workloads. µManycore could add this approach to increase core utilization in low loads.

Packet processing’s execution model, such as supported by the Event Machine [117] can

in principle be applied to process microservice invocations. In packet processing, arriving

packets are queued up in multiple queues. Then, the system dequeues packets with some
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notion of priority, and sends them to execute on available cores. In µManycore, service

invocations are queued and dequeued in hardware. A key characteristic of microservice

processing is that service invocations frequently stall on I/O. In addition, some individual

service invocations may execute in a multithreaded manner.

Hardware queuing. Hardware queues [118, 119, 120] have been proposed to support low

latency communication between producer and consumer threads running on different cores.

Existing proposals target traditional task-parallel systems and bind the queue state to an

application’s context. In µManycore, queues are not per application, but contain entries for

different service requests. Hence, entries are not saved and restored on a context switch. The

producer is a NIC and consumers are cores in the village. ALTOCUMULUS [115] proposes a

scheme for RPC scheduling in hardware. It does not consider that requests are idle for most

of the time due to blocking calls. The scheduler in µManycore takes into account blocked

requests and only schedules those that are runnable.

Chiplet-based processor designs. Recently, both industry and academia have shown

great interest in chiplet-based processor designs [121, 122, 123, 124, 125, 126, 127]. These

designs improve yield, allow the integration of heterogeneous components, and simplify pro-

cessor design. In some designs, processors are grouped in clusters or core complexes [121].

One way in which µManycore goes beyond these designs is that, in µManycore, cache coher-

ence is only supported inside these clusters (called villages), not across them.

3.8 FURTHER ENHANCEMENTS

µManycore can be enhanced in a variety of ways to improve the performance of microser-

vice environments. These enhancements add additional costs.

In µManycore, when different service instances are co-located in the same village, µManycore

apportions the cores to the different service instances based on the expected load. It is

possible that, as requests arrive, the distribution of load across services is different than

expected—e.g., the cores of one of the instances are mostly idle while those of the other are

unable to keep up with the requests. In this case, an enhancement to µManycore would be

to allow an instance to temporarily steal cores assigned to another instance.

In µManycore, all villages have the same hardware. It is, therefore, a homogeneous ar-

chitecture. A possible enhancement is to have different hardware in different villages. For

example, some villages might have bigger cores. This approach would enable the assignment

of different types of services to different types of villages—hence tailoring the hardware to

the needs of the service instances. However, it is unclear what different types of villages and
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how many of each are needed. Moreover, services would likely have to be instrumented to

declare what type of village they would prefer.

3.9 CONCLUSION

To address the imbalance between emerging microservice environments and current proces-

sors, this chapter proposed µManycore, an architecture optimized for microservices. Based

on a characterization of microservices, µManycore is designed to minimize unnecessary mi-

croarchitecture and reduce tail latency. Instead of supporting manycore-wide hardware cache

coherence, µManycore has multiple hardware cache-coherent smaller domains called villages.

Clusters of villages are interconnected with a leaf-spine network, which has many redundant,

low-hop-count paths between clusters. To minimize overheads, µManycore schedules and

queues service requests in hardware, and saves/restores process state in a context-switch in

hardware. Our simulation-based results showed that µManycore delivers high performance

for microservices. A cluster of 10 servers with a 1024-core µManycore in each server deliv-

ered 3.7× lower average latency, 15.5× higher throughput, and 10.4× lower tail latency than

a cluster with iso-power conventional server-class multicores. Similar results were attained

compared to a cluster with power-hungry iso-area conventional server-class multicores.
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CHAPTER 4: Hardware Support for Core Harvesting of Cloud-Native Services

4.1 INTRODUCTION

Microservice instances are Virtual Machines (VMs) or containers that serve microservice

invocations (i.e., requests). An instance is created with a specified number of cores and

amount of memory, and serves requests for that microservice. Although requests are short-

running (typically, hundreds of µseconds), instances are long-lived: they can be up and serve

requests for days [13].

The frequency of request arrival for a given microservice varies substantially with time,

and exhibits bursty patterns. To attain good performance even at peak loads, users typically

provision instances to handle these infrequent load spikes. As a consequence, instances are

typically greatly overprovisioned—e.g., in number of cores needed. The result is that, in

microservice environments, allocated but idle cores are a major waste [5]. As an example,

using open-source production-level microservice traces from Alibaba [5], we see that 50%

and 90% of microservice instances have an average core utilization lower than 16.1% and

40.7%, respectively.

To combat resource inefficiency under general loads, providers have implemented various

techniques in their software stacks [128, 129, 130, 131, 132]. Amazon allows a Spot VM to

seize unallocated cores if needed [131]. Further, Microsoft introduced a new type of VM

called Harvest VM [133, 134, 135, 136] that can dynamically grow by harvesting cores. In

such environments, there are two types of VMs: Primary and Harvest VMs. Primary VMs

run latency-critical applications, need predictable high performance, and are created with

a specified number of cores; Harvest VMs run batch applications, have loose performance

requirements, can tolerate resource fluctuations, and are charged at a lower cost. Harvest

VMs dynamically grow by harvesting unallocated cores in the server [133] or, additionally,

by taking temporarily idle cores allocated by a Primary VM [134]. When the Primary VM

needs its cores, it reclaims them back.

In practice, re-assigning a core from one VM to another has high overhead. First, a

scheduler must perform two hypervisor calls: one to detach the core from the first VM, and

the other to attach it to the second VM. Second, an expensive cross-VM context switch is

performed. In addition, the state left in the re-assigned core’s private caches and TLBs is

a potential source of leakage. Specifically, a malicious tenant could force conflicts in these

structures and learn information from an earlier tenant such as cryptographic keys [137].

Hence, the core’s private caches and TLBs are typically flushed and invalidated during the
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reassignment [137, 138, 139, 140, 141, 142, 143, 144]. Unfortunately, flushing and invalidating

private caches and TLBs, and the resulting cold-cache and cold-TLB restart add substantial

overhead. Overall, we find that the sum of all these overheads can easily exceed 5ms. These

overheads are particularly insidious when a core is reclaimed by its owner Primary VM, as

they directly impact the response time of latency-critical applications.

The Harvest VM concept has been applied only to setups where Primary VMs run rela-

tively long monolithic applications [133, 134, 135, 136]. In such applications, a reassigment

overhead of a few ms can be considered negligible. However, in microservice environments,

it is not tolerable to suffer a few-ms reassignment overhead every time that a 100-µs mi-

croservice request is received and needs to execute. The situation is even more challenging

in an aggressive environment that can re-assign a Primary VM idle core not just when the

core has terminated a request execution, but also when the execution is stalled on I/O—as

such events happen frequently.

To address this problem, this chapter proposes the first architecture that supports core

harvesting in hardware, called HardHarvest. The goal is three-fold: attain high core uti-

lization, introduce minimal or no increase in the tail latency of Primary VM microservice

requests, and deliver substantial increases in the throughput of batch workloads in Harvest

VMs. To accomplish these goals, HardHarvest targets the two main overheads present in

software-based core harvesting.

The first overhead is the core re-assignment. To minimize it, HardHarvest adds hardware

queues for microservice requests. A microservice request arrives as a network packet that

contains the name of the microservice function to invoke and the input data required by that

function. The message payload is deposited into the LLC and a pointer to the payload is

stored in a hardware request queue. A core is re-assigned from one VM to another by being

allowed to dequeue requests from the new VM’s hardware queue when the original queue is

empty. There is no need for detach/attach system calls and the context switch is accelerated

in hardware.

The second overhead is flushing and invalidating TLBs and private caches on core re-

assignment, and the resulting cold restart. HardHarvest leverages the fact that microservices

typically have small working sets, and partitions TLBs and private caches into two regions:

Harvest and Non-Harvest regions. When a core executes a Primary VM, it can use both

regions; when it executes a Harvest VM, it is allowed to use only the Harvest region. When

a core transitions between VMs, only the Harvest region is flushed and invalidated; the

Non-Harvest region preserves the Primary VM’s state during harvesting. In addition, Hard-

Harvest enhances the effectiveness of such partitioning with a smart cache/TLB replacement

algorithm that retains important state in the Non-Harvest region.
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We evaluate HardHarvest with full-system simulations of an 8-server cluster, where each

server has a 36-core IceLake-like processor [97]. Our evaluation shows that HardHarvest is

very effective. On average, compared to state-of-the-art software core harvesting, HardHar-

vest increases core utilization by 1.5× and Harvest VM throughput by 1.8×, while reducing

Primary VM tail latency by 6.0×. Compared to a system without core harvesting, Hard-

Harvest increases core utilization by 3.4× and Harvest VM throughput by 3.1×, without

increasing the tail latency of Primary VMs.

This chapter’s contributions are as follows:

• A characterization of the opportunities of supporting hardware-based core harvesting in

microservice environments.

• HardHarvest, the first architecture for hardware core harvesting.

• An evaluation of HardHarvest for microservice environments, comparing it to state-of-the-

art core harvesting and no harvesting.

4.2 BACKGROUND

Resource Harvesting in the Cloud. Traditionally, a good way to improve server uti-

lization in datacenters has been to co-locate batch workloads with user-facing applica-

tions [145, 146]. Batch workloads, such as machine learning training [147] or in-background

data processing [136], can then use resources left idle by user-facing applications to improve

their throughput. Recently, the same approach has been used for VMs in the cloud, where

software support allows VMs running batch applications to harvest cores [133, 134, 136],

memory [135], and storage [148].

Core harvesting has received the most attention, and has been explored through a new

type of VM called Harvest VM [133, 134, 136]. Harvest VMs dynamically change their size

by temporarily stealing idle cores. In the initial designs, Harvest VMs could steal only cores

that were not allocated to any latency-critical VM (i.e., Primary VM), and had to return the

cores once a new Primary VM was created [133]. State-of-the-art harvesting schemes, such

as SmartHarvest [134], further improve core utilization by temporarily stealing idle cores

allocated to Primary VMs. The system monitors the core utilization of all Primary VMs in

the server. Then, based on the predictions of core utilization in the near future, the system

may decide to re-assign some cores to the Harvest VM. When a Primary VM needs the cores

back, SmartHarvest returns the borrowed cores. Since current approaches to re-assign a core

from one VM to another involve substantial software overheads, SmartHarvest keeps a few

idle cores on stand-by in an emergency buffer. If needed, these cores can be reclaimed by

Primary VMs.
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The Harvest VM concept has been applied only to environments with long-running mono-

lithic applications in Primary VMs [133, 134, 135, 136]. For these applications, the overhead

of core re-assignment may be tolerable. For microservices, however, which typically run for

hundreds of µseconds, we will see that the core re-assignment overhead is too high. The sit-

uation is even more challenging in a microservice environment where idle Primary VM cores

can be stolen not just after a core has terminated the execution of a microservice request,

but also when a core has stalled execution due to I/O—which is frequent.

Microarchitecture Structure Flush and Invalidation on Core Re-Assignment. In

multi-tenant clouds, when a core is reassigned from one VM to another, the state left in the

core’s private microarchitectural structures such as caches and TLBs is a potential source of

information leakage. The new VM being scheduled could observe private state that the old

VM being preempted has left in these structures. Hence, structures such as private caches

and TLBs are flushed and invalidated when a core switches from one VM to another. This

is both described in research papers (e.g., [138, 139, 140, 141, 142, 143]) and documented in

literature from cloud providers. For example, a 2024 blog from Microsoft production [144]

and a paper from Microsoft Research [137] say that they use microarchitecture state flushing

and scrubbing in their production systems when a core moves from one VM to another.

Following these ideas, in this chapter: 1) we partition the shared last-level cache into one

partition per VM and 2) we require that, in our baseline design, on a core context switch

from one VM to another, all the levels of private caches and TLBs in the core are flushed

and invalidated.

4.3 MOTIVATION FOR IN-HARDWARE CORE HARVESTING

To understand the opportunities of hardware-supported core harvesting for microservices,

we analyze a large set of applications: production-level traces of Alibaba’s microservices [5],

and DeathStarBench [40] microservices (acting as latency-sensitive workloads running in

Primary VMs). The traces provide a time series of average, maximum, and minimum core

utilization of microservice instances. We run the microservices on an Intel IceLake server

with 36 2.4GHz cores, 256GB of DRAM, and an LLC with 1.5MB per core. The server runs

Ubuntu 22.04 and the KVM hypervisor. To generalize the insights, we also run the microser-

vices as Docker containers and observe similar results. We identify several opportunities for

hardware-based core harvesting.

Opportunity: Cores allocated to microservice instances in the cloud are heavily

underutilized. When a user deploys a microservice instance in the cloud, they specify
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the resources needed for the instance, including the number of cores [149, 150, 151]. The

instance is typically sized to guarantee it can handle the peak load, leading to low average

utilization [5, 83, 134, 152]. Figure 4.1 shows the distribution of the average and maxi-

mum core utilization of Alibaba’s microservice instances. The utilization is low: half of the

instances have an average core utilization lower than 16.1%, and 90% of instances have a

maximum core utilization lower than 40.7%. These numbers represent great opportunities

for harvesting.
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Figure 4.1: Core utilization of Alibaba’s microservice instances.

Opportunity: If the overhead of hardware core harvesting is low, significant per-

formance gains can be attained. To understand this opportunity, we make three obser-

vations.

• There are large fluctuations in a VM’s core utilization or load over time. We

analyze Alibaba’s traces, which provide a granularity of 30-second measurements. Figure 4.2

shows the core utilization of a representative Alibaba VM over time.
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Figure 4.2: Core utilization of an Alibaba microservice.

While core utilization is often low, we observe that it can suddenly increase due to bursts

of requests. Let us assume that these VMs are Primary ones. During the low-load periods,

some of their cores can be harvested by Harvest VMs. Then, when the load spikes, the

harvested cores must be quickly returned to Primary VMs to prevent increases in the tail

latency of Primary VM requests.

In current systems, there are two main sources of overhead to move a core between VMs:

1) software overhead of invoking the hypervisor to reassign the core from one VM to another,
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and 2) flushing and invalidating the caches of the reassigned core (so that no cache state

leaks across a VM transition) and subsequent cold-cache re-start of the execution.

• Core re-assignment via hypervisor is costly. In state-of-the-art software-based har-

vesting [134], a user-space agent monitors the utilization of all the cores in Primary VMs

and, based on the utilization, may decide to migrate a core to a Harvest VM. To do so, it

performs a hypervisor call to detach the core from the first VM and another to attach it

to the second VM, using cgroup tools. With the KVM hypervisor, moving a core across

VMs takes ≈5ms. Half of this time is spent on detaching/attaching the core, and half on

loading the new VM’s context. The state-of-the-art SmartHarvest design [134] reduces the

cost of detaching/attaching the core to 100s of µs (which is about the execution time of a

microservice).

We quantify the impact of core reassignment on the tail latency of microservices. We run

DeathStarBench microservices [40] on our server with 4-core VMs, inducing the same core

utilization as the one in the Alibaba traces. We detach an idle core from a Primary VM

and attach it to a Harvest VM. Later, when the Primary VM receives a request, we move

the core back. In our experiments, the Harvest VM is always idle. Hence, the caches of the

reassigned core are not flushed/invalidated. Figure 4.3 shows the tail latency of microservices

in Primary VMs without (No-Move) and with the overhead of core reassignment. We execute

the system with the open-source KVM hypervisor [153] and move a core from the Primary

VM either on termination of a request invocation only (KVM-Term), or on both termination

and at every blocking I/O call in the invocation (KVM-Block). In either case, we move the

core from a Primary to the Harvest VM only if the Primary VM has no other requests ready

to run. We observe an average of 11 and 36 core reassignments per second with KVM-

Term and KVM-Block, respectively. We also emulate the optimized reassignment latencies

reported in SmartHarvest [134] (Opt-Term and Opt-Block).
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Figure 4.3: P99 tail latency of microservices in Primary VMs with the hypervisor overheads
of core reassignment.

We see that core reassignment with KVM-Term, KVM-Block, Opt-Term, and Opt-Block

increase the P99 tail latency substantially: by 3.2×, 3.8×, 2.7×, and 3.1×, respectively, on

average. It can be shown that the overheads increase even further with higher numbers of
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cores and VMs, and with higher loads. Since these overheads are high, SmartHarvest keeps

some idle cores on stand-by in an “emergency” buffer, resulting in even lower core utilization.

These cores are reclaimed by Primary VMs when they receive new work.

• Cache flush and invalidation on core re-assignment and subsequent cold-cache

restart are expensive. As discussed in Section 4.2, we flush and invalidate a core’s private

caches and TLBs when the core is reassigned from one VM to another. Unfortunately, current

processors do not have an efficient way to do it. For example, Intel’s wbinvd [154] flushes and

invalidates the whole cache hierarchy of a given core, and takes 300–500µs. Further, Intel’s

clflush flushes only one cache line, so one needs to execute it many times. In addition, as

an invocation starts on a re-assigned core, it finds cold caches and TLBs.

We again consider two cases: a conservative design where an idle core is taken from a

Primary VM only when it has finished executing a request, and an aggressive design where

an idle core is also taken when it is blocked on I/O. We note that starting (or restarting) a

request on a cold cache and TLB is costly. Even threads that handle different invocations

of the same microservice share a large fraction of their memory footprint.

Figure 4.4 quantifies the impact of flushing and invalidating caches and TLBs (via the

wbinvd instruction) and restarting with cold caches and TLBs. The figure shows the tail

latency of microservices in Primary VMs without flushing, with flushing in the conserva-

tive design (Flush-Term), and with flushing in the aggressive design (Flush-Block). With

wbinvd, the processor does not wait for the external caches to complete their write-back and

invalidation operations. It only waits for internal caches (L1/L2) to be written-back and

invalidated. As we use the existing wbinvd instruction, these experiments do not include the

time it takes to write back and invalidate external caches. Hence, this implementation is not

safe. In our evaluation (Section 4.6), when we simulate this architecture, we place a fence af-

ter the wbinvd instruction. The figure has two extra bars (Harvest-Term and Harvest-Block)

which add the overhead of core re-assignment using the optimized hypervisor software shown

in Figure 4.3. These bars represent the current true cost of core re-assignment [134].
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Figure 4.4: P99 tail latency of microservices in Primary VMs with cache/TLB flushing and,
for the last two bars, both cache/TLB flushing and hypervisor core reassignment.
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On average, cache/TLB flushing increases the P99 tail latency by 2.7× (Flush-Term)

and 3.3× (Flush-Block). Further, if we add the hypervisor reassignment overhead, the tail

latencies of Harvest-Term and Harvest-Block are 3.6× and 4.2× higher, respectively, than

the no-flush design. These are the substantial costs that hardware-supported harvesting may

help minimize.

Putting it all together, Figure 4.5 shows the execution time of a single service request in

steady state without and with core harvesting. The core harvesting environment includes

the optimized hypervisor core reassignment design in [134] and cache/TLB flushing and in-

validation. The figure shows two bars per service: one with no harvesting (left bar) and one

with harvesting (right bar). The latter is broken down into three components: hypervisor

reassignment of cores (Core Reassign), flush/invalidation of the caches and TLBs (Flush/In-

val), and execution of the request (Execution). We see that, on average, a request takes

1.9× longer with core harvesting. In addition to the core reassignment and flush/invalida-

tion overheads, the execution time itself under core harvesting takes 1.2× longer than before

due to using cold microarchitectural structures.
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Figure 4.5: Execution time of a single service request in steady state without core harvesting
(left bar) and with core harvesting (right bar). The latter is broken down into its components.

Opportunity: Microservice invocations have relatively small working sets. In an

environment with frequent cache and TLB flushing and invalidation, it may be reasonable

to reserve a section of these structures for the Primary VM, and not flush this section.

But, this approach is only plausible if microservice invocations have small working sets. In

practice, this is the case. We assess the working set sizes of DeathStarBench microservices

in two ways. First, we configure our server with a smaller LLC and do not observe any

performance change. Specifically, our IceLake server has a 54MB LLC organized in 12 ways.

We use Intel CAT [155] to partition the LLC and allow a microservice to use either the full

LLC, 3/4, 1/2, or 1/4 of the LLC. We observe that, even with a 1/4 of the LLC, the tail

latency of microservices does not degrade more than 1%.

Second, we simulate a server where all caches and TLBs are smaller: we model the server
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with the full caches/TLBs, and then we reduce the number of ways in all structures to 75%,

50%, and 25%, while keeping the number of sets constant. We also model the performance

of a simulated environment with infinite caches and TLBs. We use the SST simulator [98]

with QEMU [156], and validate the simulation accuracy by calibrating the results with

the real system, with and without LLC partitioning. Figure 4.6 shows the tail latency of

microservices when running with different sizes of all caches and TLBs. All microservices

see a very small impact even when operating with 1/2 of the whole cache/TLB hierarchy.
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Figure 4.6: Tail latency of microservice invocations on a system with a fraction of the whole
cache and TLB hierarchy.

4.4 HARDHARVEST: CORE HARVESTING IN HARDWARE

Based on the previous observations, we propose HardHarvest, the first processor micro-

architecture that delivers high-performance core harvesting by supporting it in hardware.

HardHarvest allows Harvest VMs to steal idle cores from Primary VMs with very low over-

head, and return them on demand with minimal impact on the tail latency of Primary VMs.

In this way, HardHarvest simultaneously enables high utilization of cores, high through-

put for Harvest VMs, and minimal impact on Primary VMs. HardHarvest targets the two

main sources of overhead in core harvesting: (i) core reassignment and (ii) cache and TLB

flush/invalidation and cold restart. We present how we address each source in turn.

4.4.1 Minimizing Core Reassignment Overhead

4.4.1.1 Main Idea of the Proposed Solution

To minimize the latency of core reassignment, we propose to support part of its operation

in hardware. Specifically, we design hardware schedulers that schedule requests for VMs.

The schedulers optimize core migration between VMs. Further, cores dequeue requests from

their own VM’s queue by using a low-overhead dequeue instruction. When a core cannot

find work, it is automatically reassigned to a Harvest VM by simply allowing it to dequeue
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a job from that VM’s queue. There is no need to issue (de)attach system calls as scheduling

is done in hardware.

A conventional detach operation involves: 1) issuing a hypervisor call (switching from user-

space to privileged mode) [157], 2) acquiring a lock [158], and 3) sending an interrupt to the

affected core [159]. An attach operation follows the same steps. In each case, HardHarvest’s

hardware avoids the first two software overheads. First, it bypasses the hypervisor and

directly re-assigns the cores across VMs in hardware. Second, as hardware schedulers work

in a decentralized manner, there is no need to acquire the global lock.

In addition, when a Primary VM receives a request and all its cores are busy, if any of

its cores is executing a request for a Harvest VM, an interrupt is sent to one of such cores.

That core then saves the state of its Harvest VM’s request, performs a context switch, and

dequeues the new request from the Primary VM’s queue without issuing any hypervisor

(de)attach system calls.

With this hardware, we estimate that a core re-assignment from Harvest to Primary VM

takes a few µs. If, in addition, we speed-up context switching by adding hardware support

for saving and restoring the process state, we estimate that a core re-assignment takes a few

10s of ns. Recall that a software approach to reassign a core across VMs takes from a few

hundreds of µs to a few ms.

4.4.1.2 Detailed Hardware Design

In HardHarvest, a processor has a hardware controller with request queues. Figure 4.7

shows the design. There is a single hardware request queue (RQ) that is dynamically divided

into different (logical) subqueues, one for each running VM. To ensure isolation, VMs cannot

access each other’s subqueues. In addition, there are a number of hardware Queue Managers

(each of which can control a request subqueue) and a number of VM State Register Sets (each

set can store a VM state shared by all the threads of a VM). Such state includes registers

such as the VMCS pointer, CR0, CR3, CR4, GDTR, LDTR, and IDTR. Each subqueue is

given a Queue Manager and a VM State Register Set.

When a user allocates a VM, they specify the number of cores to use. Those many cores

are then logically bound to the VM. This is done by setting a core register (MyManager) with

the ID of the Queue Manager in charge of the VM. The relative number of cores bound to

each VM determines the relative fraction of the RQ entries assigned to each VM’s subqueue.

Hence, the sizes of the individual subqueues may dynamically change as new VMs arrive to

the server and old VMs are removed.

To allow such flexibility, the physical RQ is broken into chunks, and each VM’s subqueue

is composed of one or more chunks. When a new VM is spawned on a server, it gets a few
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Figure 4.7: HardHarvest hardware controller.

chunks from the currently-active VMs. A VM donates one or more chunks from the tail

of its subqueue. If some of the entries in those chunk(s) are full, the corresponding entries

are moved to a software-based In-memory Overflow Subqueue for that VM. We discuss this

structure later. Likewise, when a VM leaves the server, its chunks are assigned to the tails

of the subqueues of the remaining VMs.

While a subqueue is logically contiguous, its chunks do not need to be physically con-

tiguous. Every Queue Manager has an RQ-Map that maps the logical chunks of a VM’s

subqueue to their physical chunks. Therefore, when a VM’s subqueue sheds a chunk, it

simply invalidates the entry in its RQ-Map; when a VM’s subqueue gets a new chunk, it

inserts a new entry at the tail in its RQ-Map. In our implementation, the RQ has 32 chunks

of 64 entries each. The total storage of an RQ-Map is 24B, i.e., up to 32 entries with 5 bits

for the physical chunk ID and 1 valid bit.

To enable concurrency, each chunk of the RQ has its own access port. Since individual

chunks are exclusively owned by a given Queue Manager, different Managers do not contend

on such ports. All 32 chunks can be accessed in parallel.

4.4.1.3 Request Arrival and Processing

Every VM has its own network address. When the NIC receives a packet with a request

(Figure 4.8(a) 1 ), it deposits the message payload in the LLC via DDIO 2 , and reads

the message’s destination VM. Then, it checks a local software table that tells which Queue

Manager (QM) is in charge of which VM. It informs the corresponding QM 3 , which stores

in its Request Subqueue a pointer to the request payload 4 . If the Request Subqueue is

full, the QM instead stores the pointer in the In-memory Overflow Subqueue of its VM. In

either case, the request is marked as ready.
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Figure 4.8: Path events in HardHarvest: (a) request arrival, (b) core re-assignment, and (c)
core reclamation.

A core is bound to a QM through the MyManager register. Cores have instructions to spin

on a Request Subqueue for work, to dequeue a request, and to inform the Request Subqueue

when the request has been completed or when it is blocked on I/O. Such instructions access

the QM corresponding to the core’s MyManager register. This QM identifies the Request

Subqueue to spin on, the request to dequeue, the request to remove as completed, and the

request to mark as blocked, respectively. Moreover, each QM knows if it is managing a

Primary or a Harvest VM and, if the former, which of its bound cores are currently ”on

loan” executing requests of a Harvest VM.

4.4.1.4 Operation of Core Reassignment

As a core bound to a Primary VM spins on the subqueue of its MyManager QM and

there is no request to process (Figure 4.8(b) 1 ), the QM forwards the core’s request to a

Harvest VM’s QM 2 . A Harvest VM runs a batch application and is expected to always

have available work. Hence, the Harvest VM’s QM sends a process to the requesting core 3 ,

together with the VM State Register Set associated with the QM. On receiving the message,

the requesting core may have to save the state of its current process (if it was blocked). It

also restores the state of the new Harvest VM process, loads the VM State Register Set

of the new VM that it receives from the HardHarvest hardware controller, and proceeds to

execute the new process.

To avoid entering the kernel in this case, HardHarvest can use hardware that automatically

saves/restores the process register state on a context switch. Specifically, the current state

is saved in a special Request Context Memory connected to the on-chip network 4 and the

new state is restored from there 5 . This hardware extends prior proposals for in-hardware

context switching across requests [31], to additionally perform a VM context switch.

4.4.1.5 Reclaiming a Core by a Primary VM

A core is quickly reclaimed by its Primary VM on demand. When a new network packet
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arrives at the NIC (Figure 4.8(c) 1 ) and is either a new request for a Primary VM or a

network response to a blocked request of a Primary VM, the NIC informs the corresponding

Queue Manager (QM) 2 . The QM checks if: (i) none of its bound cores is idle, and (ii) at

least one of its bound cores is executing a request for a Harvest VM. If so, it interrupts one

such core and passes it the new process and the correct VM State Register Set 3 . Note

that the interrupt is sent in hardware by the QM of a Primary VM—not by the VM itself.

A Primary VM is never aware that another VM was running on one of its bound cores.

The interrupted core immediately performs a context switch as described above: it saves

the state of the current process 4 , loads the new VM State Register Set received from the

QM, and restores the state of the new process belonging to the Primary VM 5 .

As the Harvest VM loses the core, the process that was running there (i.e., the vCPU)

is returned to the queue of the Harvest VM vCPUs. The Harvest VM’s QM multiplexes

its vCPUs onto its remaining physical cores (pCPUs), similarly to an over-subscribed en-

vironment. Since Harvest VMs are configured with as many vCPUs as there are pCPUs

in the server [134], the software running in the Harvest VM does not require any changes.

However, as the Harvest VM knows the current number of pCPUs available to it, it can

adapt dynamically, either by reducing parallelism or rescheduling tasks [134]. There is no

risk of deadlock from preempted Harvest VM threads holding locks as they will eventually

run on the remaining pCPUs when they are scheduled again, ensuring forward progress.

Figure 4.9 summarizes core reclamation. In Figure 4.9(a), the red core bound to the

Primary VM is currently executing request ID5 of the Harvest VM, and a new request ID6

of the Primary VM arrives. In Figure 4.9(b), the core is interrupted and forced to execute

ID6, leaving ID5 in a ready state for another core to take.

When a core running a request for a Primary VM blocks on I/O, it may be stolen. However,

the pointer to the request is kept in the corresponding Request Subqueue. Later, when the

NIC receives the network response to the blocked request, the NIC informs the QM. The

QM marks the request in the Request Subqueue as ready and the procedure described above

is followed to reclaim the core.

Our HardHarvest design uses FIFO scheduling within a VM. Future work could explore

customized scheduling policies, either based on application-provided information, or learned

by the system. For example, the application could identify periods when bursts are expected

or when the SLO is likely to be violated frequently. In response to this, the system could

reduce the harvesting aggressiveness by, for example, keeping a buffer of idle cores ready for

Primary VM bursts. Alternatively, the system could monitor events such as when requests

spend a very short time blocked on I/O. In this case, the system could dynamically switch

from harvesting on blocking call to harvesting only on request completion.
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Figure 4.9: In-hardware core reassignment between VMs.

4.4.1.6 The Need for a Hardware Scheduler

HardHarvest uses a hardware scheduler instead of CPU-centric software scheduling for

two reasons. First, a hardware scheduler allows fast core notification when a Primary VM

request enters the queue, as the QM checks if the core needed by the VM is on-loan to a

Harvest VM and instantly alerts it. In contrast, a software scheduler would require cores to

poll memory locations, lowering throughput by diverting core cycles from application logic

to checking for new requests. Second, a hardware scheduler minimizes queue contention,

eliminating the need for locking mechanisms when multiple cores access the same subqueue,

which software scheduling requires.

A hardware scheduler can use memory-mapped queues or hardware queues. Memory-

mapped queues are inexpensive and flexible. However, hardware queues have better perfor-

mance for two reasons. First, dedicating special SRAM queues for incoming requests reduces

the contention between (i) the scheduler and (ii) the cores and NIC on the cache hierarchy.

Indeed, accesses from the hardware scheduler to the special SRAM queues do not compete

with regular cache hierarchy accesses by cores or NIC accesses that deposit requests using

DDIO. Second, hardware queues and their network can be designed to have low access la-

tency. Hence, in HardHarvest, we design the RQ (Figure 4.7) as a dedicated SRAM hardware

queue. However, HardHarvest could also be integrated with memory-mapped queues.
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4.4.1.7 Limitations of Prior Hardware Queues for Microservices

Prior work has used hardware queues in microservice environments [31, 115]. However,

these designs lack four important supports that HardHarvest provides. First, they assume

that all cores can pick requests from the same queue, without any security concerns. In a

cloud setup, one must isolate different users. Thus, in HardHarvest, the RQ is split into

per-VM subqueues that are managed by different hardware Queue Managers (QMs). These

QMs operate in parallel and on distinct subqueues, avoiding any sharing or contention.

Second, prior designs assume non-virtualized environments. Thus, a request’s state is

only the state of a Linux process. However, cloud workloads run inside sandboxed VMs.

Thus, when executing a request, a core needs to load both request and VM contexts. In

HardHarvest, each QM keeps the VM state in the VM State Register Set (Figure 4.7).

Third, prior designs do not have the notion of a Harvest VM process being pre-emptable

by a Primary VM process. In HardHarvest, a Harvest VM running on a stolen core may

be immediately preempted when a new request for the owner Primary VM is received. The

QMs have logic to detect such scenarios and enforce the reassignment across VMs.

Finally, prior proposals are inflexible in that they work with fixed-size queues. Instead, in

HardHarvest, per-VM subqueues can dynamically change their size as new VMs are allocated

or old VMs depart the server. Further, each subqueue has a software In-memory Overflow

Subqueue in main memory that holds requests that overflowed the subqueue.

4.4.1.8 Implementation Details

The HardHarvest controller of Figure 4.7 is a centralized hardware module in the chip

that is accessed with a dedicated network. We use a special network for two reasons. First,

accesses to the controller should not compete with the regular workload traffic. Second, the

control network has different needs than the regular network. As it transfers mostly control

messages, and it is latency-, not bandwidth-sensitive, it has thin links. In our design, we use

a tree topology.

Cores communicate only with the QMs and not with the Request Subqueues. This ap-

proach is both secure and avoids data races. The enqueue, dequeue, and other instructions

are user-level instructions that are embedded in libraries. These instructions are transpar-

ent to the application developers. For example, CompletionQueue::Next [160] in gRPC

and TServerSocket::listen [161] in Thrift are augmented with the HardHarvest dequeue

instruction.

The processor chip also includes the special Request Context Memory where the hardware

for fast context switch proposed by µManycore [31] (Chapter 3) saves and restores the core

state in a context switch. Such memory is connected to the regular NoC. As saving and
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restoring is done in hardware, there are no new instructions.

4.4.2 Cache/TLB Flush/Inval & Cold Restart

4.4.2.1 TLB and Cache Partitioning

Following existing practice [137, 138, 139, 140, 141, 142, 143, 144], HardHarvest would

need to flush and invalidate the L1/L2 caches and L1/L2 TLBs of a core when the core is

re-assigned across VMs, to ensure that the structures do not leak information. The LLC

does not need to be flushed because it is partitioned using Intel’s CAT [155]. To minimize

this overhead, HardHarvest uses the fact that microservice invocations have relatively small

working sets for both data and instructions [14, 40]. Specifically, HardHarvest proposes to

partition the L1 caches (D and I), L2 cache, L1 TLBs (D and I), and L2 TLB in a way

that minimizes the overhead for Primary VMs and still allows Harvest VMs to attain good

performance.

Each of these structures is way-partitioned into one Harvest Region and one Non-Harvest

Region. When a Primary VM runs, it uses the whole structure; when a Harvest VM runs, it

can only use the harvest region—which may be, e.g., 1/2 or 1/3 of the ways of the structure.

The non-harvest region is inaccessible to the Harvest VMs, and keeps state of the Primary

VM that will be reused when the core is returned to the Primary VM.

When a core transitions from a Primary to a Harvest VM, the harvest region is flushed

and invalidated. The Harvest VM is not allowed to start execution until a certain time has

elapsed equal to the longest possible duration of the flush/invalidate operation. This is done

to eliminate a timing side-channel.

When a core transitions from a Harvest to a Primary VM, again only the harvest region

is flushed and invalidated. However, the Primary VM restarts execution right away when

the core is reclaimed, reusing the data stashed away in the warmed-up non-harvest region.

In the background, the harvest region is flushed and invalidated. When the invalidation is

completed and the worst-case time has elapsed to ensure there is no timing side-channel, the

empty ways also become visible to the Primary VM. Hence, flushing and invalidating the

harvest region is not in the critical path.

For a Primary VM, what fraction of the ways in the L1/L2 caches and TLBs are the

harvest region can be a default value or specified by the software. This information is

saved in a HarvestMask hardware register in the Queue Manager of the VM (Figure 4.7).

HarvestMask contains a bit per way for each of the structures, for a total of 5B. A bit is set

if the way is in the harvest region. When a core is assigned (or re-assigned) to a VM, the

system knows whether the VM is Primary or Harvest, and obtains the VM’s HarvestMask.
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Then, before the core starts executing, the HarvestMask is used to reconfigure the private

caches/TLBs in a way similar to CAT [155]. For example, if the core is executing a Harvest

VM, the non-harvest ways of the L1/L2 caches and TLBs are inaccessible to the requests.

Coherence messages such as invalidations are still received for data in either the harvest or the

non-harvest ways, since data is not remapped. To improve performance, HardHarvest could

profile a workload and recommend an initial non-harvest region size. Then, the system could

transparently learn during execution the best non-harvest region size by opportunistically

trying to change it and seeing the performance impact.

A Harvest VM such an ML training job could make use of more space than the har-

vest region partition. However, HardHarvest is still attractive to these workloads because,

while the harvested cores have reduced cache capacity, renting them has a lower price—thus

improving cost-efficiency for latency-tolerant applications.

4.4.2.2 Improving Cache Allocation for Primary VMs

To improve the performance of Primary VMs, HardHarvest tries to keep in the non-harvest

region the state that is most likely to be reused when a core is reclaimed back by a Primary

VM. To understand what this state is, we consider two types of pages: those that are shared

across different invocations of the same service, and those that are private to a particular

invocation of the service. Shared pages include program code, libraries, read-only input data

and, generally, data pages that are allocated in a microservice before forking a process to

execute a particular invocation of the microservice. Private pages are those allocated after

forking a process for a particular microservice invocation. Generally, shared pages are more

likely to be reused across core reassignments. So, HardHarvest tries to keep entries from

shared pages in the non-harvest region.

We can assume that all instructions and all data objects allocated by the process that

initializes a microservice are potentially shared. For example, in microservices implemented

using the Thrift [79] or gRPC [41] frameworks, HardHarvest assumes that all data allocated

from the start of the microservice until executing server.serve()[162, 163] is shared data.

If the shared data gets reallocated to expand its size, the new pages are also assumed shared.

On the other hand, data allocated by the threads in individual invocations [164] is assumed

to be private. Our profiling of more than 60 microservices from open-source DeathStar-

Bench [40], TrainTicket [78], and µSuite [50] benchmark suites confirms this behavior.

Based on these assumptions, when a page is allocated by a Primary VM, HardHarvest

sets a Shared bit to 1 or 0 in its page table entry. Such bit is copied to the TLB entries, and

determines, on an access, the preferred ways where a TLB entry or a cache line is placed.
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4.4.2.3 Cache/TLB Replacement Algorithm

HardHarvest changes the algorithm that picks the victim way when inserting an entry

in private caches or TLBs. The aim is to steer shared entries to the non-harvest region

(Non-Harv) ways and private entries to the harvest region (Harv) ways, while keeping the

algorithm simple. Algorithm 4.1 shows which way to pick when inserting entry E in Set

S. In the cases when the algorithm can pick one of multiple victim candidates, it picks the

victim using the default replacement algorithm, which is LRU.

Algorithm 4.1: Inserting an entry in a private cache or TLB.
Inputs: E = entry to insert; S = set where E maps
Result: Cache/TLB way that takes E
if S has empty slots then

if empty slots in both Non-Harv and Harv then
if E is shared then

Take an empty slot in Non-Harv
else // E is private

Take an empty slot in Harv
end

else
Take an empty slot

end

else
if E is shared then

if any Non-Harv slot has a private entry then
Take the slot of one of them

else
if any Harv slot has a private entry then

Take the slot of one of them
else // All S slots have shared entries

Take a slot
end

end

else // E is private

if any Harv slot has a private entry then
Take the slot of one of them

else
if any Non-Harv slot has a private entry then

Take the slot of one of them
else // All S slots have shared entries

Take a slot
end

end

end

end
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First, assume that there are empty slots in S. If there are both Non-Harv and Harv empty

slots, a shared entry takes a Non-Harv empty slot and a private entry takes a Harv empty

slot; otherwise, E takes an empty slot. If, instead, there is no empty slot in S, the action

depends on whether E is shared or private. If E is shared, the algorithm proceeds as follows.

First, it checks Non-Harv for any slots with a private entry. If there are any, E evicts one

of them. Otherwise, Harv is checked for any slots with a private entry. If there are any, E

evicts one of them. Otherwise, all the slots in S have shared entries, and the algorithm picks

one of them as the victim.

Instead, if E is private, the algorithm swaps steps one and two above. First, it checks

Harv for any slots with a private entry. If there are any, E evicts one of them. Otherwise,

the algorithm checks Non-Harv for any slots with a private entry. If there are any, E evicts

one of them. Otherwise, all the slots in S have shared entries, and the algorithm picks one

of them as the victim. The algorithm swaps steps when E is private because a private entry

in Non-Harv will not remain cached for too long. A shared entry may soon evict it.

Since Shared=1 for all instruction pages, this algorithm does not change the default be-

havior of the L1 instruction cache/TLB. The L2 cache/TLB have instructions and data.

There, the algorithm prioritizes instructions over private data. In practice, both data and

instructions in microservices have small working sets [14, 40]. Thus, assigning about half of

the ways to Harv during harvesting is typically tolerable.

Continuously prioritizing shared entries within a set can penalize the performance of

private entries. For example, if a set at some point has only shared entries, from that point

on, all private entries will compete for a single way, making the set appear as direct-mapped.

To avoid this issue, HardHarvest uses Algorithm 4.1 to pick an eviction victim only among

the M least-recently used entries in the set. These entries are called Eviction Candidates,

and can be, e.g., 1/2 or 3/4 of all the entries of the set. The other, more-recently-used entries

are not considered. In this way, popular private data avoids eviction, allowing services that

have large private memory footprints to operate with high performance.

With this design, HardHarvest makes a best effort to keep shared entries in the Non-Harv

ways without fully sacrificing the associativity for private entries.

4.4.2.4 Hardware Implementation of the Replacement Algorithm

We implement Algorithm 4.1 in a simple manner. Specifically, each TLB/cache entry has

a Shared bit that is set to 1 if the entry has Shared state. Also, each way has a Harvest

bit, which is set to 1 if the way is a harvest way. These bits, together with the Invalid bit

of an entry, are used as inputs to two priority multiplexers that determine the victim entry

that should be replaced. One of the multiplexers is used for incoming shared entries and the
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other for private ones.

The multiplexer for incoming shared entries selects the victim entry based on this de-

creasing priority: Invalid and Not Harvest; Invalid; Not Harvest and Not Shared; Harvest

and Not Shared. The multiplexer for incoming private entries uses this decreasing priority:

Invalid and Harvest; Invalid; Harvest and Not Shared; Not Harvest and Not Shared.

4.4.2.5 Other Issues

Current processors flush and invalidate caches inefficiently (Section 4.3). Hence, for Hard-

Harvest’s mechanisms to be effective, they must be coupled with support for efficient flush/in-

validate as proposed elsewhere [165, 166]. In our evaluation, we will assume such support

and evaluate its contribution to performance separately.

4.5 METHODOLOGY

Modeled Architectures. We model a cluster of 8 servers, where each server has 36 beefy

cores and 128GB of memory. Cores and caches are modeled after the Intel Sunny Cove

microarchitecture [167, 168, 169] present in the IceLake server processors [97]. Each core

has private L1 and L2 caches and TLBs, and a shared, physically distributed L3 cache.

Each server has 8 Primary VMs, each with 4 cores, and 1 Harvest VM, which starts with

4 cores and harvests additional cores from Primary VMs. Detailed architecture parameters

are shown in Table 4.1. We evaluate five systems:

• NoHarvest is a conventional system where no VM performs core harvesting. As a result,

many cores remain idle.

•Harvest-Term is a state-of-the-art software core harvesting system as described in SmartHar-

vest [134]. A Harvest VM harvests cores only when the core is idle because it terminated a

request, and based on load prediction. We use Harvest-Term as the baseline. We also model

a more aggressive software design where, in addition, a Harvest VM also harvests cores when

a request issues a blocking call and the core it was running on becomes idle (Harvest-Block).

• HardHarvest is the design proposed in this chapter. We consider two versions: one where a

Harvest VM harvests idle cores only when they are idle because a service request terminates

(HardHarvest-Term), and one where, in addition, a Harvest VM also harvests cores when

they are idle because a request issues a blocking call and the core becomes idle (HardHarvest-

Block). The latter is our proposal.

All schemes use Intel’s DDIO technology. In the baseline schemes (NoHarvest and Harvest-

Term/Block), the NIC deposits the whole request in the LLC.

Simulation Infrastructure. We evaluate the architectures with full-system simulations
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Table 4.1: Architectural parameters used in the evaluation.

System and Processor Parameters

Machine Cluster of 8 servers
Server processor 36 6-issue cores at 3GHz
OoO Execution 352-entry ROB, 200-entry LSQ
L1 D-Cache 48KB, 12-way, 5 cyc. round trip (RT), 64B line
L1 I-Cache 32KB, 8-way, 5 cyc. RT, 64B line
L2 Cache 512KB, 8-way, 13 cycles RT, 32 MSHRs
L3 Cache Per core: 2MB, 16-way, 36 cyc. RT, 32 MSHRs
L1 TLB 128 entries, 4-way, 2 cycles RT
L2 TLB 2048 entries, 8-way, 12 cycles RT

Network

Intra Server 2D mesh, 5 cycles/hop
Inter Server 1µs RT; 200GB/s

Virtual Machines

Primary VMs 8 VMs/server, each with 4 cores (fixed)
Harvest VMs 1 VM/server, with 4 cores + harvested cores

Main Memory per Server

Capacity; Rate 128GB; DDR4-3200; 4 memory controllers
Mem. Bandwidth 102.4GB/s per socket

HardHarvest Parameters

Num chunks in RQ 32
Num entries/chunk 64
Num Queue Manag. 16
Num regs in VM State Regs 16
Ways in Harv. Region 50% of all ways
Eviction Candidates (M) 75% of all ways
Flus+Inv HarvRegion 1000 cycles

using QEMU [156] and SST [98]. QEMU captures both user-space and kernel-space instruc-

tions, memory accesses, and system calls. QEMU forwards all the events to SST, which

models the architectures and performs cycle-level simulations. Thus, the simulation models

the whole software stack: OS (Ubuntu 20.04), hypervisor, harvesting agents, and application

logic. The main memory system is modeled with DRAM-Sim2 [99].

Our modeled cluster is comprised of 8 servers to test a different type of Harvest VM

workload in each server, as we discuss later. Such servers execute without requiring any

communication between them. This is because microservices do not communicate across

servers. Specifically, each server hosts an instance of each of the evaluated microservices,

but microservices only communicate with other microservices that are placed on the same

server. We use the 1µs inter-server communication latency to model the network latency

when a service accesses remote caches (e.g., Memcached), key-value stores (e.g., Redis), or
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databases (e.g., MongoDB). These backend services (Memcached, Redis, and MongoDB)

run on dedicated servers. We do not simulate the execution of the queries on the backend

services. Instead, we use the execution times obtained by profiling them on a real server.

To make the simulation time tolerable, we run the simulations in parallel. Each server

is simulated on a different physical machine because servers do not communicate with each

other. In addition, within each simulated server, SST also runs in parallel. With this design,

the longest simulation (corresponding to 30 seconds of wall-clock time) takes 4 days.

Applications. For the latency-critical Primary VMs, we use 8 SocialNet microservices from

DeathStarBench [40]. For the batch workloads executed in the 8 Harvest VMs, we use graph

applications from GraphBIG (BFS, CC, DC, and PRank) [170], ML training from Function-

Bench (LRTrain and RndFTrain) [171], data analytics from CloudSuite (Hadoop) [172] and

bioinformatics from BioBench (MUMmer) [173]. We deploy each Primary VM with 4 cores

because this is the most common size for Alibaba’s microservice instances [83]. Each Harvest

VM also starts with 4 cores. As indicated before, each server has one Harvest VM running

one of the batch applications, and 8 Primary VMs, each running one of the microservices.

We pick 8 representative services from Alibaba’s production-level open source traces [5]

and we mimic their behavior with our 8 DeathStarBench services. Hence, we execute with

real-world invocation rates, using an open-loop load generator that keeps the load the same

across all systems (i.e., the client is independent of the server) [50]. The average load

per Primary VM core is 65-250 requests per second (RPS). We report average and tail

latency after executing 100K microservice invocations across all 64 Primary VMs. As done

in prior work [174, 175], we match a service in the production trace to the service in the

DeathStarBench suite that has the most similar service execution time.

4.6 EVALUATION

4.6.1 End-to-End Tail Latency of Primary VMs

Figure 4.10 shows the P99 tail latency of microservices running in Primary VMs for the

5 evaluated architectures. Software harvesting schemes (Harvest-Term and Harvest-Block)

have a high tail latency due to software overheads. The average tail latency in Harvest-

Term and Harvest-Block is 3.4× and 4.1× higher, respectively, than in NoHarvest. On

the other hand, HardHarvest reduces the tail latency substantially. Compared to Harvest-

Term, HardHarvest-Term and HardHarvest-Block reduce the tail latency by 83.3%. In fact,

the tail latency in these architectures is even lower than in NoHarvest : the average tail
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latency in HardHarvest-Term and HardHarvest-Block is 30.5% and 28.4% lower, respectively,

than in NoHarvest. The reason is that some HardHarvest optimizations such as improved

cache/TLB replacement and request queuing in hardware not only speed-up harvesting, but

also microservices in general as well. The reductions relative to Harvest-Term and Harvest-

Block are more significant in services that (i) operate mostly on shared pages such as HomeT,

or (ii) frequently block on I/O such as User.
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Figure 4.10: P99 tail latency of microservices running in Primary VMs for the 5 evaluated
architectures (lower is better).

4.6.2 Tail Latency Reduction Breakdown

Figure 4.11 shows the cumulative impact of individual optimizations on the tail latency of

Primary VMs. The figure starts with the tail latency of software harvesting with Harvest-

Term and Harvest-Block. It then applies the following optimizations to Harvest-Block one

by one, in order: hardware request scheduler (+Sched), hardware request queues (+Queue),

in-hardware context switching (+CtxtSw), cache/TLB partitioning with LRU replacement

(+Part), efficient cache/TLB flushing (+Flush), and optimized replacement policy (Hard-

Harvest). Recall that we borrow CxtSw [31] and Flush [165, 166] from the literature, as

they are needed to take full advantage of our optimizations.
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Figure 4.11: Cumulative impact of individual optimizations in HardHarvest on the P99 tail
latency of Primary VMs. Core harvesting is enabled.

All techniques help reduce tail latency. On average, the gradual application of these opti-

mizations reduces the tail latency of Harvest-Block by 25.6%, 35.5%, 61.1%, 80.1%, 83.6%,

and 85.6%, respectively. In-hardware request scheduling (+Sched) is effective because, e.g.,

when a service that is blocked on I/O receives the response, the scheduler ensures that it

is scheduled right away. Without the scheduler, a polling core would discover the ready
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service much later, which hurts tail latency. Hardware queuing (+Queue) is effective be-

cause it reduces contention on the cache hierarchy relative to memory-mapped queues, and

also reduces the latency of request fetching. Cache/TLB partitioning (+Part) also helps,

even with LRU replacement and without advanced hardware flushing. Advanced hardware

flushing (+Flush) has a small impact because, after a Primary VM resumes, flushing occurs

in the background while the Primary VM is already running. Finally, our proposed cache

line replacement (HardHarvest) further reduces the tail.

To see the relative impact of Sched and CxtSw, we perform an ablation study in Fig-

ure 4.12. The figure takes Harvest-Block and applies only CtxtSw, then only Sched, and

then both CtxtSw and Sched. We see that both Sched and CxtSw have a similar impact,

and when applied together, they have a partially additive effect.
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Figure 4.12: Ablation study on the effectiveness of in-hardware context switching and hard-
ware request scheduling.

4.6.3 Impact of the Optimized Cache Replacement Policy

To understand the impact of the HardHarvest cache replacement policy, Figure 4.13 shows

the measured L2 cache hit rate in four different environments: vanilla LRU, the RRIP ad-

vanced replacement [176], our proposed policy (Algorithm 4.1), and an ideal cache replace-

ment policy (Belady [177]). We see that, on average, our algorithm (HardHarvest) increases

the L2 cache hit rate over LRU and RRIP by 11.3% and 8.2%, respectively. Since RRIP

does not differentiate between Primary and Harvest processes accessing the same cache, its

re-reference interval calculations get polluted, leading to sub-optimal performance. Hard-

Harvest is within 3.1% of the ideal replacement algorithm. Results are similar for L1 and

TLBs.
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Figure 4.13: L2 hit rate with different replacement policies.
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Since shared pages across invocations of the same service include both code and data, we

investigate whether prioritizing instruction over data pages in the replacement algorithms

of caches and TLBs improves performance. We performed this experiment in HardHarvest

via Code-Data-Prioritization (CDP) [178] in Intel’s CAT. We find that such an approach is

not beneficial. It increases the tail latency by 8% over our proposed replacement policy.

4.6.4 HardHarvest Optimizations without Core Harvesting

Figure 4.14 shows the tail latency of Primary VMs as we add HardHarvest optimizations to

the NoHarvest baseline without performing core harvesting. We evaluate +Sched, +Queue,

+CtxtSw, and +ReplPolicy (which is our optimized replacement policy). Since there is no

harvesting, cache partitioning and cache flushing are not relevant and not evaluated. We see

that all four techniques are effective: they cumulatively reduce the tail latency by 14.5%,

20.1%, 28.6% and 33.6%, respectively. In-hardware request scheduling (+Sched) is effective

because, when a service that is blocked on I/O receives the response, the scheduler ensures

that it is scheduled right away. The scheduler offloads CPU polling. Hardware queues

(+Queue) reduce contention in the cache hierarchy and the latency to fetch the request.

Finally, our replacement policy (+ReplPolicy) helps by preserving shared entries in the

caches/TLBs across invocations.
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Figure 4.14: Cumulative impact of optimizations on the P99 tail latency of Primary VMs.
Core harvesting is disabled.

4.6.5 Median Latency of Primary VMs

Figure 4.15 shows the median latency of microservices in the five evaluated architectures.

Although we saw that software harvesting significantly degrades tail latency, it has a modest

impact on the median latency. The median latency of Harvest-Term is only 7.9% higher

than NoHarvest. On the other hand, HardHarvest not only reduces tail latency but is also

effective at reducing the median latency as well: HardHarvest-Block reduces the median

latency by 26.1% over NoHarvest.
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Figure 4.15: Median latency of microservices in Primary VMs.

4.6.6 Throughput of Harvest VMs

The target metric for Harvest VMs is throughput (i.e., the number of jobs executed per

unit of time). Figure 4.16 shows the throughput of Harvest VMs with the evaluated archi-

tectures normalized to NoHarvest. On average, Harvest-Term [134] and HardHarvest-Block

(our proposal) improve throughput by 1.7× and 3.1×, respectively. Memory-intensive appli-

cations, e.g., RndFTrain, see slightly lower throughput gains. HardHarvest-Block improves

the throughput over Harvest-Term because it (i) steals cores whose service is blocked on

I/O (i.e., it harvests more cores), and (ii) reduces the overheads of core reassignment (i.e.,

Harvest VMs start running on stolen cores sooner).
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Figure 4.16: Throughput of Harvest VMs with the five evaluated architectures normalized
to NoHarvest.

4.6.7 Core Utilization

HardHarvest benefits cloud providers as it increases the utilization of the cores. It can be

shown that NoHarvest, Harvest-Term, Harvest-Block, HardHarvest-Term, and HardHarvest-

Block have an average utilization of 10.3, 23.8, 26.5, 28.7, and 34.8 cores out of the available

36 cores in the server, respectively. HardHarvest has higher core utilization because it

performs core harvesting in hardware, using cores efficiently and eliminating emergency

buffers. Overall, HardHarvest-Block increases core utilization by 1.5× over Harvest-Term.
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4.6.8 Storage Cost

HardHarvest adds the hardware controller in Figure 4.7 to each server. The storage cost

of a controller is a 2K-entry RQ, where each entry has 66 bits (2 bits for the request status

and 64 bits for a pointer to the request payload) and, for each of the 16 pairs of QMs and

VM State Register Sets: 1) 16 VM State registers of 8B each, 2) a 24B RQ-Map, and 3) a

5B HarvestMask register. The total storage cost per controller is 18.9KB (or 0.53KB per

core). On top of that, each entry in the TLBs, L1 D-caches, and L2 caches has an extra

Shared bit, which results in a total storage cost per server of 67.8KB (or 1.9KB per core).

We use McPAT [102] to estimate the power and area overheads of these storage structures.

Scaling to 7nm technology [103], the resulting overheads are only 0.19% and 0.16% increases

in area and power (dynamic plus static), respectively, of the multicore.

4.6.9 Sensitivity to LLC Size

Throughout the evaluation, we used an LLC with 2MB per core. In this section, we

perform a sensitivity study to see the impact of different LLC sizes on the effectiveness of

HardHarvest. Note that the LLC is non-inclusive of the L2. Figure 4.17 shows the P99 tail la-

tency of microservices running Primary VMs in HardHarvest-Block with different LLC sizes.

When we increase the LLC size to 2.5MB per core, the tail latency reduces because there

are fewer misses, while when we decrease the LLC size, the tail latency increases. Overall,

the changes in latency are small because microservices have relatively modest footprints.
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Figure 4.17: P99 tail latency of microservices running in Primary VMs with HardHarvest-
Block and different LLC sizes.

4.6.10 Sensitivity to Eviction Candidate Set Size

Throughout the evaluation, we set the eviction candidate set to be 75% of all ways in a

set. In this section, we perform a sensitivity study to see the impact of different sizes of the

eviction candidate set on the effectiveness of HardHarvest. Figure 4.18 shows the P99 tail

latency of microservices running Primary VMs in HardHarvest-Block with different sizes of
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the eviction candidate set. We see that, when we decrease the eviction candidate set size (to

25% and 50% ), the tail latency increases because the algorithm is unable to preserve some

shared lines. When we increase the eviction candidate set size to 100%, the tail latency

again increases because the algorithm keeps evicting needed private cache lines.
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Figure 4.18: P99 tail latency of microservices in HardHarvest with different sizes of the
eviction candidate set.

4.7 RELATED WORK

Resource Harvesting. Currently, spare cloud resources are harvested via software tech-

niques [133, 134, 136, 148, 179, 180, 181, 182]. To minimize the interference on latency-critical

tasks, co-located workloads can be isolated via cache partitioning and power control [145],

or memory bandwidth control [146]. We show that software-only harvesting techniques in-

troduce overheads that are not tolerable for emerging microservices workloads. HardHarvest

proposes a hardware solution for core harvesting with much lower overheads.

Researchers worked on managing shared resources in SMT cores. Some proposals optimize

throughput via fetch policies [183]; others enhance throughput while keeping QoS guarantees

by dynamically distributing shared microarchitectural resources [184]. For security, processes

from different VMs cannot run concurrently as SMT threads of the same core.

Hardware and Software for Scheduling and Context Switching. A large body of

work proposed software solutions for fast scheduling and context switching [47, 48, 91, 93,

105, 106, 107, 108, 109, 110, 111, 179]. ZygOS [91] allows cores to steal requests from other

cores for load balance. Shenango [47] dedicates a core for scheduling. In cloud environments,

on every cross-VM context switch, these systems perform expensive cache flushes and core

reassignments. HyperPlane [185] proposes a hardware solution to avoid fruitless core spin-

ning on empty queues. However, while the core is busy, HyperPlane does not detect the

arrival of higher priority requests and does not notify/interrupt the core. Thus, it cannot

be directly used for core harvesting.
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4.8 CONCLUSION

This chapter proposed HardHarvest, the first architecture for core harvesting in hard-

ware. HardHarvest eliminates software-based overheads by using hardware request queues

to speed-up core reassignment, and by partitioning private caches/TLBs while using a smart

replacement algorithm. Compared to state-of-the-art core harvesting, HardHarvest increased

core utilization by 1.5×, increased Harvest VM throughput by 1.8×, and reduced Primary

VM’s tail by 6.0×.
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CHAPTER 5: Microarchitecture for Cloud-Native Services

5.1 INTRODUCTION

In serverless environments, cloud providers provision all resources and system services

needed to run the users’ functions. Hence, providers have the opportunity to co-locate

many short-lived function containers on the same server and discard them once completed.

However, in any realistic environment, these lightweight functions share the infrastructure

with various other workloads, including long-running monolithic applications. As a result,

providers must efficiently allocate resources across diverse workloads [136].

As indicated before, serverless workloads are a significant departure from workloads in con-

ventional cloud environments. A typical function is short-running [63, 186] and its execution

environment is short-lived [19, 63]. These properties introduce a range of challenges that un-

dermine the efficiency of existing software and hardware. Prior work has addressed various

software inefficiencies [35, 37, 38, 53, 63, 64, 86, 187, 188, 189, 190, 191, 192, 193, 194, 195].

Hardware inefficiencies have received attention [196, 197, 198], but to a more limited degree.

In this work, we observe that serverless workloads use modern processor microarchitectures

inefficiently. In particular, large stateful hardware structures (caches, TLBs, and branch

predictors) are poorly exploited, bringing marginal performance benefits while consuming

substantial power. Indeed, frequent context switches in oversubscribed serverless environ-

ments [35, 196, 197, 198] cause functions to often interleave their executions on the cores,

preventing the state in these micro-architectural structures from being reused.

Our goal is to enhance the microarchitecture of cloud servers to improve their performance

for cloud-native workloads without hurting their performance for general-purpose monolithic

workloads. To understand what processor microarchitecture changes would benefit cloud-

native environments, we characterize serverless functions on conventional processors. Using

a production workload from Microsoft Azure, one of the largest serverless providers, we find

that executing functions with a cold micro-architectural state increases their response time

by 4×. In addition, typical functions are short-running, have small data and instruction

footprints, and execute a small number of branches.

Based on these insights, we propose Mosaic, a microarchitecture optimized for serverless

environments. Mosaic has two components: (1) MosaicCPU, a processor architecture that

efficiently runs both serverless and traditional workloads, and (2) MosaicScheduler, a soft-

ware stack for serverless systems that maximizes the benefits of MosaicCPU. With Mosaic,

serverless workloads efficiently share the same servers with traditional cloud workloads.
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Mosaic is based on four key ideas. First, MosaicCPU slices oversized hardware structures

into chunks and assigns collections of chunks called tiles to individual functions. Second,

MosaicCPU assigns resources to each function based on the needs of the function. Third,

MosaicScheduler uses a performance model to predict a nearly-optimal assignment of tiles

to functions after profiling a few invocations of the functions. Finally, MosaicCPU and

MosaicScheduler are tightly coupled: the hardware exposes its current state to the software,

which uses it for off-line performance modeling and on-line state-aware scheduling.

We prototype MosaicScheduler on an Intel Sapphire Rapids system [199]. Our evalua-

tion with production-level function invocation traces shows that MosaicScheduler reduces

the functions’ tail latency by 28.3%. We evaluate the combination of MosaicCPU and

MosaicScheduler using full-system simulations. On average, and compared to server-class

processors, Mosaic reduces the functions’ tail latency by 74.6%, improves their throughput

by 225%, and uses 22% less power, while adding only 0.05% area overhead. Compared to an

iso-area manycore processor with many lean cores, Mosaic reduces the functions’ throughput

by only 13%, without slowing down monolithic applications; however, the manycore proces-

sor reduces the throughput of monolithic applications by 68%. Thus, Mosaic efficiently runs

various co-located workloads, reducing the cost for cloud providers.

This chapter makes the following contributions:

• A characterization of the sensitivity of serverless functions to the sizes of the micro-

architectural structures of general-purpose server-class processors.

• MosaicCPU, a general-purpose processor, highly optimized for serverless environments.

• MosaicScheduler, a software stack readily deployable on existing hardware that optimizes

the execution of serverless workloads on MosaicCPU.

• An evaluation of Mosaic.

5.2 CHARACTERIZING SERVERLESS WORKLOADS ON CURRENT PROCESSORS

To understand the micro-architectural inefficiencies of hosting serverless workloads, we

characterize the execution of common serverless functions on conventional processors. We

run experiments on an Intel Sapphire Rapids [199] server at 3.6GHz with a 2MB 16-way per-

core L2 cache and a 1.875MB 15-way per-core last level cache (LLC) slice (more details in

Table 5.2). We use open-source functions [171, 200, 201, 202] and production-grade functions

from Microsoft Azure. The evaluated functions are from different domains: image processing

(ImgProc and Thumbn), video processing (VidProc), machine learning inference (CnnSrv,

RnnSrv, LrSrv, grouped as MLSrv), data analytics (EvStr and RiskQ), document processing
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(WordCnt) and web services (HotelB, SocNet and WebSrv). These functions cover popular

serverless use cases [203, 204, 205]. Next, we describe our main observations.

1. What is the impact of micro-architectural state on the performance of func-

tions? Prior work observed that serverless functions often execute on polluted micro-

architectural state due to frequent context switches [35, 189] and core oversubscription [85,

206, 207]. We quantify the impact of micro-architectural state loss by measuring the execu-

tion time of functions while varying the number of functions interleaved. Figure 5.1 shows

the execution time of a function when, between two of its invocations, there are 2, 4, 8, or

16 different functions executed, normalized to the execution time of the function’s isolated

execution. To compare with a complete loss of state, we also run the ClearAll environment,

which flushes all cache, TLB, and branch predictor state on context switch. The figure shows

a few representative functions and the average of all our functions.
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Figure 5.1: Function execution time while varying the number of functions interleaved,
normalized to isolated execution.

We see that all functions degrade performance when executing on a core with polluted

micro-architectural state. As the number of interleaved functions increases, the execution

time gradually increases. For functions that have significant state reuse across invocations

(e.g., MLSrv), or that frequently context switch within an invocation (e.g., SocNet), com-

pletely losing the state increases the execution time by more than 3×. On average, ClearAll

increases the execution time by 2.9×.

We also measure function interleaving on a core in a real-world deployment at Microsoft

Azure. Given a function f , we observe that there are at least 8 and 16 other functions

interleaved on a core, for 21% and 9% of consecutive invocations of f , respectively. Note

that f is not evicted from memory, but it executes with polluted micro-architectural state.

Thus, preserving the micro-architectural state of functions is of great importance in real-

world serverless deployments.

2. How to preserve the micro-architectural state of functions? Servers are optimized

for long-running applications with large data and instruction footprints. The size of stateful
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structures such as caches increases with every new processor generation. However, many

serverless functions have substantially different needs. In this section, we contrast serverless

functions with traditional monolithic cloud applications [172].

First, we measure the applications’ LLC occupancy via Intel’s pqos tool [208]. The right

part of Figure 5.2 shows the LLC occupancy of different serverless functions. Most of the

functions use around 2MB. The average LLC occupancy of all our 10 functions is 2.9MB.

On the other hand, the left part of Figure 5.2 shows the LLC occupancy of monolithic

applications. We see that all applications use the maximum size of the LLC, which is 15MBs

for our 8-slice experiments. Compared to serverless functions, monolithic applications are

longer-running (a few minutes vs. a few milliseconds), have significantly larger memory

footprints (10s of GBs vs. 10s-100s of MBs), and occupy the whole LLC and could benefit

from even larger caching space (15MB vs. 2.9MB).
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Figure 5.2: Last Level Cache (LLC) occupancy for long-running monolithic applications and
serverless functions.

The small LLC occupancy of serverless functions indicates that they can execute with a

reduced cache capacity and still perform well. Hence, we use Intel’s CAT [155] to execute

functions and monolithic applications with different numbers of LLC ways per slice: 15,

10, 5 or 2 LLC ways per slice. Figure 5.3 shows the resulting execution time of monolithic

applications (left) and functions (right). The bars are normalized to 15 ways per slice, which

is the default design. We see that monolithic applications experience a severe increase in

execution time if they run on smaller caches. For example, DataSrv increases its execution

time by 50% when using 2 LLC ways rather than the default 15 ways. In contrast, the

right part of Figure5.3 shows that all functions barely change their execution time even

when running with only 2 LLC ways. On average, using 2 instead of 15 ways per LLC slice

increases the functions’ execution time by only 2.8%.

We now reduce the size of both the L2 cache and the LLC. Figure 5.4 shows the execution

time of a representative function, ImgProc, with different numbers of ways in the L2 and

in the LLC slice. The groups of bars correspond to different LLC slice sizes and, within a

group, there are bars for different L2 sizes. All bars are normalized to the case of full L2 and
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Figure 5.3: Normalized execution time of monolithic applications and serverless functions
executed with different LLC slice sizes.

LLC slice size. From the figure, we see that even with a modest number of ways in the L2

and in the LLC slice, the execution time of the function does not increase much. Therefore,

serverless functions can still run efficiently with relatively small L2 and LLC caches.
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Figure 5.4: Normalized execution time of the ImgProc serverless function with different sizes
of L2 and LLC slice. The number on top of the leftmost bar is the execution time with full
L2 and LLC slice sizes.

Finally, we collect instruction traces with Pin [100] and simulate different sizes of branch

predictors with the SST simulator described in Section 5.4. Our baseline architecture of

Section 5.4 has a 32KB TAGE-SC-L [209] branch predictor and an 8K-entry branch target

buffer. Figure 5.5 shows the hit rate of the branch predictor and branch target buffer as we

reduce the size of these structures for the ImgProc function. We consider structures with

a fraction of the entries in the baseline structures and normalize the hit rates to that of

baseline structures. We can see that 32× smaller branch predictor table and BTB reduce

the hit rates by only 0.9% and 3.9%, respectively.
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Figure 5.5: Normalized hit rate of the branch predictor table and branch target buffer as we
reduce the number of entries in the structures for the ImgProc serverless function.
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In Mosaic, we exploit the small footprints of functions to partition structures and pre-

serve the functions’ state in their partition. Mosaic overcomes the inefficiencies of existing

partitioning schemes (e.g., Intel CAT [155]). Such schemes partition only some levels of

the cache hierarchy, rather than additionally partitioning stateful structures (e.g., branch

target buffer). Moreover, they induce non-negligible ms-scale overheads when they change

the core’s allocation policy. Finally, they support only a small number of classes of service,

limiting the number of concurrently stored states on the server.

3. Why maintain processor generality? Instead of creating a specialized core/ac-

celerator for serverless workloads [210], Mosaic aims to maintain processor generality and

introduce modest changes that allow a general-purpose server-class CPU to efficiently run

both traditional and serverless workloads. There are three reasons for this decision: (1) han-

dling inter-function heterogeneity, (2) reducing the provider’s TCO, and (3) accommodating

end-to-end cloud workflows.

First, although many functions execute acceptably in low-performance cores (i.e., cores

with small hardware structures, low frequency, and low issue width), some functions benefit

from executing in high-performance server-class cores. We simulate the execution of our

functions on a beefy core modeled after Intel’s Sapphire Rapids [199] at 3.6GHz and on a

small core modeled after ARM’s A15 [211] at 2.5GHz. It can be shown that while WebSrv

and SocNet see minimal performance degradation, MLSrv and ImgProc increase the response

time by more than 47%. Some heterogeneous platforms such as ARM’s big.LITTLE[212]

include both high-performance beefy cores and energy-efficient small cores. However, they

have a fixed number of each core type and cannot dynamically adapt to the workload.

Second, serverless workloads are only a fraction of the workloads in the cloud, and often

share the same server with monolithic applications that require large cores [136]. Creating

a separate cluster dedicated to serverless workloads substantially increases the TCO for

providers due to the introduced fragmentation (as shown in Figure 5.22).

Finally, end-to-end serverless applications are often composed of both serverless functions

and monolithic services. As an example, many serverless functions [213] use databases such

as MongoDB [214] as their backends. For high performance, these different pieces of an

application should run close to each other—ideally, on the same physical server.

4. What is the heterogeneity across functions? Different functions can have very

different hardware requirements. As an example, Figure 5.6 shows the execution time of

three functions, RnnSrv, ImgProc and WordCnt, when executing with different numbers of

L2 ways. The execution time is normalized to the one with all 16 ways. We see that RnnSrv

is highly sensitive to L2 size, and needs at least eight L2 ways, while ImgProc is modestly
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sensitive to L2 size and needs at least two L2 ways, and WordCnt is insensitive to L2 size.
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Figure 5.6: Normalized execution time of functions executing on a core with a single LLC
way per slice and different L2 sizes. The numbers on top of the bars are the execution times
with a full L2 size.

To generalize a function’s needs, we categorize functions into Low, Medium, and High

intensity for data, instruction, and branches. These categories are determined by the func-

tion’s data working set size, instruction working set size, and branch working set size (i.e.,

the working set size of the cache lines that contain branches), respectively. Table 5.1 shows

the categorization of some of the functions we use. Functions that fall in the same bucket

typically need the same hardware structure size for optimal cost-performance.

Table 5.1: Categorization of functions into low, medium, and high intensity for data, in-
structions, and branches.

Function Data Instructions Branches

RiskQ Low Low Low
EvStr Low Low Medium
WordCnt Low Low Medium
ImgProc Medium High High
MLSrv High Medium High
HotelB Low Low Low
SocNet Low Low Low
WebSrv Medium Low Low

We use this categorization to classify a subset of popular production-level functions at

Microsoft Azure. The majority of the evaluated functions have Low data intensity with

an average data working set size of 2MB, Medium instruction intensity with an average

instruction working set size of 12MB, and Medium branch intensity with an average branch

working set size of 1.5MB. For comparison, monolithic applications [172] have 8GB, 0.7GB,

and 0.3GB average data, instruction, and branch working set sizes, respectively.
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5.3 MOSAIC: SERVER ARCHITECTURE CO-DESIGN FOR SERVERLESS
FUNCTIONS

To address the observed inefficiencies, we introduce Mosaic, a system optimized for server-

less environments. Mosaic has two components: (1) MosaicCPU, a processor architecture

that efficiently runs both monolithic applications and serverless functions, and (2) Mosaic-

Scheduler, a software stack for serverless systems that maximizes the benefits of MosaicCPU.

Mosaic materializes the main insights of our characterization via four principles. First,

MosaicCPU slices oversized hardware structures into fine-grained chunks and assigns collec-

tions of chunks called Tiles to individual functions. Each tile preserves the state of a function

in the structure, maximizing the opportunities for state reuse across context switches and

minimizing the interference between co-located functions. Second, MosaicCPU assigns a

different tile size to each function based on the needs of the function. A tile spans non-

contiguous entries in a structure. Third, MosaicScheduler uses a performance model to

predict a nearly-optimal assignment of tiles to functions after profiling a few invocations

of the functions. Profiling is performed online, while performance modeling is performed

offline, outside of the functions’ critical path. Finally, MosaicCPU and MosaicScheduler are

tightly coupled: the hardware exposes its current state to the software, which uses it for

off-line performance modeling and on-line micro-architectural state-aware scheduling. Next,

we detail each of the principles.

5.3.1 Fine-grained Per-Function Hardware Partitioning

1. Overview. In current processors, a function has access to the entirety of stateful

structures of the core it is running on. When a function runs, it displaces the state of the

functions that were running on the core before, preventing them from reusing the loaded

micro-architectural state after they resume execution on the core. MosaicCPU overcomes

this challenge by slicing large stateful hardware structures such as caches, TLBs, and branch

predictor units into smaller physical partitions called Chunks, and dedicating a group of

chunks called a Tile to individual functions. Figure 5.7 shows the high-level overview of the

MosaicCPU architecture and its partitioning technique.

Hardware structures are partitioned into fixed-sized chunks of the same associativity. A

chunk comprises a few physically contiguous sets in a given hardware structure. In principle,

Mosaic can partition any stateful hardware structure. However, to minimize complexity and

avoid potentially increased access latencies, Mosaic targets the most oversized structures

whose state saving brings the most performance benefits and whose access latencies can be
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Figure 5.7: High-level overview of the MosaicCPU architecture.

hidden. Specifically, it targets the following 5 structures: L2 cache, L2 TLB, LLC, branch

target buffer, and branch predictor table.

A function is assigned a group of chunks called a tile in each of the partitioned structures.

The chunks in a tile are not necessarily contiguous. A tile preserves the micro-architectural

state of a function for future reuse. For example, assume that FuncA yields a core to

FuncB. To preserve FuncA’s state, MosaicCPU restricts FuncB to access entries only

within its tile, keeping the tile of FuncA uncontaminated. During FuncB’s execution,

MosaicCPU translates the accesses of FuncB to the correct physical chunks.

Each partitioned structure has tags indicating which function owns which chunk. The

chunks with state for functions that are not currently running are placed in a low power

mode. The goal is to save power while still retaining the state in the chunks. On a context

switch, the chunks of the pre-empted function are put in low-power mode and the chunks of

the new function are activated.

A MosaicCPU has a hardware States Table that tracks which functions currently hold

their state in each of the core’s structures. As shown in Figure 5.8, the States Table contains

as many entries as the maximum number of functions that can concurrently hold state in

the core structures. A given entry contains the function ID and, for each of the partitioned

structures, the number of chunks currently assigned to the function and the number of

chunks that the function requires to run efficiently based on the MosaicScheduler prediction.
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In addition, the States Table entries have LRU bits. When a new function needs additional

chunks, they are taken from the LRU function. The OS keeps one chunk in each structure.
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Figure 5.8: The States Table in MosaicCPU tracks which functions currently keep their state
in the core’s structures.

2. Assigning tiles and chunks. MosaicCPU includes mechanisms to assign and deassign

chunks to/from functions. When a core schedules a function invocation for execution, the

OS first checks the States Table to see if the function has the required number of chunks in

all the core’s structures. If so, we call this a hit. In this case, for each structure, the OS sets

the chunks of the previously-running function to low-power mode and activates the chunks

of the new function. The LRU bits in the States Table are updated.

If, instead, the new function is not in the States Table or it is there but does not have

all the required chunks in all the structures, a miss occurs. If the function is not in the

States Table, the OS allocates an entry for the function in the table, which includes filling

in the Function ID and the required chunks in each of the structures. Further, in all the

miss cases, the OS computes the number of chunks that the new function is missing in each

structure, then harvests such number of chunks either from unused chunks or from chunks

owned by the LRU function or functions, and finally reassigns these victim chunks to the

new function. This process involves updating the States Table and then, for each of the

structures, reassign the victim chunks. The latter consists of activating the victim chunks,

writing back and invalidating their entries, and updating the function ID tags of such chunks

in the structure. Writebacks are only needed for the dirty lines in the caches and the updated

state bits in the TLB.

After this, the same operations as a hit occur: the chunks of the previously-running

function are put in low-power mode, all the chunks of the new function are activated, and

the LRU bits in the States Table are updated.

For the state in Figure 5.8, if the core attempts to execute FuncA, a hit will occur.

However, if it tries to execute FuncB, FuncD, or a new function FuncE, a miss will occur.

We model the write back overheads in our evaluation and see that they are tolerable: the

average overhead of writing back a chunk is 500-600ns, while the highest overhead is 1.5-2 µs.
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In a secure cloud environment, the whole cache hierarchy is flushed at a context switch [215,

216], causing overheads of a few ms, while offering isolation equivalent to Mosaic’s.

3. Memory de-duplication. Currently, Mosaic does not allow memory de-duplication

across users, following security guidance from state-of-the-practice [217] and state-of-the-

art [218]. Mosaic can be extended to support deduplication and reduce the total memory

footprint of the server, while potentially sacrificing security. In such an environment, shared

pages (e.g., libraries and other code) can be marked as read-only and shared in the page

tables, and placed in a separate shared-page tile. This tile is always active and shared across

all functions. When a core issues a request for a shared page (indicated by a bit in the TLB),

the structures search the shared-page tile. Otherwise, they search the function’s tile.

4. Fine-grained power setting. Mosaic sets the voltage of idle chunks to a lower value

than the active chunks, so that the static power of idle chunks is minimized. This is ac-

complished by having two voltage rails, Vddhigh and Vddlow, and selecting the rail for each

chunk based on an Active bit. As a result, Mosaic does not need a voltage regulator per

chunk. The simple logic used is shown in Figure 5.9.
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Figure 5.9: Per-chunk voltage selection in Mosaic.

A similar approach has been implemented in prior work, with different voltage sources

per section of the cache [219] or even per cache line [220]. Switching the voltage for a chunk

has low overhead. The transition time for a drowsy cache line is 1-2 cycles [220], while the

transition for the whole core is in the order of 1-2 µs [221]. In Mosaic, the chunks transition

between voltage settings only on a context switch; hence the overhead is negligible. To

reduce the overhead even further, we can predict when a chunk will need to change rails and

perform the change in advance in the background.

5. Maintaining cache coherence. As in conventional systems, different functions com-

municate with each other via RPC messages and not via shared memory [31]. However,

Mosaic caches still need to support data sharing in situations such as multi-threaded func-

tions, concurrent invocations of the same function, and migration of invocations across cores.

Thus, Mosaic caches are coherent. To achieve so, Mosaic ensures that snooping hardware
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can snoop chunks that are in low-power mode [220, 221]. Coherence messages and responses

in Mosaic include the FuncID, so that the controller of the receiver cache can use the FuncID

to identify the correct destination chunk (Section III.B4). Another possible approach would

be to keep an up-to-date translation between core ID and running FuncID for all the cores

in the snooping hardware of all the caches. In this case, the receiver cache would identify

the correct FuncID based on the ID of the core that sent the coherence message.

5.3.2 Accessing a Function’s Tile

1. Translation process. Since functions are heterogeneous, having a uniform tile size

for all functions and in all structures is inefficient. Instead, Mosaic sizes the tile of each

function in each structure differently, based on the requirements of the individual function.

For instance, data-intensive functions may get larger tiles (i.e., tiles with more chunks)

in data caches, while branch-intensive functions may get larger tiles in branch prediction

units. Allowing non-uniformly sized tiles may fragment the structures. Hence, to avoid

fragmentation, function’s tile is allowed to span physically non-contiguous chunks in a given

structure.

Accessing the tile of a function in a hardware structure requires a level of indirection: the

function’s addresses need to be mapped to the correct positions in the structures. Consider

the case of a cache. Recall that, in a conventional cache, the hardware splits the address

into tag, index, and offset bits. In Mosaic, the index bits are separated into two parts: if

chunks have S sets, then the logS least significant bits specify the set within a chunk (Set

bits), and the rest of the bits specify the chunk (Chunk bits). This is shown in the upper

part of Figure 5.10. The figure shows a 2MB L2 cache organized into 2K sets of 16 ways.

Mosaic splits the cache into 16 chunks of 128 sets and 16 ways. For simplicity, we only show

4 ways per set and 4 sets per chunk.

Most of the time, a function’s tile will not cover the whole structure and, instead, will

have a number of chunks C lower than the maximum number of chunks C0. In our design, S

and C are powers of two. Let us call index the value of the index bits. Then, the hardware

computes the ID of the chunk of the function that needs to access as (index/S)%C. This

operation is performed as simple bitwise shift operations.

Mosaic enables such operation by the Mask register shown in Figure 5.10. Mask has its

logC least significant bits set to 1 and the rest to 0. Mask masks out some of the most

significant bits (MSBs) of the Chunk field. In the example, assume that C=8. In this case,

Mask masks out the MSB of Chunk as it generates the chunk ID.

To identify the desired chunk in the structure, Mosaic tags each chunk with the function
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Figure 5.10: Detailed micro-architecture of Mosaic’s L2 cache.

ID and the ID of the chunk in the function (i.e., the chunk’s logical index within the tile).

In addition, there is an Active bit per chunk that is set only for the chunks of the currently

running function. This is shown in Figure 5.10, which assumes that function Fx is running.

With this support, the output of the Mask register is compared to the ChunkID and Active

bits of all the chunks to determine the target chunk.

2. Example operation. We showcase the access to two representative partitioned struc-

tures: L2 cache and branch predictor. The other structures, namely TLB, BTB, and LLC,

follow the same principles.

L2 cache. Figure 5.10 shows how the L2 cache is accessed. We assume that a core issues

a 46-bit physical address (PA). Moreover, as multiple logical chunks may map to the same

physical chunk, Mosaic uses the combination of Tag and Chunk bits as cache tag.

The whole translation is as follows. Mosaic takes the Chunk bits and usesMask to generate

the chunk ID bits 1 . These bits are compared to the ChunkID field in all 16 L2 chunks 2 .

As there can be multiple chunks tagged with the same ChunkID but owned by different

functions, Mosaic checks the ownership of the chunk 3 . There are two ways to implement

this functionality: use the chunks’ Active bits or compare the FuncID tag with the ID of

the currently-running function. Mosaic uses the former approach for single-threaded cores

(as shown in the figure), and the latter approach for SMT cores and coherence messages.

After choosing the correct chunk, Mosaic uses the set bits from the PA to select the set in

the chunk 4 . Then, it compares the tags of all the ways of the set with the tag and chunk

bits from the PA 5 . Finally, Mosaic reads at the offset determined by the PA’s offset bits

6 , as in conventional caches.

Branch predictor. We model a state-of-the-art 32KB TAGE-SC-L branch predictor [209].
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The predictor is composed of a base predictor (2-bit counter bimodal table T0) and 15 tagged

tables with different history lengths and number of entries per table. The base predictor is

directly indexed using the program counter (PC), while the tagged predictors are indexed

using a hash of PC and a subset of history length.

Mosaic does not change the predictor’s functionality. It only modifies the way the predictor

tables are accessed, as shown in Figure 5.11. Specifically, each table (T0 to T15) is split

into 16 chunks (for simplicity, the figure shows only three tables). The sizes of the chunks

are different in different tables (as the total number of entries differs across tables), and a

function is assigned the same number of chunks and the same chunk IDs in all the tables.

Thus, the tables share the translation mechanism, Mask, and ChunkID/Active tags. After

computing the hashes for all table accesses a , Mosaic breaks the table index into chunk

and set bits. It translates the chunk bits using the same principle as for the L2 cache b .

Then, it uses the translated chunk and the set bits to access the correct entry in the table

c . Beyond this, Mosaic does not change the baseline functionality of the branch predictor.

Each table makes its own prediction, and the table indexed with the longest history and a

tag match produces the final prediction d . As in L2 cache, the tables are tagged with tag

and chunk bits.
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Figure 5.11: Mosaic’s branch predictor based on state-of-the-art TAGE-SC-L [209].

Overall, the process of translating addresses for the partitioned structures is simple. It

involves only comparing for equality the four bits of ChunkID with the PA’s masked chunk

bits, and an AND-gate with the Active bit. This takes about one processor cycle.

3. Minimizing function tags overheads. Mosaic software assigns a 64B FuncID to

each function—e.g., a hash of the function name and the user ID [63]. Tagging all the
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chunks of this function with this FuncID in all the partitioned structures is a non-negligible

storage overhead. To reduce this overhead, MosaicCPU exploits the fact that only functions

that have an entry in the States Table of a core can have an allocated chunk in any of the

partitioned structures of that core. Hence, MosaicCPU uses a function’s entry number in

the States Table as its unique ID. For example, in the system of Figure 5.8, the chunks of

FuncA and FuncB are tagged with 0 and 1, respectively. This approach saves substantial

space in the partitioned structures.

This improved design requires snooping caches to keep a small table that maps FuncIDs to

States Table entry numbers. When an incoming coherence message is received, its FuncID

is translated into an entry number using this table before checking against the tags of the

chunks in the cache.

5.3.3 Tile Sizing for the Functions

1. Overview. To pack the state of many functions in a core, Mosaic tries to allocate, for

each function, the minimum number of chunks in each partitioned structure that still deliver

acceptable performance for the function. A function execution completes in Cfull cycles on a

core that does not partition structures. Then, Mosaic searches for an assignment of chunks

to the function that uses the minimal amount of resources and still completes execution in

Cpar = Cfull × (1 + Threshold) cycles, where Threshold is a small value like 0.1.

Determining the optimal tile sizes for a function through exhaustive search is impractical,

given the large exploration space. One would need to execute the function with all possible

combinations of tile sizes in all of the partitioned hardware structures, resulting in a few

thousand invocations.

To address this limitation, Mosaic uses MosaicScheduler to profile a few invocations of

a function online with live traffic, and then create a performance model offline to use for

predictions. Moreover, to reduce profiling overheads, MosaicScheduler also uses Transfer

ML to predict a function’s optimal tile sizes based on previously-profiled similar functions.

2. MosaicScheduler. We consider the two prediction methods.

Predictions via performance modeling. A function is initially profiled with a few configura-

tions. During the execution with each configuration, MosaicScheduler collects the number of

cycles, the IPC, and the misses in each of the five partitioned structures. Then, MosaicSched-

uler picks the configuration with the smallest tiles that still finishes execution within the

required deadline as the temporarily optimal function size. Finally, offline, MosaicScheduler

takes this configuration and predicts if any of its tiles can be further reduced.

80



For this prediction, MosaicScheduler considers each partitioned structure in turn. For each

one, it examines the trend of misses as the size of the tile in the structure decreases and, using

the expected penalty of a miss in that structure, estimates the function execution time if the

tile in the structure is reduced by one more notch. For example, as it considers the BTB,

MosaicScheduler observes the trend of miss increases with smaller tile sizes in the BTB,

predicts the extra number of misses that will occur if the BTB tile size is reduced one more

notch and, given the cost of a miss, estimates the overall function execution time with the

smaller BTB tile size. If the longer function execution time is acceptable, MosaicScheduler

reduces the function’s tile size in the BTB.

If there are multiple equally-desirable options, e.g., the size of either the L2 cache or the

BTB can be reduced, MosaicScheduler stores these options as function alternatives. Different

alternatives can be used at different times depending on which other functions are running

concurrently and sharing the structures.

All future invocations of a function execute with the predicted tile sizes. Mosaic does not

change a function’s tile sizes during an invocation of the function, but different invocations

of the same function can execute with different configurations over time. MosaicScheduler

monitors the execution and may recompute the function’s tile sizes if the execution time is

too long or too short.

This model yields high accuracy with low overhead. Typically, MosaicScheduler needs

only 8-10 function invocations to accurately set the optimal sizes of a function’s tiles.

Predictions via transfer ML. To minimize the profiling overheads, MosaicScheduler also uses

an approach based on transfer ML. Instead of repeated profiling to establish the best tile sizes

for a function, MosaicScheduler takes some high-level characteristics of the function (data

and instruction footprint, number of branch instructions, and IPC) and compares them

to the characteristics of some already-profiled functions. Then, with a regression model,

MosaicScheduler finds the most similar functions and predicts the optimal sizes of the tiles

for the new function based on these similarities. To achieve high accuracy, our prediction

system needs only about 10 functions of different properties to be initially profiled. Note

that the regression model is periodically augmented and retrained with new functions as

they execute in the system.

Figure 5.12 shows the approach. A random forest classifier using a database of already

profiled functions takes the characteristics of a function (FuncX in the figure) and generates

the optimal sizes of the tiles for the function. We implement the classifier in Python’s scikit-

learn library [222]. As the model outputs the tile size for each of the partitioned structures,

it is wrapped around a MultiOutputClassifier [223]. The model uses 100 trees, and the
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minimum number of samples required to split an internal node is 2. The size of a tile is

classified into one of five classes: 1, 2, 4, 8, or 16 chunks. The prediction is done in software

and off the critical path of function execution.

Function Characteristics

[L2$, L2TLB, LLC, BTB, BPT][IPC, Data and Inst. 
Footprint, Num. Branch] 

Optimal Tile Size

[.., .., .., .., .., .., .., .., ..][.., .., .., ..] 
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Figure 5.12: Transfer ML architecture used to predict the optimal size of new functions.

5.3.4 Scheduling Function Invocations

1. Overview. In conventional serverless frameworks, function invocations are scheduled on

a random core or on the least-loaded core [224]. This approach would diminish the benefits

of Mosaic. Instead, to maximize performance, MosaicScheduler is aware of the state in the

cores when scheduling invocations. It uses the interface exposed by the hardware and a set

of heuristics to decide on which core to place an invocation.

2. Scheduling invocations. Figure 5.13 shows how MosaicScheduler schedules function

invocations on cores. When a function invocation (such as the one for FuncX in the figure)

arrives at the server, MosaicScheduler checks the predictor for the function’s optimal tile

sizes. Based on this information and the state of the cores, MosaicScheduler picks one core

to execute the invocation. Then, it deposits the invocation augmented with the tile size

information on the software request queue of that core.

As shown in Figure 5.13, MosaicScheduler reads the state of the States Tables of the

cores to make its decision on where to schedule the invocation. Generally, it favors a core

that already holds state for the function. Specifically, if there is one or multiple cores with

function state that are idle, the scheduler randomly picks one of them. If there are no cores

with function state, the scheduler picks a core to balance load across cores.

If all cores with function state are busy, the scheduler predicts in which case the invocation

execution will complete sooner: 1) if it waits in one of these cores until it can execute and

reuse the state or 2) if is assigned to another, possibly idle core and can start executing

sooner. MosaicScheduler predicts the waiting time in the queues and the execution time of
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Figure 5.13: Scheduling a function invocation in Mosaic.

the function invocation based on the profiles of the functions. MosaicScheduler then picks

the core that would minimize the sum of waiting time and processing time for the invocation.

To deal with occasional mispredictions, the system also uses work-stealing. When a core

becomes idle, its worker thread periodically checks if there are cores with queued up invo-

cations. If so, the thread fetches invocations from other cores and executes them locally. In

this way, the system is robust to head-of-the-line blocking.

3. Advanced scheduling policies. A scheduler that is unaware of the resource needs of

functions may co-locate functions that require intense use of the same resource on the same

core. Such core would then suffer high contention on one resource while the other resources

would be underutilized. This problem is not present in Mosaic. MosaicScheduler balances

resource utilization by spreading functions with similar resource requirements across the

cores of the server. Specifically, when scheduling a function invocation that has no state

in any of the cores, the scheduler checks which core has enough idle chunks to satisfy the

invocation’s predicted needs or which core would observe the least number of chunk evictions.

This approach could be generalized for function placement across servers in a cluster. The

cluster controller could classify functions as cache, TLB, or branch intensive and place only

functions with distinct requirements on the same server.

4. Non-serverless workloads. Mosaic cores operate in two modes: serverless and non-

serverless. These modes are activated by setting the FaaSMode register. In the serverless

mode, all Mosaic optimizations are enabled. Conversely, in the non-serverless mode, the

cores operate in a conventional manner, without structure partitioning. This enables high-

performance execution for monolithic applications. Privileged software such as the Virtual

Machine Manager (VMM) sets the FaaSMode register on a cross-VM context switch. When

changing the FaaSMode register, the state of all the partitionable structures is written

back and invalidated. Hence, the VMM tries to schedule non-serverless workloads on cores

that are already in non-serverless mode. The FaaS platform controllers [57, 60], including
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MosaicScheduler, run on one or more dedicated cores in non-serverless mode.

5. Harvest VMs. To reduce cost, some serverless environments use harvest VMs [136].

A harvest VM is created with a minimal number of cores, but it can dynamically grow and

shrink by harvesting idle cores and releasing them when they are needed by higher-priority

VMs (called primary VMs). Primary VMs run latency-sensitive workloads, while harvest

VMs run workloads that can tolerate resource fluctuation, including serverless functions.

Mosaic can run in such environments. When a core context switches between a primary and

a harvest VM, the VMM changes the FaaSMode register of that core.

6. Mosaic beyond serverless workloads. While our focus is on serverless functions,

Mosaic can offer benefits to other workloads that also exhibit frequent context switches, small

working sets, and short execution times. One example of such workloads is microservices,

which are used in many cloud deployments. Recent studies from Google [225] and Alibaba [5]

show that microservices often require numerous RPC invocations, leading to frequent context

switches that challenge traditional execution environments. For example, an individual

microservice may issue hundreds of RPC calls. Mosaic can preserve the micro-architectural

state across context switches, thereby enhancing microservice performance.

5.4 METHODOLOGY

1. Systems modeled. Our base architecture is a server with 16 cores and 128GB of main

memory. Each core is a 6-issue processor modeled after Golden Cove micro-architecture in

Intel Sapphire Rapids (SPR) [199]. Table 5.2 shows the micro-architectural parameters.

Table 5.2: Architectural parameters used in the evaluation.

Processor Parameters

Multi-core chip 16 6-issue OoO cores, 512-entry ROB, 3.6GHz
L1 data cache 48KB, 8-way, 4 cycles round trip (RT), 64B line
L1 instruction cache 32KB, 8-way, 4 cycles round trip (RT), 64B line
L2 cache 2MB, 16-way, 16 cycles RT, 30 MSHRs
L3 shared cache Slice: 1.8MB, 15-way, 60 cycles RT, 30 MSHRs
L1 data TLB 256 entries, 4-way, 2 cycles RT
L1 instruction TLB 256 entries, 4-way, 2 cycles RT
L2 TLB 2048 entries, 8-way, 12 cycles RT
Branch predictor 32KB TAGE-SC-L [209], 15 cyc. mispred. penalty
Branch target buffer 12K-entry, 4-way

Main-Memory Parameters

Capacity; 128GB
Frequency; Rate 1GHz; DDR

84



We use this base architecture to evaluate six server systems. (1) Baseline is a conventional

server that does not partition hardware structures and schedules function invocations on the

least-loaded cores. (2) Baseline+Affinity augments Baseline with simple affinity scheduling:

a function invocation is scheduled on the core that last executed the same function if the core

is idle. (3) Baseline+MosaicScheduler runs the software support of Mosaic on conventional

hardware while partitioning L2 and L3 caches using Intel CAT [155]. This system maintains

a States Table per core in software, and does not require any non-conventional hardware

support. (4) Mosaic is our complete Mosaic design. (5) Jukebox [197] is a recent hard-

ware proposal for serverless environments that enhances Baseline with hardware-supported

instruction prefetching. (6) Manycore is a conventional server with 128 simple cores similar

to ARM Cortex A15 [211] that has the same area as Baseline.

We evaluate the architectures with full-system simulations. We use the QEMU [156]

emulator integrated with a modified SST framework [98] and DRAM-Sim2 [99] memory

simulator. In this way, we simulate the operating system (Ubuntu 20.04), the serverless

software stack, and our benchmark functions. To validate our simulation accuracy, we also

run Baseline, Baseline+Affinity, and Baseline+MosaicScheduler on the SPR server used in

Section 5.2 and calibrated the simulator. With L2 and L3 cache partitioning with Intel

CAT [155], the server has 8 classes of service (COS).

Our simulation infrastructure models the two main Mosaic overheads. On a chunk eviction,

we model efficient hardware that walks the tags of the chunk writing back all dirty entries

and then invalidates all entries. Further, on changing the voltage rail of a chunk, we add

a fixed 5-cycle latency. To model the area and power overheads, we use McPAT [102] and

CACTI [101]. Recall that Mosaic increases the tag width of the partitioned structures

by 4 bits. The increased tag size does not affect the access latency and only marginally

increases the per-access energy. Mosaic further adds a hardware States Table per core, per-

chunk ChunkID, FuncID, and Active bits in the partitioned structures, and some other small

structures. Overall, this hardware adds 43.5KB of storage per core, which is 1.06% of the

total core storage and 0.42% of the core area.

2. Workloads. We execute eight open-source serverless functions described in Section 5.2:

ImgProc, MLSrv, EvStr, RiskQ, WordCnt, HotelB, SocNet, and WebSrv. We invoke the

functions with real-world invocation traces fromMicrosoft Azure. The traces cover peak-load

and include 71,434 invocations of 64 different functions. We randomly map each production

function to one of the eight evaluated functions. When multiple production functions map

to the same evaluated function, we create separate instances for such functions, which do

not share any data or instructions.
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In some experiments, we evaluate monolithic applications from CloudSuite [172] which

span multiple domains: data processing (Spark and Hadoop), graph applications (GraphX ),

web frontends (Nginx ), web search engines (WebSrch), and data serving (DataSrv).

5.5 EVALUATION

5.5.1 Performance Improvements

We measure the end-to-end latency and throughput of the function invocations on the

evaluated systems. The end-to-end latency of a function invocation is the time from when

the client sends a request until when it receives the result.
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Figure 5.14: Tail and average latency of the function invocations.

1. Tail latency. Figure 5.14a shows the P99 tail latency of our functions in four architec-

tures. We see that, on average, adding affinity scheduling with Baseline+Affinity reduces

the tail latency by 15.5% over Baseline. On top of Baseline+Affinity, partitioning the L2/L3

caches with Baseline+MosaicScheduler reduces the tail latency by 12.8%. Mosaic is much

more effective: it reduces the tail latency over the Baseline by 64.8%–79.9%, with an average

of 74.6%. The latency reductions are higher for functions with short duration (e.g., EvStr),

or frequent context switches (e.g., HotelB).

Every partitioned hardware structure contributes to the reduction in tail latency. For

example, it can be shown that not saving the function state of the L2 cache or the branch

target buffer in Mosaic increases the tail latency of functions by 46% or 34%, respectively.
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2. Average latency. In addition to reducing the tail latency, Mosaic also reduces the

average latency. Figure 5.14b shows the average latency with the four evaluated systems.

Baseline+MosaicScheduler reduces the average latency over Baseline by 28.7%. As an aver-

age function invocation is more likely to execute on a warm micro-architectural state than

the invocations at tail, Mosaic’s benefits are slightly lower for the average latency than for

the tail latency. On average, Mosaic reduces the average latency by 59.6% and 37.4% over

Baseline and Baseline+MosaicScheduler, respectively.

3. Throughput. We define the throughput as the maximum load a system can sustain

without violating the SLOs of functions. The SLO of a function is defined to be 5× the

execution time of the function on an unloaded system. Figure 5.15 shows the throughput

for the evaluated functions in kilo requests per second (kRPS) with Baseline and Mosaic.

Mosaic substantially improves the throughput across functions. On average, it improves

throughput by 225%. The reason is that, with Mosaic, invocations can reuse their state

while still multiplexing their execution on a core with many other invocations of the same

or different functions.
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Figure 5.15: Per-function throughput with Baseline and Mosaic.

4. Comparison to prefetching. Figure 5.16 compares the tail latency of Baseline, Juke-

box [197], and Mosaic. By reducing the instruction misses, Jukebox reduces the tail latency

over Baseline by 12.1% on average. However, Jukebox does not reduce misses in data caches

or branch predictors, and introduces additional memory traffic for prefetching. In addition,

after a running function invocation is pre-empted and then scheduled to run again, Jukebox

does not reprefetch the instructons. Compared to Jukebox, MosaicCPU reduces the tail

latency by 71.1% while using less on-chip area.
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Figure 5.16: Tail latency of Baseline, Jukebox, and Mosaic.
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5. Comparison to a manycore. Figure 5.17 shows the throughput of Manycore and

Mosaic for monolithic applications and serverless functions normalized to Baseline. Due to

space limitations, the figure does not show all the serverless functions, but the average bars

include them all. We see that both Manycore and Mosaic substantially improve the through-

put of all functions. On average, Mosaic and Manycore increase the functions’ throughput

by 225% and 271%, respectively. However, the small cores of Manycore prevent it from run-

ning the monolithic applications efficiently. On average, Manycore reduces the throughput

of monolithic applications by 68% over the Baseline. On the other hand, Mosaic delivers

the same throughput as Baseline for these applications. Thus, providers can efficiently run

both serverless and non-serverless workloads on Mosaic servers, improving cost-efficiency.
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Figure 5.17: Throughput of Mosaic and Manycore for monolithic applications and serverless
functions normalized to Baseline.

6. Comparison to SMT. SMT cores can improve the throughput of serverless workloads.

However, they (1) compromise security in public clouds due to side channel attacks, and

(2) increase tail latency due to resource contention. Figure 5.18 shows the tail and average

latency of SMT cores in Baseline and Mosaic averaged across all functions. The results are

normalized to single-threaded Baseline. We see that, for both Baseline and Mosaic, 2- and 4-

SMTs reduce the latencies due to shorter wait times. As we add more threads (8-way SMT),

they compete for the shared resources and increase the tail latency. In all configurations,

Mosaic significantly reduces the latency over Baseline.
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Figure 5.18: Latency of Baseline and Mosaic with different numbers of SMT threads nor-
malized to single-threaded Baseline.
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7. Comparison to MXFaaS. As discussed in Chapter 7, MXFaaS [35] is a software

serverless platform that schedules concurrent invocations of the same function on a set of

cores “owned” by the function. In addition, MXFaaS allows concurrent invocations of the

same function to share the same container—which reduces the memory footprint and the

cold-start latency. By binding functions to cores, however, MXFaaS may introduce load

imbalance. Mosaic is orthogonal to MXFaaS and can be combined with it to further boost

its performance. Figure 5.19 shows the tail latency of Baseline, MXFaaS, Mosaic, and

MXFaaS+Mosaic. Compared to Baseline, MXFaaS and MXFaaS+Mosaic reduce the tail

latency by 53.1% and 79.3%, respectively.
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Figure 5.19: Tail latency of Baseline, MXFaaS, Mosaic, and MXFaaS+Mosaic.

5.5.2 Average Power Consumption Reduction

Mosaic keeps the inactive chunks of the partitioned structures at a low voltage level, re-

ducing power consumption. Figure 5.20 shows the average power consumed by each function

in Mosaic relative to that in Baseline. We see that, across functions, Mosaic reduces the

average power consumption over Baseline by 22%. Power reductions are higher for functions

that require smaller tiles in the partitioned structures, such as RiskQ. Overall, Mosaic re-

duces both average response time and power consumption over the Baseline, resulting in an

average 80% decrease in the energy-delay product of functions. For monolithic applications,

Mosaic changes neither performance nor power consumption over Baseline.
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Figure 5.20: Power usage of Mosaic normalized to Baseline.
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5.5.3 Co-locating Serverless and Monolithic Workloads

We evaluate Mosaic when co-locating serverless functions with traditional monolithic ap-

plications [172] and allowing harvesting of cores assigned to monolithic applications. A

monolithic application owns 8 cores, while serverless functions execute on the other 8 cores

of the server and can steal more cores when they are idle. We run experiments with each

of the 6 monolithic applications of Figure 5.17, and take the average across runs. Fig-

ure 5.21 shows the average and tail latency of the serverless functions when running with

Mosaic normalized to when they run with Baseline. We see that Mosaic has lower latencies

than Baseline even when functions are co-located with monolithic applications. In such an

environment, Mosaic reduces the average and tail latencies by 49.8% and 67.8%, respectively.
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Figure 5.21: Average and tail latency of functions when co-located with monolithic applica-
tions normalized to Baseline.

5.5.4 Cost Savings of Mosaic at Scale

To evaluate the cost savings of Mosaic at large scale, we model a datacenter with over a

thousand servers running both serverless functions and regular (i.e., non serverless) VMs.

We use large open-source production traces [226] for the arrivals, departures, and resource

requirements of functions [63] and VMs [152]. Based on the peak utilization, we provi-

sion servers using bin-packing. We evaluate three different datacenter designs based on the

types of servers they have. Baseline uses only traditional servers for both workloads. Base-

line+Manycore uses a traditional server pool for regular VMs and a separate Manycore pool

for serverless workloads. Mosaic uses only Mosaic servers for both workloads.

Figure 5.22 shows the number of servers needed in the Baseline, Baseline+Manycore,

and Mosaic datacenters while varying the fraction of total CPU hours used by serverless

workloads. The number of servers is normalized to the number of servers in Baseline with

a 0% fraction of CPU hours for serverless workloads. Note that, in the Baseline+Manycore

design, the mix of traditional servers and Manycores is different at different X-axis points—

i.e., at different fractions of CPU hours for serverless workloads.
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As the fraction of CPU hours devoted to serverless workloads increases, Baseline needs to

provision more servers than the other two designs due to its lower throughput for serverless

workloads. Baseline+Manycore provisions each server pool independently for each peak,

which leaves some of the servers underutilized for certain periods due to fragmentation.

Mosaic needs the lowest number of servers because its servers are optimized to execute both

types of workloads. Overall, Mosaic reduces the number of servers needed by 10-24% over

Baseline+Manycore for a range of fraction of CPU hours for serverless workloads. It never

needs more servers than the other designs. Thus, Mosaic has the lowest cost.
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Figure 5.22: Normalized number of servers in Baseline, Baseline+Manycore, and Mosaic
datacenters while varying the fraction of total CPU-hours used by serverless workloads.

5.5.5 Sensitivity Studies

We conduct sensitivity studies to analyze the efficiency of Mosaic under various conditions.

1. Sensitivity to system load. We maintain the mix of functions in our workload

and invoke the functions with Low, Medium, and High loads using a Poisson distribution.

These loads correspond to attaining 25%, 50%, and 70% average CPU utilization as in prior

work [35]. Each function is invoked with equal probability. Figure 5.23 shows the tail latency

for each function when running on Mosaic with the three loads normalized to the tail latency

when running on Baseline with the same load.
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Figure 5.23: Normalized tail latency of Mosaic over the Baseline.

We see that, at all loads, Mosaic has a substantially lower tail latency than Baseline.

At high loads, cores context switch more frequently and, therefore, as the load increases,
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the benefits of Mosaic over the Baseline are even higher. On average, Mosaic reduces the

P99 tail latency over Baseline by 59.8%, 72.7%, and 80.9% in Low, Medium and High load,

respectively. We observe similar trends for average latency.

2. Sensitivity to core count. Serverless providers may want to reduce their operating

cost by reducing the number of cores. We perform a sensitivity analysis to measure how the

tail latency changes as the core count decreases. Figure 5.24 shows the tail latency of Mosaic

with various core counts normalized to the tail latency of the 16-core Baseline. On average,

Mosaic with 16, 12, 8, and 4 cores reduces the tail latency of the 16-core Baseline by 75%,

66%, 39%, and 4%, respectively. Thus, the provider can maintain the current response time

of Baseline at 4× lower cost with Mosaic.
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Figure 5.24: Tail latency of Mosaic with different numbers of cores normalized to Baseline
with 16 cores.

3. Sensitivity to core oversubscription. In this experiment, we vary the number of

different functions that are scheduled in a round-robin manner to execute on a given core.

We measure the highest sustainable load without SLO violations—i.e., the throughput. With

a higher number of different functions, the core oversubscription increases, and the state in

the core structures in both Baseline and Mosaic gets polluted more.
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Figure 5.25: Throughput while varying core oversubscription.

Figure 5.25 shows the changes in throughput in Baseline and Mosaic as we increase the

number of different functions scheduled on a core. Figure 5.25a shows the per-function

throughput and Figure 5.25b the total server throughput. We see that, as the oversubscrip-

tion increases, per-function throughput drops for both Mosaic and Baseline due to more
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state pollution. On the other hand, total server throughput increases as more functions are

running in a server. In all cases, Mosaic delivers much higher throughput than Baseline.

Even with 20 functions per core, Mosaic delivers a 68% higher per-function throughput than

Baseline with a single function per core. Overall, Mosaic delivers a much higher total server

throughput than Baseline.

4. Sensitivity to number of different functions. In all of our experiments before

Section 5.5.5, we run 8 different functions. Recall that we set-up the environment so that

different instances of the same function do not share any instructions or data (Section 5.4),

ensuring that there is no state reuse across them. Running the experiments with a higher

number of different functions should not change the results if the rate of function invocation

is the same. To prove it, we perform a new experiment with 64 different functions [171,

202, 227, 228] (as many as there are functions in the production traces) with the same

total invocation rate. We observe that the results change very little. It can be shown

that, with 64 different functions, Mosaic reduces the average and tail latency by 62.1%

and 76.5%, respectively, over Baseline. With 8 different functions, Figure 5.14 showed that

Mosaic reduces the average and tail latency by 59.6% and 74.6%, respectively. Hence, our

methodology mimics environments with many functions, as in real settings.

5.5.6 MosaicScheduler Prediction Accuracy

We compare the tile sizes created by MosaicScheduler for the evaluated functions and the

optimal tile sizes obtained via exhaustive search. Figure 5.26 shows the tile sizes created by

MosaicScheduler in number of chunks for each function and hardware structure. Most of the

functions use 1-2 chunks. It can be shown that these tile sizes closely follow the optimal ones.

The only discrepancy occurs in HotelB and SocNet for the BTB, where MosaicScheduler

creates a tile larger by one chunk. MosaicScheduler over-predicted the tile sizes in these two

cases and never under-predicted them, ensuring no performance degradation.
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Figure 5.26: Tile sizes created by MosaicScheduler.

Also, we measure the accuracy of our regression model that predicts the size of non-profiled
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functions. We collect metrics for 70 open-source functions [171, 201, 227, 228, 229], find their

optimal configurations via exhaustive search, and create the dataset. We split the dataset

into 80% train and 20% test. The resulting model produces accurate predictions. For most

of the structures, such as the branch predictor table, the model predicts the optimal tile

sizes with 100% accuracy. For some structures, such as the branch target buffer, the model

can slightly overpredict the tile size. On average, the model achieves 92% accuracy. The

compute requirements of the model are very low: a prediction takes a few hundred µs and

is done off the critical path. The model is queried only when a function is admitted to the

cluster for the first time.

5.6 RELATED WORK

1. Partitioning schemes. Many researchers have explored resource partitioning of archi-

tectural resources so that applications meet quality of service (QoS) (e.g., [230, 231, 232,

233, 234, 235, 236, 237]). In some cases, they consider concurrently-running SMT threads

(e.g., [238, 239, 240, 241]). PARTIES [230] tracks the tail latency of services and moves

the resources (LLC, memory bandwidth, I/O, or cores) between services based on their

deadlines. In these works, resources are managed with a feedback controller [230], Bayesian

networks [233], multi-armed bandits [231] or ML techniques [234, 235, 237]. These schemes

are efficient for long-running datacenter services and a relatively fixed mix of co-located ser-

vices. Using them in serverless environments would not prevent a function from losing its

state in a core on a context switch. With SMT proposals, one would sacrifice the security by

allowing different functions to run concurrently on the same core. Mosaic targets more dy-

namic serverless environments with the goal of preserving the functions’ micro-architectural

state across context switches while keeping the security guarantees.

2. Micro-architecture prewarm. A few studies have explored the impact of serverless en-

vironments on the underlying hardware. Shahrad et al. [196] observed that cold-starts, con-

tainerization, and inter-function interference reduce the effectiveness of micro-architectural

structures. Jukebox [197] uses on-chip metadata to prefetch instructions for functions that

start with a cold micro-architectural state. In non-serverless environments, Ahn et al. [242]

preserve a VM’s context in the LLC on a cross-VM context switch. Mosaic preserves a

function’s micro-architectural state across context switches without increasing the on-chip

area or memory bandwidth consumption.

3. Serverless optimizations. Optimizing serverless software stacks has received substan-

tial attention (e.g., [35, 37, 38, 53, 63, 64, 191, 192]). MXFaaS [35] improves performance
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by efficiently sharing a server’s resources between concurrently executing same-function in-

vocations. REAP [53] records a function’s stable working set of guest memory pages and

prefetches it from disk. SpecFaaS [37] accelerates the execution of multi-function server-

less applications with software-supported speculative execution of functions. EcoFaaS [38]

redesigns the serverless software stack to improve energy efficiency while maintaining high

performance. Mosaic can further enhance the effectiveness of such systems. Researchers

have also proposed using simple cores to host serverless workloads [210]. More advanced

designs such as µManycore [31] potentially move the tipping point closer toward processor

specialization for serverless environments.

5.7 CONCLUSION

This chapter presented a micro-architectural characterization of serverless environments

and proposed Mosaic, an architecture optimized for serverless environments. Mosaic has two

components: (1) MosaicCPU, a processor architecture that efficiently runs both serverless

and traditional workloads, and (2) MosaicScheduler, a software stack for serverless sys-

tems that maximizes the benefits of MosaicCPU. MosaicCPU partitions micro-architectural

structures into small chunks and assigns tiles of such chunks to functions. MosaicScheduler

sizes the tiles for functions and schedules function invocations based on the state of the

tiles. Compared to conventional server-class processors, Mosaic improves the throughput of

serverless workloads by 225% while using 22% less power. Conversely, Mosaic achieves the

performance of server-class processors with one quarter of the cores.
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CHAPTER 6: Domain-Specific Accelerators for Cloud-Native Services

6.1 INTRODUCTION

Despite their numerous benefits, microservice environments suffer from various software

overheads [14, 50, 213, 243]. For instance, microservices are commonly implemented as

Remote Procedure Call (RPC) servers [41, 79], which facilitates their distribution across

machines and independent scalability. However, RPC processing has overhead. Further,

data communicated between services must undergo (de)serialization to ensure compatibility

across different programming languages through standardized protocols [244]. Additionally,

microservice environments use encryption for security and compression to reduce resource

use. Collectively, these auxiliary or ”glue” operations are known as datacenter tax [243],

and can consume a substantial fraction of CPU cycles in datacenters [15, 243, 245].

To minimize datacenter tax, researchers have proposed numerous hardware accelerators

or software techniques that target a single source of datacenter tax [44, 45, 46, 114, 246, 247,

248, 249, 250, 251, 252, 253, 254, 255, 256, 257, 258]—e.g., compression, Transmission Control

Protocol (TCP), or RPC processing. Given the many sources of datacenter tax [245], these

proposals must be augmented with a way to efficiently orchestrate the multiple accelerators of

an ensemble of accelerators integrated in a server. Efficiency is key because, in microservice

environments, the operations to be accelerated may take only tens of microseconds.

There are proposals to orchestrate on-package accelerators in other domains, such as

monolithic applications for image/video processing or ML [259, 260, 261, 262, 263]. In some

proposals, a CPU core [259] or a centralized hardware manager [260, 261] orchestrates the

accelerators by invoking them and receiving an interrupt when each accelerator completes.

This approach is suitable for coarse-grained accelerator operations. However, in the con-

text of microservices with fine-grained accelerator operations, a centralized orchestrator is

suboptimal. Other designs allow direct accelerator-to-accelerator coordination, either in

hardware [262] or in software [263], without involving a centralized agent. However, they

statically link pairs of accelerators, requiring fixed accelerator sequences [262, 263].

Our characterization shows that such an approach is insufficient for microservices. Mi-

croservices can leverage sequences of accelerators that vary both across services and across

invocations of the same service. Moreover, the sequence of accelerators to use is often af-

fected by “branch conditions,” whose real-time resolution determines the set of subsequent

accelerators needed. Additionally, the data transferred between accelerators varies in both

size and format. This demands a dynamic and flexible orchestration framework.
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To address these challenges, we propose AccelFlow, the first accelerator orchestration

framework for microservices. AccelFlow orchestrates an on-package ensemble of fine-grained

accelerators. CPU cores build software structures called Traces that contain a sequence of

accelerator IDs, and store them in an Accelerator Trace Memory (ATM). A trace can include

branch conditions whose outcomes determine the control flow inside the trace, or the address

in the ATM of the next trace to execute after the current one completes. A CPU core triggers

accelerator execution by enqueuing a trace in an accelerator in user mode. From then on,

the accelerators in the trace execute in sequence without CPU involvement, passing data

from one accelerator to the next, potentially executing branch conditions and accessing the

ATM for additional traces. Once the traces have executed, control returns to the CPU.

Each accelerator has a standard interface with input and output hardware queues and

input and output controllers (called dispatchers). The input dispatcher schedules requests

enqueued in the accelerator. The output dispatcher computes any branch condition in the

trace and sends the accelerator’s output data to the input queue of the next accelerator in

the trace using a DMA engine.

We evaluate AccelFlow with full-system simulations of a server with an Intel IceLake-like

processor and nine state-of-the-art accelerators [44, 246, 248, 249, 253, 257]. We run large

open-source microservice applications [213] with real-world invocation traces [5]. Our results

show that AccelFlow is very effective. Compared to state-of-the-art proposals for accelerator

orchestration [260, 263], on average across services, AccelFlow reduces P99 tail latency by

70%, reduces average latency by 38%, and increases throughput by 120%.

This chapter makes the following contributions:

• A characterization of how microservices can use ensembles of on-package accelerators.

• AccelFlow, the first orchestration framework for an ensemble of fine-grained accelerators

in microservice environments.

• An evaluation of AccelFlow, compared to the state-of the-art.

6.2 BACKGROUND

Workflow of a Microservice Invocation. A microservice invocation arrives to the server

as an encrypted network message. To achieve reliable and ordered delivery of messages,

the TCP stack [264] first performs message reassembly, congestion control, and checksum

calculation. The TCP forwards the message to the SSL protocol [265] to authenticate the

client and decrypt the message using algorithms such as RSA, AES, or SHA.

The decrypted message, containing the name of the function to invoke and its arguments,

is forwarded to the RPC stack [41, 79]. A microservice may have multiple entry points

97



or functions that users can invoke. The server keeps a table that maps the name of the

function to its handler and descriptor. The role of the RPC stack is to decode the name of

the function from the message and fetch the function handler and descriptor from the table.

Then, the RPC stack forwards the function handler, descriptor, and serialized arguments

to a deserialization protocol, e.g., Protobuf [244]. Protobuf uses the function descriptor

to deserialize the arguments: to translate the arguments’ wire format to their application

format in a given language. To reduce the network bandwidth use, large arguments can

be compressed, e.g., with Zstd [266] or Snappy [267]. Thus, after deserialization, some

arguments may be decompressed.

Finally, the invocation is ready to execute. Using a software or hardware algorithm, a load

balancer [257] picks a core to execute the function. When execution completes, the steps

above are performed in reverse order: compress the results, serialize the results, encode

the message in the RPC stack, encrypt the message, and transmit it via TCP. Within an

invocation, the function may also invoke other services or access storage, creating nested

RPCs with similar steps.

CPUs with Integrated Accelerators. Vendors have long integrated special-purpose

hardware to accelerate common functions—e.g., the cryptography accelerator in Sun’s Ul-

traSPARC T1 [268], or integrated GPUs in AMD’s Llano APUs [269]. Recently, Intel in-

tegrated several accelerators into their Sapphire Rapids CPU [270], targeting datacenter

functions. This CPU introduces enhancements to the system architecture for the acceler-

ators. The accelerators are not just PCIe devices programmed via memory-mapped I/O

operations. Instead, their ISA has instructions for dispatching work and for signaling; the

accelerators operate with virtual addresses exploiting the IOMMU for address translation;

and the accelerators support virtualization to make them usable in a cloud environment.

6.3 CHARACTERIZING ACCELERATORS FOR MICROSERVICES

To understand the opportunities and challenges of using an ensemble of accelerators in

microservice environments, we measure the performance of a 36-core Intel Xeon Platinum

server [271] at 2.4GHz, and estimate the potential impact that nine hardware accelerators

proposed by prior work could have. These accelerators speed-up TCP [246], (De)Encryption

(Decr and Encr) [247], RPC [44], (De)Serialization (Dser and Ser) [249], (De)Compression

(Dcmp and Cmp) [253], and load balancing (LdB) [257]. We run over 80 open-source ser-

vices from DeathStarBench [213], Train Ticket [78], and µSuite [50]. The infrastructure is

presented in Section 6.6.1.
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Q1: Is a Processor with Many Accelerators a Good Environment for Microser-

vices? Figure 6.1 breaks down the execution time of invocations of the SocialNetwork

services from DeathStarBench on the Intel Xeon server. We identify the sections of the code

that can be assigned to one of the accelerators considered. The remaining time is called

AppLogic. A given accelerator category corresponds to multiple code sections. Bars are

normalized and the numbers on top of them are the absolute execution times.
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Figure 6.1: Execution time breakdown of SocialNetwork service invocations on the Intel Xeon
server. The numbers on top of the bars are the absolute execution times of the invocations.

Despite the high diversity of the microservices’ core logic, all services experience all the

datacenter tax sources. In fact, microservice invocations spend most of their execution time

on tax. On average, an invocation spends only 20.7% of its end-to-end execution time on

the core application logic. It spends 25.6%, 14.6%, 3.2%, 22.4%, 9.5% and 3.9% of its

time on the TCP, (De)Encr, RPC, (De)Ser, (De)Cmp and LdB operations, respectively.

The relative weight of tax increases for microservices with (1) short execution times (e.g.,

UniqId) or (2) many RPC or storage accesses (e.g., Login). Services from other suites show

similar properties. Hyperscalers have also seen that tax dominates the execution of their

services [15, 243, 245].

Moreover, in many cases, multiple tax operations are executed back to back, in a sequence,

without interleaved operations of the core logic. Figure 6.2 shows sequences of tax operations

executed when a core sends a function response (Figure 6.2a) or a read request to a database

cache (Figure 6.2b). The first sequence involves Ser, RPC, Encr, and TCP; the second one

has Ser, Encr, and TCP.

Send function response CPUTCPEncrRPCSer

Ser Encr TCP*Send read request to DB cache

(a)

(b)

Figure 6.2: Examples of sequences of datacenter tax operations.

If we have accelerators for each of these operations, the question arises as to how to

orchestrate them. We consider three approaches. First, in CPU-Centric [259], a CPU core

99



invokes one accelerator at a time. When an accelerator completes, it interrupts the core,

which can then invoke the next accelerator. While an accelerator is executing, the core

can execute another request to avoid idle time. Second, in HW-Manager [260, 261, 272],

where we model RELIEF [260], the CPU offloads the scheduling of the accelerator requests

to a centralized hardware manager. The CPU submits to the manager the sequence of

accelerators to invoke. When an accelerator completes its job, it interrupts the manager,

which then calls the next accelerator in the chain. On completion of a chain, the manager

interrupts the CPU. Finally, in Direct, scheduling is performed neither by a CPU core nor

by a manager. Instead, a CPU core passes a list of accelerators that need to execute in

sequence to the first accelerator. After an individual accelerator in the sequence executes, it

directly calls the next accelerator in the sequence without involving the CPU.

We simulate the execution of these three environments, modeling a server like the one

measured, and modeling the nine accelerators [44, 246, 247, 249, 253, 257]. We describe the

simulation infrastructure in Section 6.6.1. We record the time taken by the orchestration

overhead—i.e., sending and receiving interrupts and communicating between CPU core,

hardware manager, and accelerators. Figure 6.3 shows the average orchestration overhead

as a fraction of the total execution time of the service. The figure shows data for the three

approaches above, as the load of the 36-core processor changes. We see that Direct has less

overhead than HW-Manager, which has less overhead than CPU-Centric. The overhead of

the last two approaches increases rapidly with the load. For common loads around 15 kRPS,

the overhead is 25% and 15% in CPU-Centric and HW-Manager, respectively. This is a

major inefficiency.
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Figure 6.3: Orchestration overheads of different approaches averaged across all services with
varying service load.

Q2: What is the Control Flow in Accelerator Sequences? It is important to know

if the sequences of accelerator operations triggered by a request are fixed (i.e., an operation

in Accel.A is always followed by an operation in Accel.B) and need no intervening CPU in-

volvement. To answer this, we analyze the sequences in our 80 services. For each accelerator

in a sequence that requires no intervening CPU involvement before or after, we record which
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accelerator provides its input (the source) and which accelerator consumes its output (the

destination). As shown in Table 6.1, an accelerator can consume and produce data from/for

multiple accelerators. Thus, the inter-accelerator connections need to be flexible.

Table 6.1: Source/destination accelerators for each accelerator.

Accelerator Src Accelerators Dst Accelerators

TCP Ser, Encr, Cmp LdB, Decr, Dser, Dcmp
Encr TCP, RPC, Ser TCP, RPC
Decr TCP RPC, Dser
RPC Decr, Ser Encr, Deser, LdB
Ser Deser, Cmp, CPU TCP, Encr, RPC
Dser TCP, Decr, RPC Ser, Dcmp, LdB
Cmp Deser, CPU Ser, LdB, CPU, TCP
Dcmp Deser, TCP, CPU (De)Ser, LdB, CPU, TCP
LdB TCP, Dser, Dcmp CPU

We now consider the control flow inside accelerator sequences that contain no intervening

CPU core. We find that a sequence of accelerators often includes dynamic control flow.

Figure 6.4 shows two examples. Figure 6.4a is the sequence when a processor receives a

function request. The payload may be compressed and require decompression. However,

this is unknown until the deserialization step. At that point, we must check a field in the

message to decide whether to invoke the Dcmp accelerator or send the data to LdB.

Send function response CPU

Send read request to DB cache Ser Ecry TCP1

TCP Decr RPC Dser Dcmp

LdB CPU

Compressed?Receive 
function 
request

Y

N

TCP Decr Dser LdB CPUHit?Receive 
response to a 
read to the DB 
cache

Y

Ser Encr TCP
N

*

Send request to DB

Pass data to CPU

TCPEncrRPCSer

Ser Encr TCP*Send read request to DB cache

(a)

(b)

(a)

(b)

Figure 6.4: Dynamic control flow in sequences of tax operation.

Figure 6.4b shows the sequence when a processor receives the response of a read request to

the database cache. Depending on whether the request hit in the cache, different actions are

needed. If it hit, the response contains the data and is forwarded to a CPU core; otherwise,

the response does not contain the data, and a new request is issued to the actual database.

Whether a hit occurred is only known after the Dser accelerator has completed.

Our data shows that 69.2%, 62.5%, 82.5%, and 53.8% of the sequences of accelerators in the

SocialNet, HotelReservation, and MediaServices microservices from DeathStarBench, and
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TrainTicket, respectively, have at least one conditional statement. Some sequences have up

to four conditional statements. Given this, interrupting the CPU every time that a sequence

of accelerators encounters a conditional statement would induce substantial overhead. These

conditionals are simple, as they involve checking a few bits or flags embedded in the data

payload. For example, determining whether to invoke the decompression accelerator merely

requires checking a field in the message after deserialization. These decisions are binary and

involve simple comparisons and computation logic.

Q3: How Should Data be Forwarded Between Accelerators? The data forwarded

from one accelerator to the next exhibits two types of variation: data size and data format.

The data size varies across accelerators and, for a given accelerator, across services and

across requests in the same service. Figure 6.5 shows the size of the input and output data

for each accelerator across all 80 services. In each case, we show the minimum, median,

and maximum size in a stacked matter. The median data size is small, i.e., a few KBs

(similar to Google [225]). There is, however, a long tail of large data transfers with a few

tens of KB. As an example, in our services, the median size of output messages in the Encr

accelerator is 1.9KB; however, some messages are larger than 50KB. Hence, while the paths

and queues between accelerators can be optimized for small data sizes, they should also

support infrequent large messages.
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Figure 6.5: Sizes of the input/output data of each accelerator.

In some cases, the data transferred between two accelerators is generated in one format by

the source and needs to be consumed in a different format by the destination. As an example,

shown in Figure 6.4b, when the Dser accelerator receives a response from a database cache, it

outputs the data in string format. This format is used by the CPU (via the LdB accelerator).

However, if we missed in the cache, we need to send the request to the database. Hence,

this request needs to be serialized again (Figure 6.4b), but the input to the Ser accelerator

needs to be in BSON format [273]. This transformation from string to BSON and similar

ones are relatively simple. They can be handled by the accelerators with simple hardware

logic [250] that performs basic operations like parsing and reformatting. They do not need

to involve a CPU core.
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There are cases when an accelerator can consume data in different formats. In this case,

no special action is needed. For example, the Dser accelerator receives data in Protobuf [244]

format when executing after the RPC accelerator (Figure 6.4a), and in string format when

executing after the Decr accelerator on data coming from a database cache (Figure 6.4b).

Dser can interpret each format and transform the byte sequences into its internal schema.

Summary. Microservices can benefit from ensembles of accelerators that target different

sources of datacenter tax. These accelerators can be invoked in sequences without intervening

CPU. For highest performance, the orchestration of such ensembles should avoid invoking

a CPU or a centralized hardware manager. Instead, within a sequence, accelerators should

handle dynamic control flow, data transformations, and data transfers of different sizes.

6.4 ACCELFLOW: ORCHESTRATING ACCELERATORS

Based on our characterization, we propose AccelFlow, an architecture that orchestrates an

ensemble of accelerators for microservices in a decentralized manner for high performance.

6.4.1 AccelFlow Hardware Organization

We envision AccelFlow to be implemented in a large, multi-chiplet processor with many

cores and one or more instances of all the accelerators of Section 6.3. The processor can be

organized in different ways: cores and accelerators may share the same chiplet like in the

Intel Sapphire Rapids (SPR) CPU [199], or accelerators may be in their own chiplet—e.g.,

the I/O die of some AMD and Intel servers. The latter design is the one we assume and is

shown in Figure 6.6: one type of chiplet contains an instance of all the accelerators except

for LdB, and another type of chiplet contains cores, private caches, a distributed shared LLC

and LdB. The LdB accelerator is in the core chiplet since it is tightly coupled with the cores.

Irrespective of how the accelerators are placed, they execute in sequences, communicating

with each other without CPU involvement.

Our design assumes that all the accelerators have the same standard interface. This is

a futuristic goal that is motivated for simplicity and by recent industry trends, such as

the Intel Accelerator Interfacing Architecture (AiA) [274]. Moreover, accelerators and cores

share the same virtual address space (like Intel’s Shared Virtual Memory (SVM) [275] in

SPR). Like in SPR, the accelerators directly read from and write to the processor’s LLC in

a cache coherent manner—i.e., on a read, they get the correct data in the system, while on

a write, they invalidate the copies in all private caches.
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Figure 6.6: Possible organization of a processor with AccelFlow.

Sequence of Accelerators or Trace. In AccelFlow, CPU cores build software structures

called Traces that contain a sequence of accelerator IDs, and store them in a special on-

chip memory called Accelerator Trace Memory (ATM) (Figure 6.6). A trace can include

branch conditions, whose outcomes determine the control flow inside the trace. Branches

are encoded as simple logic operations on a set of fields or flags within the payload of the

message—e.g., ”if (field1 & field3) goto Ser; else goto Cmp”. A trace may also contain data

transformation fields and, in its tail, the address in the ATM that contains the next trace

to execute after this one completes.

A CPU core can trigger accelerator execution by passing a trace to an accelerator. From

then on, the accelerators in the trace will execute in sequence without CPU involvement,

passing data from one accelerator to the next, potentially executing branch conditions, and

potentially accessing the ATM for additional traces. Once the trace(s) have executed, control

returns to the initiating CPU core.

Architecture of an Accelerator. An accelerator has an SRAM input queue and an

SRAM output queue, an input and an output controller (called Dispatcher), and multiple

processing elements (PEs), each one with a scratchpad, that perform the same acceleration

operations (Figure 6.6). A scratchpad contains accelerator PE state that may be private to

a request (e.g., the History Window [253] for the Cmp and Dcmp), or shared by all service’s

requests (e.g., the Accelerator Descriptor Table (ADT) [249] in the Ser accelerator).

Each queue entry contains multiple fields: (1) space for a trace with a moving Position

Mark that indicates which accelerator is to execute next, (2) the ID of the tenant that is
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using the entry (since an accelerator can be used by multiple tenants), and (3) up to 2KB

of data to be operated upon, to capture the common-case data sizes. The entry may also

contain a virtual address Memory Pointer that points to a software buffer in memory where

more data is stored. Large inputs or outputs (more than 2KB) are stored in such locations.

Such a buffer is cacheable in the LLC and cores’ private caches, and is kept cache coherent.

The input and output hardware queues are not visible to the cache coherence protocol.

The input dispatcher manages the input queue, deciding which entry should be executed

by which PE next. If an input queue entry needs data from multiple source accelerators,

the dispatcher marks the entry as ready only when all the data has arrived.

The output dispatcher performs multiple operations. First, if the next field in the trace is

a branch condition, it determines the next accelerator to invoke. Second, if the next trace

field includes a data transformation, it transforms the output data. Third, it uses one of a

set of on-chip DMA engines (A-DMA in Figure 6.6) to send the output data to the input

queue of the next accelerator in the sequence. Finally, after the last accelerator in the trace

has executed, the output dispatcher examines the tail of the trace. If it finds the address

of an ATM location, it accesses the address and gets the next trace to run. Otherwise, it

notifies a CPU core.

Operation of an Accelerator. Each PE in an accelerator consumes input queue entries

as mandated by the input dispatcher. The PE consumes the data from the input queue

entry plus any additional data in the CPU memory hierarchy that is accessible through

the Memory Pointer in the input queue entry. A PE is non-preemptible: it runs tasks to

completion. After the PE executes the accelerated operation, it deposits the data results

and all the metadata (including the trace) in an entry of the output queue. The output

dispatcher handles the entry from then on.

Accelerators exploit PCIe’s Address Translation Service (ATS) [276], which enables a

device to submit address translation requests to the IOMMU (Figure 6.6). An ATS request

converts a process ID and virtual address from that process to a physical address. Each

accelerator caches the results in an address translation cache, i.e., a TLB, that is accessed

by the input and output dispatchers.

On any exception, the accelerator operation stops, a CPU core is interrupted, and the OS

handles the exception.

Anatomy of the Execution of Traces. When the software wants the accelerator ensemble

to execute a sequence of operations, it creates a trace. Then, a CPU core executes an

Enqueue instruction in user mode. Enqueue takes as arguments an accelerator ID (the first

accelerator in the trace) and the trace. The instruction triggers the input dispatcher of the
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corresponding accelerator to allocate an entry in the input queue and store the trace in the

entry. Enqueue returns the entry’s index in the input queue. Then, the core invokes an

A-DMA engine, passing the accelerator ID, the input queue index, and a pointer to the

data needed to perform the accelerator operation. The A-DMA engine uses the pointer to

coherently collect the data and deposit it in the corresponding input queue entry. If the

Enqueue instruction returned an error (e.g., because the input queue did not have space for

another request), the CPU core retries the call to another accelerator of the same type.

Execution proceeds from accelerator to accelerator, transforming the data, and moving

the data and trace from the output queue of one to the input queue of another. When

the last accelerator of the trace completes its execution, its output dispatcher uses an A-

DMA engine to move the resulting data to a memory location. The dispatcher then sends

a user-level notification to the CPU core that initiated the ensemble execution, passing the

virtual address of the memory location that contains the result. To reduce overhead, such

notification is not an interrupt. The CPU core can wait for the notification by polling a flag,

or by executing an MWAIT-like instruction [277] and automatically wake up on notification.

Sometimes, it is desirable to partition a trace into multiple subtraces. This is done for

three reasons: to avoid having to transfer a very long trace, to enable the reuse of individual

subtraces across multiple operations, or when, at a point in the trace, a decision needs to be

made that can cause a major divergence of what set of accelerators to invoke next. Then,

the software creates multiple traces to execute in sequence. Before the CPU core invokes

the first trace, it stores all the traces but the first one in the ATM. Moreover, it includes in

the tail of each trace but the last one, the address in the ATM of the subsequent trace.

With this design, when an output dispatcher processing a trace finds that the trace con-

cludes with an ATM address, the output dispatcher reads the next trace from the ATM and

deposits it in the input queue of the next accelerator. The new trace then executes.

Preventing Starvation and Deadlock. When a core invokes Enqueue, it may need more

than one try to find a free input entry in an accelerator. If, after multiple attempts, the core

cannot find a free entry, trace execution falls back to the core. Deadlock is also avoided:

when an output dispatcher does not find space in the input queue of the next accelerator in

the sequence to deposit its data, it times-out and execution falls back to the core.

Handling Limited Input Queue Space. It is possible that when an output dispatcher

wants to enqueue an entry in an input queue, the latter is full. Unlike the case for Enqueue,

where the CPU would get an error and retry, the output dispatcher cannot keep retrying.

Hence, each input queue has an Overflow pointer that points to an overflow area in memory.

When an output dispatcher needs to enqueue in a full input queue, it stores it in the queue’s
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overflow memory. The overflowed entries are progressively moved into actual queue entries

as the latter become free. This design is relatively easy to support as the output dispatcher

uses virtual addresses. We size the overflow area based on the expected peak load of the

system, such that all requests can be served within the loosest SLOs. If the area is full,

execution falls back to the core. There is no deadlock.

6.4.2 AccelFlow Execution Model

To understand AccelFlow’s operation, we examine its execution model, covering what

triggers trace execution, what occurs on trace completion, and all traces within our services.

Terminating a Trace Execution. When a trace execution terminates, it can either

store the results in memory and notify the CPU core that initiated it (Section 6.4.1), or

it can instead start the execution of another trace stored in the ATM. The latter happens,

for example, when the last operation of the trace involves the TCP accelerator sending a

message that requires a response. An example is shown in Figure 6.2b, which is the trace

executed to send a read request to a database cache. The trace invokes the Ser, Encr,

and TCP accelerators. The asterisk in the TCP box means that the last entry in the trace

includes an ATM address. After TCP sends the request, the TCP output dispatcher accesses

the ATM address, which contains the trace to execute when the message response will be

received. This trace is immediately loaded into the input queue of the same TCP accelerator.

Later, when the response is received, it is routed to the same TCP (since the initial request

included the TCP ID) and triggers the execution of the stored trace.

These input queue entries in a TCP accelerator are not held indefinitely waiting for a

response. After a certain time, a timeout occurs and execution falls back to the core. The

core can terminate the request, re-issue the network message, or inform the user.

Triggering the Execution of a Trace. A trace execution may be triggered by a CPU

core with an Enqueue (Section 6.4.1) or by the arrival of a message. An example of the latter

is shown in Figure 6.4b, which is executed when the response to the read to the database

cache is received. As indicated above, the TCP that sent the request already has the new

trace ready.

On message arrival, the trace invokes the TCP, Decr, and Dser accelerators. The data

generated by Dser contains a field that indicates whether the request hit in the database

cache and returned the data. The output dispatcher of Dser checks the field. If it is set,

the data is passed to the LdB accelerator and then the CPU core that started the request is

notified. The trace always contains the ID of the CPU core that started it. That CPU core
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contains a record of what thread issued the original request and needs to be notified.

If, instead, the field is clear, the request had missed in the cache and a read message

must be sent to the DB. Hence, the Ser, Encr, and TCP accelerators are invoked. Then, as

denoted by the asterisk in the figure, the ATM address at the tail of the sequence is used to

access the ATM. The trace in that location is loaded in the input queue of the same TCP

accelerator for when the response is received.

Noteworthy Cases. Two noteworthy cases occur when a core receives a new request for a

function and when the core sends the final response of the function to the client. To handle

the former case, all TCP accelerators already store a trace like the one in Figure 6.4a. The

trace follows the execution of TCP with that of Decr, RPC, Dser, Dcmp (if the data is

compressed), and LdB. LdB saves the results and notifies a CPU core. The data saved

includes the ID of the TCP.

When the core finally sends the response of the function, the ensemble executes the trace

in Figure 6.2a—after reading it from the ATM or as initiated by a CPU core. The trace

triggers the execution of Ser, RPC, Encr, and the same TCP that received the message—

since it contains the TCB (transmission control block) of the request in its internal state.

After the message is sent, the CPU is notified.

Complete List of Traces in our Services. Table 6.2 shows the complete list of traces

that we have identified for our services. Recall there is no intervening CPU core action in a

trace. Other services may benefit from additional traces.

Table 6.2: Traces that our services can use. DB means database.

Trace Explanation

T1 Receive function request (with or without Dcmp).
T2 Send function response without Cmp.
T3 Send function response with Cmp.
T4 Send read request to DB cache.
T5 Receive response to a read to the DB cache (with or without Dcmp).
T6 Receive response to a read to the DB (with or without Dcmp or Cmp).
T7 Receive response to a write to the DB cache or DB.
T8 Send write request to DB cache or to DB (with or without Cmp).
T9 Send RPC request (with or without Cmp).
T10 Receive RPC response.
T11 Send HTTP request (with or without Cmp).
T12 Receive HTTP response.

T1 and T2 are shown in Figure 6.4a and 6.2a. T3 is like Figure 6.2a except that a Cmp

is invoked before Ser; there is no branch because the CPU core knows that it needs to

compress the data. T4 is shown in Figure 6.2b. T5 is shown in Figure 6.7, as Figure 6.4b

was a simplified version of it without a check for compressed data and a Dcmp.
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T6 is shown in Figure 6.7. If the data was not found in the DB, the function returns an

error. Otherwise, the data is first potentially decompressed and then, both passed to the

CPU and written to the DB cache in parallel. To write to the cache, the data may need to

be compressed again if the cache uses compressed data (C-Compressed test).
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Figure 6.7: Additional traces beyond those in Figures 6.2 and 6.4.

T7 in Figure 6.7 is executed when the response from the write to the database cache

returns. The same trace is also executed when the response to a write to the database is

received. The response may include an exception; in this case, the function error is directly
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reported to the user by the accelerator ensemble. T8-T12 are also shown in Figure 6.7 and

are largely self-explanatory. The response from an RPC (T10) may include an exception

that is handled as in T7. In HTTP responses (T12), errors are taken care by the CPU.

6.4.3 Soft Service Level Objectives (SLOs)

In the common case, the requests in the input queue of an accelerator are processed in

FIFO order or, if the software has tagged them with priority levels, they are processed in

priority order. If the system supports requests under SLOs, AccelFlow is augmented as

follows. When a core receives the invocation of a function that has an SLO, as the core

generates the DAG of accelerators to invoke, it assigns an absolute deadline to each of the

acceleration steps. The deadlines are set by software, and are treated as soft deadlines.

These deadlines may be a function of the function’s inputs—e.g., large-sized data takes

longer to compress. These deadlines are then stored in the first trace that the core passes

with the Enqueue instruction. They will be passed, as part of the trace, from accelerator

to accelerator, and then copied from trace to trace, as the ensemble reads new traces from

the ATM. These deadlines are absolute times: if one accelerator finishes early, it passes the

slack to subsequent accelerators. The traces in the ATM do not contain deadlines: they are

read by multiple requests with potentially different deadlines.

When a request gets queued-up in the input queue of an accelerator, the input dispatcher

reads its deadline and estimates whether it will meet its deadline. If it will not, the dispatcher

checks earlier requests. If any has a large slack, the dispatcher can change the processing

order so that both requests meet deadlines. If this is not possible, the dispatcher may allow

the request to proceed and record if it ends up violating its SLO.

6.4.4 Accelerator Virtualization

The input/output queues of an accelerator can have entries from different tenants. As

the PEs of an accelerator process input entries, the hardware clears the state of a PE and

its scratchpad in between execution of inputs from different tenants. This enables multiple

tenants to securely use the accelerator ensemble concurrently.

This approach is different from past work, which has proposed coarse-grain accelerator

virtualization. For instance, in AuRORA [278], a CPU requests the reservation of an accel-

erator and, when it is granted, uses the accelerator by itself until it completes. In contrast,

AccelFlow uses a fine-grain approach to virtualization. When a CPU core invokes an accel-

erator with Enqueue, it includes the tenant ID (assigned by the VMM) in the trace. The
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tenant ID is passed with the trace across accelerators. Each entry in the input and output

queues of the accelerators is tagged with the tenant ID that owns the data. With this design,

the accelerators are shared in a fine-grained manner, i.e., per request, by multiple tenants.

To prevent tenants from hoarding accelerators, AccelFlow sets a limit to the number of

traces that can be executing at a time from an individual tenant. Every time that a CPU

core executes an Enqueue instruction on behalf of a given tenant, it increments a count

for that tenant; when execution returns to the CPU core, the counter is decremented. If

a counter for a tenant reaches a threshold N , no new trace for the tenant can be initiated

by a CPU core. Since, in the large majority of cases, a trace can only be using at most

one accelerator at a time, this approach ensures that a tenant cannot use more than N

accelerators at a time.

This design can be combined with a technique that limits memory bandwidth use by a

tenant in the memory controller, such as Intel’s MBA (Memory Bandwidth Allocation) [279].

6.5 DETAILED ACCELFLOW IMPLEMENTATION

1. Input Dispatcher. The input dispatcher of an accelerator is a Finite State Machine

(FSM) that continuously monitors the Free? flags of the PEs in the accelerator and the

Ready? flags of the entries in the input queue of the accelerator (Figure 6.8). If a Ready?

and a Free? flag are set, the dispatcher may move the corresponding entry of the queue

into the corresponding PE and clear the entry. If the entry’s data is larger than 2KB,

the dispatcher obtains the rest of the data by following the Memory Pointer field in the

entry (Section 6.4.1). Table 6.3 shows the latency and maximum bandwidth of transferring

data from the input queue to the scratchpad of a PE. The transfer is pipelined to improve

throughput. In addition, transfers to different PEs use different ports, which allows multiple

queue entries to be transferred concurrently.

While the base AccelFlow design processes the input entries in FIFO order, more advanced

policies could process the entries based on their Priority field (if there are priorities) or

Deadline field (if the system uses SLOs) (Section 6.4.3). In this case, the Priority and

Deadline fields are set by the software and are carried by the incoming message. If the

dispatcher’s Overflow Pointer is set, as soon as a queue entry is moved into a PE, the

dispatcher follows the Overflow pointer and moves an entry from there into the input queue

and, if appropriate, clears the Overflow pointer.

2. Output Dispatcher. The output dispatcher of an accelerator is an FSM that con-

tinuously monitors the Ready? flags of the entries in the output queue of the accelerator
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Figure 6.8: Input dispatcher and contents of an input queue entry in AccelFlow.

(Figure 6.9). When an entry with the Ready? flag set is found, the dispatcher executes

the flowchart of Figure 6.10. First, the dispatcher reads the trace and its Position Mark

(PM) into registers (Figure 6.9). It then advances the PM and checks if the next datum is a

Branch field (which encodes which logic operation to perform on which fields of the payload

data). If so, the dispatcher performs these operations on the data still stored in the output

queue entry. Based on the result, the dispatcher advances the PM to the correct place of

the trace (Figure 6.10). It then saves the PM to the output queue entry.
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Figure 6.9: Output dispatcher and contents of an output queue entry in AccelFlow.

Next, the dispatcher checks if it has reached the end of the trace. If so, it checks if the

tail of the trace has an address. If it does, the dispatcher reads the ATM at this address

and loads its contents (i.e., the new trace to execute and PM) into both the output queue

entry and the dispatcher registers.

If, instead, the end of trace was reached but there was no address, the dispatcher finds an

A-DMA engine with a Free? flag set and programs it to move the payload data from the

112



Branch?
Advance 
Position
Mark (PM)

Resolve Branch
Y

Move Pos. Mark 
(PM) Accordingly

Addr?

N
Y

Y

N

Use A-DMA  
to deposit 
data in mem

End

Reformat 
Data?

Update Trace 
Field in entry

End 
Trace?

Use A-DMA  
to move entry 
to input 
queue of next 
accelerator

Y

N

End

N

Read ATM

Inform CPU 
core and clear 
OQ entry

Clear 
OQ 
entry

Reformat
Data

Figure 6.10: Flowchart of the output dispatcher operation. OQ stands for output queue.

Data field in the output queue entry to a memory location (Figure 6.10). Once the engine

confirms the end of the transfer, the dispatcher informs the CPU core and clears the output

queue entry. The operation ends.

When we are not at the end of the trace or a new trace has been loaded, the dispatcher

moves the contents of the output queue entry to the input queue of the accelerator pointed

to by the PM in the trace. To perform this task, the dispatcher first checks if the trace

contains a Data Transformation field. If so, the dispatcher brings the payload data into its

Data Transform Engine (Figure 6.9), performs the transformation, and stores the data back

to the output queue entry (Figure 6.10). Recall from Section 6.3 that these transformations

are very simple. They involve changing between string, BSON, JSON, and similar formats.

The engine needed is a simplified form of a (De)Ser accelerator [249], without the support for

nested messages or custom data types. If other application domains or accelerators require

other transformations, the engine will need to be revisited (e.g., as in DRX [280]).

Then, the dispatcher finds a free A-DMA and programs it to move the output queue entry

to the input queue of the next accelerator, setting the Ready? bit there. Once the engine

confirms the transfer end, the dispatcher clears the output queue entry and terminates the

operation. If needed for the transfer, the system correctly handles the logic of the Memory

Pointer field in the queues and the Overflow Pointer in the destination input dispatcher.

3. Interconnection Network, Memory Hierarchy, & Addressing. In the same way as

the cores in a chiplet are connected in a mesh, the accelerators in a chiplet are also connected

in a mesh (Figure 6.6). The different chiplets are connected with a high-bandwidth highly-

connected network. Like the cores, the accelerators access the cache-coherent, distributed

LLC of the cores and, if they miss there, they access memory. Accelerator scratchpads and

queues are directly addressed and, thus, not cacheable.

Cores and accelerators share the same virtual address space. Each accelerator has a TLB

that is accessed by the input and output dispatchers. On a TLB miss, the IOMMU shared by

the co-located accelerators loads the correct translation. On a page fault or other exceptions,

the accelerator operation stops, CPU is interrupted, and OS handles the exception.

4. Programming AccelFlow. AccelFlow proposes a new programming model and API.
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Programmers annotate the code of a service with which sections should be executed on which

accelerator. They also create one or more traces, which are graphs of accelerator invocations.

A trace does not have glue logic between the accelerators invoked in sequence—except for

branch conditions and data format transformations. Branches are encoded as simple bitwise

operations on one or multiple fields of an accelerator’s output. Data transformations encode

source and destination data format.

Currently, programmers construct traces either by using predefined templates (e.g., those

in Table 6.2) or by explicitly defining new traces through the API. The API specifies three

aspects: accelerator calling graph, branch conditions, and data format transformations. In

future work, we will explore ways to automate trace generation via compiler and runtime

infrastructures. Our simulator currently takes the instrumented code and the traces, and

models the execution in the simulated AccelFlow architecture.

Traces operate within a single microservice and cannot span multiple services, ensuring

independent scheduling and avoiding cross-service dependencies. Within a microservice,

AccelFlow allows traces to be triggered by network messages such as an RPC request in an

event-driven manner, or by a core. Traces remain confined to user-space code and the kernel

cannot directly invoke an accelerator on behalf of a microservice. Accelerator execution

remains within the control of the microservice runtime. This design ensures simplicity and

enhances performance.

6.6 EVALUATION

6.6.1 Evaluation Methodology

Modeled Architectures. We model a server-class processor with 36 cores and 128GB of

main memory. Cores and caches are modeled after Intel’s Sunny Cove microarchitecture [167,

168, 169] present in the IceLake server processors [97]. The processor has one chiplet with 36

cores and the LdB accelerator, and one chiplet with our remaining 8 accelerators. Table 6.3

shows the architectural parameters.

We model nine accelerators proposed in the literature: F4T [246] for TCP, QTLS [248] for

(De)Encryption, Cerebros [44] for RPC, ProtoAcc [249] for (De)Serialization, CDPU [253]

(De)Compression, and Intel DLB [257] for load balancing. Each accelerator has 8 PEs.

We evaluate five types of servers. Non-acc has no accelerators. The other four servers

orchestrate the same set of nine accelerators differently. They are: (1) CPU-Centric (as in

Section 6.3, accelerators are orchestrated by cores); (2) the state-of-the-art RELIEF [260]

design (as in Section 6.3, accelerators are orchestrated by a hardware manager); (3) the state-
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Table 6.3: Architectural parameters used in evaluation.

Processor Parameters

Processor 36 6-issue cores at 2.4GHz
OoO Core 352-entry ROB, 200-entry LSQ
L1 D-Cache 48KB, 12-way, 5 cyc. RT, 64B line,16 MSHRs
L1 I-Cache 32KB, 8-way, 5 cyc. RT, 64B line, 16 MSHRs
L2 Cache 512KB, 8-way, 13 cycles RT, 32 MSHRs
LLC Slice 2MB, 16-way, 36 cyc. RT, 32 MSHRs
L1 TLB 128 entries, 4-way, 2 cycles RT
L2 TLB 2048 entries, 8-way, 12 cycles RT

AccelFlow Parameters

Accel. Queues 64 entries in input queue and 64 in output queue
A-DMA Engines 10
PEs per Accelerator 8
Scratchpad 64 KB per PE in each accelerator
Queue - Scratchpad 10 ns latency and 100 GB/s band. (Max) for 1KB messages
Notification Average 80 cycles for an accelerator to notify a CPU core
Intra-Chiplet Net 2D mesh, 3 cycles/hop, 16B links
Inter-Chiplet Net Fully connected, 60 cycles [253], 1Gb/s/link

Main-memory

Size; Rate 128GB; DDR
Controllers 4 mem. controllers; 4 channels per mem. cntr.
Mem. BW 102.4GB/s per memory controller

of-the-art Cohort [263] design (which links pairs of accelerators that frequently go together,

but otherwise relies on the cores to orchestrate the accelerators); and (4) AccelFlow.

How We Model the Accelerators. An accelerator operates in three steps: it loads its

inputs, performs its computation C, and saves the results. Since the RTL-level design of

the accelerators is unavailable to us, we can only estimate the time taken by C indirectly.

Specifically, the literature provides, for each accelerator and input data set, the speedup

S that the accelerator delivers in its computation of C relative to a CPU. Then, in our

simulations, we assume that the speedup of the simulated accelerator over a simulated CPU

will be the same S. Hence, in our simulations, we model a CPU and measure how many

cycles it takes to execute computation C. Then, we assume the accelerator takes C
S

time

to perform its computation. As a reference, on average across all data sizes observed, the

speedups in the literature are 3.5 for F4T, 6.6 for QTLS, 20.5 for Cerebros, 3.8 for ProtoAcc,

4.1 and 15.2 for CDPU (de)compression and 8.1 for Intel LdB.

Simulation Infrastructure. We evaluate the architectures with full-system simulations

using QEMU [156] and SST [98]. QEMU captures both user-space and kernel-space instruc-

tions, memory accesses, and system calls. QEMU passes all the events to the Ariel core [281]
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in SST modified for high accuracy. The resulting system models the architectures and per-

forms cycle-accurate simulations. The simulation environment models the whole software

stack: OS (Ubuntu 20.04), container runtime (Docker-compose [18]), and the application

logic. Main memory is modeled with DRAM-Sim2 [99].

Applications. We run 8 SocialNetwork microservices from DeathStarBench [213]. To

model a realistic microservice environment, we take Alibaba’s production-level open source

traces [5] and pick 8 representative services from them that have similar size and call struc-

ture as the 8 SocialNetwork microservices. Then, we use the real-world invocation rates of

those Alibaba services in our evaluation. The average load per service is 13.4K requests

per second (RPS). We also run experiments with different loads. In this case, we use Pois-

son distributions for the request inter-arrival time. We use average loads of 5K, 10K, and

15K RPS. These experiments also include the HotelReservation and MediaServices from

DeathStarBench, to ensure that our results generalize across applications.

Area Overhead of AccelFlow. We compute the processor area via McPAT [102]. We use

the 32nm technology available with the tool, and then scale to 7nm [103]. The total area of

our baseline processor without accelerators is 122.3mm2: 83.1mm2 are the cores and their

private caches, 38.2mm2 the LLC, and 1.0mm2 the network.

The literature provides the areas of the (De)Serialization [249] and (De)Compression [253]

ASIC accelerators. The area of the Ser, Dser, Cmp, and Dcmp accelerators with 8 PEs and

8 scratchpads each is 0.6mm2, 0.9mm2, 9.1mm2, and 5.2mm2, respectively. Based on their

similar functionality, we estimate the TCP and (De)Encr to have similar area as Dcmp, and

the RPC and LdB accelerators to have similar area as the Dser accelerator. These nine

accelerators, with 8 PEs and 8 scratchpads each, take 44.9mm2.

Each accelerator has 64-entry input and output queues, and input/output dispatchers.

Each entry in the queues is 2.1KB. For the input/output dispatchers, we consider the worst-

case where each dispatcher has the same area as the Deserialization accelerator. These

queues and dispatchers for all accelerators take 3.4mm2, while the 10 A-DMA engines take

1.3mm2 [282] and the accelerator network takes 0.4mm2. We do not model the I/O and

IOMMU area. The rest of the hardware in the accelerator chiplet takes negligible area.

Of the total processor area, the combination of accelerators, queues, dispatchers, and

accelerator network takes 29.0%, while the accelerators themselves take 26.1% of the total

area. Hence, the total overhead of AccelFlow is less than 2.9% of the SoC.
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Figure 6.11: P99 tail latency of microservices in different architectures. Black stars indicate
the average latency of services.

6.6.2 Latency Reduction with AccelFlow

1. End-to-End Tail and Average Latency. The bars in Figure 6.11 show the P99

tail latency of microservices in the five architectures considered. The stars are the average

latency. In all services, AccelFlow has the shortest tail, followed by RELIEF or Cohort, then

CPU-Centric, and then Non-acc. On average, AccelFlow reduces the tail latency over Non-

acc, CPU-Centric, RELIEF, and Cohort by 90.7%, 81.2%, 68.8% and 70.1%, respectively.

AccelFlow attains greater reductions for services that most frequently invoke accelerators

(CPost), or that have frequent branches in the accelerator trace (Login). Then, fast accel-

erator communication and branch resolution help.

The longer tail latency of RELIEF over AccelFlow does not come from long communi-

cation latencies between the accelerators and the RELIEF orchestrator (the latter is in the

same chiplet as the accelerators). RELIEF’s limitation is that the orchestrator becomes

the bottleneck. Ignore the execution time of an accelerator and the communication time

between accelerator and orchestrator. Every time that an accelerator finishes, the time for

the orchestrator to get interrupted plus to process the information is ≈1.5 µs [260]. A Cpost

request uses 87 accelerators (some in parallel) as we will see in Section 6.6.4. Assume a

medium load of 10K requests/sec. The time the RELIEF orchestrator is busy for the 10K

requests that arrive in 1 second is 1.3 seconds. This causes the longer latency of RELIEF.

Cohort and RELIEF have similar tail latency. Cohort helps reduce its tail latency by

allowing some form of static chaining between two or more accelerators (Section 6.6.1).

This chaining can be exploited without involving the CPU and, by reducing centralized

contention, helps reduce the tail latency in Cohort.

The average latency follows the same trends as the tail, although the impact of AccelFlow

is smaller. AccelFlow reduces the average latency over Non-acc, CPU-Centric, RELIEF, and

Cohort by 77.2%, 53.9%, 40.7%, and 37.9%, respectively.

Figure 6.12 shows the P99 tail latency of various groups of DeathStarBench applications

117



Low Medium High Low Medium High Low Medium High0
5

10
15
20
25
30
35
40

P9
9 

Ta
il 

La
t. 

[m
s]

SocialNetwork HotelReservation MediaServices

Non-acc CPU-Centric RELIEF Cohort AccelFlow

Figure 6.12: P99 tail latency of microservices under different system loads.
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Figure 6.13: P99 tail latency of services with the successive addition of AccelFlow techniques.

with various system loads—rather than according to the real-world traces. We compare the

architectures for 3 load levels: Low (5K RPS), Medium (10K RPS), and High (15K RPS).

We see that AccelFlow significantly reduces the tail latency across all loads. However, it is

relatively more effective at higher loads because it relieves the contention on the centralized

manager. For example, on average, it reduces the tail latency over RELIEF by 55.1%,

60.9%, and 68.3% for 5K, 10K, and 15K RPS, respectively.

2. End-to-End Tail Latency Breakdown. Figure 6.13 shows the contributions of the

main techniques in AccelFlow that reduce tail latency with real-world production traces.

We apply these techniques one by one. In RELIEF, all 8 PEs of all 9 accelerator types

share a single centralized queue. With PerAccTypeQ, we distribute the queue so that there

is a queue for each accelerator type. Direct additionally uses traces and supports direct

data transfer between sequences of accelerators, eliminating the need for hardware manager

intervention. CntrFlow additionally upgrades output dispatchers to resolve branches in the

trace, eliminating CPU fallbacks. Finally, AccelFlow additionally upgrades dispatchers to

perform data format transformations and handle large input data that does not fit in an

input queue entry without involving the CPU.

All these techniques are effective. A separate queue per accelerator type (PerAccTypeQ)

reduces contention and improves load balance. Direct accelerator-to-accelerator commu-

nication is effective, especially for CPost, which has long accelerator sequences. Having

dispatchers that resolve branches in traces is beneficial, especially in services with frequent
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Figure 6.14: Maximum throughput of services in the five architectures plus an Ideal one.

dynamic control flow such as Login. Finally, processing large payloads and performing data

transformations is also effective. Overall, applying these techniques reduces the average tail

latency by 6.8%, 32.7%, 55.1%, and 68.7%.

3. Throughput Improvement with AccelFlow. Figure 6.14 shows the maximum

throughput that the architectures attain for the different services. This is the maximum

load that the architectures can sustain without violating the service SLO. We define the

SLO to be 5× the service execution time on an unloaded system [283, 284]. The figure

also shows an Ideal system that allows the accelerators to communicate directly without

incurring the overheads of branch resolution or data transformations. Accelerators improve

request throughput, but their impact is sensitive to how they are orchestrated. On average,

AccelFlow improves throughput over Non-acc by 8.3×, while RELIEF only manages 3.7×.

Further, AccelFlow is within 8.0% of the throughput of Ideal.

To further improve the performance, AccelFlow can use advanced scheduling policies in-

stead of FIFO. We re-evaluate AccelFlow with a policy that prioritizes those requests that are

closer to their deadline (Section 6.4.3). It can be shown that, with such a policy, AccelFlow

improves the throughput by an additional 1.6×.

6.6.3 Sensitivity Analyses

1. Processor Organization into Chiplets. Our processor has a core chiplet and an

accelerator chiplet. One could design the processor with one chiplet to reduce communi-

cation overheads, or with more chiplets to add flexibility. We evaluate P99 tail latency

of microservices for different numbers of chiplets: 1-chiplet ; 2-chiplets (the base design);

3-chiplets (TCP and (De)Encr in one chiplet; RPC, (De)Ser, and (De)Cmp in another);

4-chiplets (TCP and (De)Encr in one chiplet; RPC and (De)Ser in another; (De)Cmp in an-

other); and 6-chiplets (TCP, (De)Encr, RPC, (De)Ser, and (De)Cmp in separate chiplets).

As we separate the accelerators into more chiplets, the inter-accelerator communication is

more expensive. As a result, the tail latency of requests increases. The impact is significant:
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Figure 6.15: Breakdown of the service execution time.

going from 2 to 6 chiplets increases the tail latency by 14% on average.

2. Inter-chiplet Latency. Our default inter-chiplet latency is 60 cycles [253]. We also

evaluate the tail latency of microservices for AccelFlow with different numbers of chiplets as

we vary the inter-chiplet communication latency from 20 to 100 cycles. Inter-chiplet latency

becomes more important as we increase the number of chiplets. It can be shown that, as we

go from 60 to 100 cycles in 6-chiplet systems, the average tail latency increases by 45%.

3. Number of Accelerator PEs. Our base design has 8 PEs of each accelerator type. We

also evaluate tail latency of microservices under real-world invocation traces with different

number of PEs per accelerator in AccelFlow. It can be shown that on average, with 2

or 4 accelerator PEs, the tail latency of our base system increases by 35.8% and 20.1%,

respectively. On average, with 16 or 36 accelerator PEs, the tail latency of our base system

reduces by 6.2% and 12.3%.

6.6.4 Characterizing AccelFlow Operation

1. Components of the Execution Time. Figure 6.15 breaks down the execution time of

a microservice request in AccelFlow. It shows the time spent running on the CPU, running on

the accelerators, executing the orchestration logic (dispatchers), and communicating between

engines (i.e., accelerators, CPUs). The experiment runs on an unloaded system, i.e., with

one request at a time, to avoid the effects of contention. For the majority of services, the time

spent executing on accelerators dominates the total execution time, while the time spent on

the orchestration logic is on average only 2.2%. This is in contrast to existing schemes. For

example, it can be shown that RELIEF incurs an orchestration overheads of ≈10%.

2. Glue Instructions between Accelerators. When a sequence of accelerators executes,

the output dispatcher of each accelerator in the sequence follows the flowchart of Figure 6.10.

In most cases, an output dispatcher finds no branch, no end of trace, and no data transfor-

mation. In this case, the operation of the output dispatcher takes the equivalent of about

15 RISC instructions.
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Service Execution Path # Accels

CPost T1-CPU-4x(T9-T10)-CPU-3x(T9-T10)-CPU-T2 87
ReadH T1-CPU-T4-T5-CPU-T9-T10-CPU-T3 28
StoreP T1-CPU-T8-T7-CPU-T2 18
Follow T1-CPU-3x(T8-T7)-CPU-T2 30
Login T1-CPU-T4-T5-T6-T7-CPU-T2 29
CUrls T1-CPU-T8-T7-CPU-T3 19
UniqId T1-CPU-T2 9
RegUsr T1-CPU-T8-T7-CPU-T9-T10-CPU-T2 25

Table 6.4: Per-service execution path and total number of accelerators used per invocation.

When the output dispatcher finds a branch, it resolves the branch and moves the Position

Mark accordingly (Figure 6.10). In our services, the possible branch conditions are: Com-

pressed?, Exception?, Hit?, and Found?. Resolving them involves checking a single-bit field

in the output queue entry. On average, processing a branch adds the equivalent of about 7

additional RISC instructions.

If an end of trace is found, the dispatcher either reads an ATM location and moves the

trace in it to an input queue entry in an accelerator, or it invokes a DMA to deposit the

output data to memory, informs a CPU core, and clears the output queue entry. These

operations take the equivalent of 12 to 20 RISC instructions.

If a data format transformation field is found, the dispatcher loads the source data in

bulk, invokes the data transformation engine (Figure 6.9), and stores the data back to the

output queue entry in bulk. The number of RISC instructions executed by the dispatcher is

12 for 2KB payloads. Overall, in the worst case, an output dispatcher executes ≈50 RISC

instructions. In our services, the average number of instructions per output dispatcher

operation is ≈18.

3. Characterizing Traces. We analyze the execution of each service in our benchmark

suite and determine which traces of Table 6.2 it uses, in what sequence, and how many

accelerators it invokes. Table 6.4 shows the per-service execution path and the total number

of accelerators used per service invocation. We refer to traces as Ti, as defined in Table 6.2.

For example, the CPost service executes trace T1, then goes to the CPU, then executes 4

parallel invocations of the sequence of traces T9 and T10, returns to the CPU, then executes

3 parallel invocations of traces T9 and T10, returns to the CPU, and finally executes trace

T2. Overall, services use between 2 and 16 traces, and between 9 and 87 accelerators per

service invocation.
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6.7 RELATED WORK

Datacenter Tax Profiling. Hyperscalers studied how cycles are spent in datacenters [14,

15, 225, 243, 245, 285, 286, 287]. They observed that the tax consumes a large fraction of

cycles, which can be mitigated with hardware accelerators, potentially chained into a sea of

accelerators [245]. The profiling was done at a relatively high level, aggregating the results

across many systems. There is not enough information to get insights into how to orchestrate

multiple-accelerator execution. They focus on data analysis and not on system design.

Accelerators for Microservices. Many works explored the design of accelerators for in-

dividual sources of datacenter tax [43, 44, 45, 46, 114, 246, 247, 248, 249, 250, 251, 252, 253,

254, 255, 256, 257, 258]. They efficiently reduce individual overheads, such as TCP [246] or

RPC [44, 46, 114] processing. In contrast, AccelFlow is a scheme to efficiently orchestrate

multiple accelerators. Any accelerator with the standard interface can be integrated. Re-

searchers also proposed accelerators for application logic [288, 289, 290, 291, 292], such as

key-value stores [292] or databases [289]. AccelFlow can seamlessly integrate such accelera-

tors. Finally, researchers proposed specialized CPU architectures for microservices [31, 115,

185, 293]. AccelFlow can be implemented on top of different processor architectures.

Accelerator Orchestration. Researchers proposed scheduling schemes for processors

equipped with accelerators [259, 260, 261, 262, 263, 278, 294, 295, 296, 297]. Many rely

on a CPU core [259] or centralized hardware manager [260, 261] to orchestrate the accelera-

tors. Cohort [263] uses a software-oriented acceleration framework based on shared-memory

software queues to link accelerators. In the chapter, we compared AccelFlow to Cohort [263]

and RELIEF [260]. VIP [262] proposes a scheme that chains several accelerators so they

appear to the software as a single device. VIP is applied to coarse-grained video-processing

applications that always use the same set of accelerators in a chain; it cannot support the

fine-grained, dynamic behavior of microservices, which include dynamic control flows. Au-

RORA [278] proposes a coarse-grained scheme to virtualize accelerators for multi-tenant

DNN workloads. AuRORA is decentralized, but it does not orchestrate accelerator chains.

6.8 CONCLUSION

This chapter presented AccelFlow, the first accelerator orchestration framework for mi-

croservices. In AccelFlow, CPU cores build Traces that contain sequences of accelerators to

call and, potentially, branch conditions. The accelerators in the trace execute in sequence

without involving the CPU. Compared to the state-of-the-art, AccelFlow reduces P99 latency

by 70% and increases throughput by 120%.
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CHAPTER 7: Efficient Resource Utilization in Cloud-Native Services

7.1 INTRODUCTION

Despite the attractive benefits of serverless computing, current serverless workloads suffer

multiple overheads. The most important ones include lengthy startup latency [53, 63, 86,

187, 188, 298], large memory footprints that limit how many containers can be executing

concurrently [64], and frequent execution stalls due to RPC/HTTP invocations to call func-

tions or to access remote storage [189, 190, 191, 192, 193, 194, 195]. Existing techniques

address some of these shortcomings, but a lot of improvement is still needed. For example,

to reduce startup overhead, some systems keep the state of an idle container in memory for

a long time [63, 64, 65], aggravating memory limitations.

Recent measurements have revealed that serverless workloads frequently exhibit bursts of

invocations of the same function [63, 299], either from different end-users or from a single

one. Different end-users can create bursts of invocations to popular functions, triggered by

certain events. A single end-user may issue thousands of invocations of the same function

in seconds—e.g., in serverless video processing systems like ExCamera and Sprocket, to

parallelize real-time video encoding [25, 26]. In response to either case, current serverless

platforms spawn and execute many containers concurrently.

An analysis of state-of-the-art platforms shows how inefficiently this pattern is supported.

First, the execution of a function is most of the time blocked on synchronous wait operations,

and cores either remain idle or frequently context switch between containers of different func-

tions. Hence, response times degrade. Second, concurrent execution of multiple invocations

of the same function causes repeated I/O accesses to the same or similar data, and calls to

the same remote functions. The result is inefficient I/O bandwidth use. Finally, the different

invocations of the same function largely bring the same state to memory. If the system does

not allow memory sharing between invocations, the replicated state consumes substantial

memory, inhibiting the execution of other containers and increasing their startup overhead.

To improve performance under this typical behavior, this chapter introduces a new server-

less platform design named MXFaaS or Multiplexed FaaS. MXFaaS improves performance

by efficiently multiplexing (i.e., sharing) processor cycles, I/O bandwidth, and memory/pro-

cessor state between concurrently-executing invocations of the same function.

MXFaaS introduces MXContainer, a new container abstraction that can concurrently

execute multiple invocations of a single function and owns a set of cores. An MXContainer

has a Dispatcher process and multiple Handler processes. The dispatcher initializes the
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container in the first function invocation. At every function invocation, the dispatcher forks

a handler to serve the request. MXFaaS introduces three techniques, which address each of

the three aforementioned inefficiencies.

First, to enable efficient use of processor cycles, the dispatcher in an MXContainer carefully

suspends and resumes its handlers. Its aim is to ensure that, at any time, the OS can schedule

the oldest N ready-to-execute invocations of the function—where N is the number of cores

owned by the MXContainer. The resulting execution minimizes function response time.

Second, to enable efficient use of I/O bandwidth, the dispatcher coalesces remote storage

accesses and remote function calls from multiple invocations of the same function. The

coalesced storage requests can be for a single key or for a vector of them; the coalesced

function calls are for the same function. The result is lower network demands and reduced

pressure on storage and processors.

Finally, to enable efficient use of memory/processor state, the dispatcher first initializes

the state of the container and only later, on demand, spawns a handler process per function

invocation. With this design, all invocations share the unmodified initialization state (which

may comprise MBs of memory), reducing overall memory footprint and allowing more in-

stances to reside in memory at a time. Further, by executing these multiple invocations of

the same function on the owned cores, one also reuses the cache and branch predictor state.

There are some prior schemes that enable some reuse of memory state across concurrent

invocations of the same function [86, 189, 300, 301]—but not to the extent of our proposal.

The details are in Section 7.9. No prior scheme combines the use of CPU cycles or I/O

bandwidth across concurrent invocations of the same function.

We implement MXFaaS in the Apache OpenWhisk [57] and KNative [60] platforms. MX-

FaaS does not require any hardware or operating system (OS) support, or changes to user

functions. We evaluate MXFaaS with a diverse set of serverless benchmarks and show that

MXFaaS is very effective. Compared to a state-of-the-art serverless baseline [189], MXFaaS

on average speeds-up execution by 5.2×, reduces the P99 tail latency by 7.4×, and improves

throughput by 4.8×. In addition, it reduces the average memory usage by 3.4×. Finally,

MXFaaS outperforms an ideal scheme that predicts which containers will be needed next

and proactively warms them up, by an average of 2.1× (or 2.9× for high load).

This chapter makes the following contributions:

• A characterization of state-of-the-art serverless systems.

• The MXContainer abstraction.

• The MXFaaS serverless platform that enables efficient use of processor cycles, I/O band-

width, and memory state.

• An implementation and evaluation of MXFaaS.
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7.2 CHARACTERIZING RESOURCE INEFFICIENCIES IN FAAS ENVIRONMENTS

To understand the performance of serverless environments, this section analyzes real-world

serverless workloads and open-source serverless benchmarks running on OpenWhisk [57].

For the former, we use production traces from Azure’s serverless functions [191, 226] and

Alibaba’s microservices [5]; for the latter, we use functions from FunctionBench [171] and

applications from TrainTicket [78, 302]. We give more details in Section 7.6.

7.2.1 Inefficient Patterns

We observe a few inefficiencies in function implementation, application orchestration, and

resource provisioning.

Synchronous I/O within a Function. Serverless functions rely on remote storage to

maintain state. Functions are often of millisecond scale [63], and storage I/O can easily

dominate function execution time. Therefore, synchronous I/O in function code, as shown

in Figure 7.1a, is strongly discouraged as an anti-pattern [303]. Since synchronous I/O

is often needed due to data dependencies, the recommendation is to split a function into

multiple smaller functions and perform the I/O in between two functions. However, it may

not always be feasible to prevent synchronous I/O in functions. Moreover, developers often

fail to use disciplined coding practices.

Functions Calling Other Functions. To orchestrate serverless applications, it is com-

mon to let a function call other dependent functions—which resembles procedure calls in

traditional programming. Such practice is also an anti-pattern because such RPCs result in

a compound effect of synchronous waits, as shown in Figure 7.1b. Although this anti-pattern

is also strongly discouraged [304], we find that it is prevalent in existing serverless applica-
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tions. One reason is that many serverless applications originate from traditional microservice

applications that use RPCs to orchestrate applications.

Minimizing Startup Time. To minimize the start-up overhead of function invocations,

a number of optimizations have been developed. One approach is to keep an idle container

in memory for long, so its process and state can be reused when a subsequent invocation

of the same function arrives [63, 64, 65]. This optimization tends to increase the memory

footprint—potentially preventing other functions from executing concurrently due to lack of

memory. Reusing the process in a container also breaks the isolation expected of containers:

the state generated by one function invocation is visible to the next invocation [62].

Another approach is to keep container snapshots in disk and pre-load one when a request

for the corresponding function arrives [53, 86]. This approach and the previous one speed-up

the startup of individual requests, rather than targeting many concurrent requests in a burst.

Hence, on a burst, they consume substantial memory or create substantial disk traffic.

Other schemes such as SAND [300] and Faastlane [193] minimize startup time by creating

a single container for all the different functions of an application. However, this design

makes it harder to efficiently manage the hardware resources per container and scale the

number of containers, because the different functions in a container may have very different

hardware requirements and software dependencies. For scalability and resource management

efficiency, it is best to keep different functions in different containers.

7.2.2 Workload and Execution Characteristics

Invocations of the Same Function are Bursty. Serverless workloads exhibit bursts of

invocations of the same function [63, 299]. Figure 7.2 shows the distribution of the number

of concurrent invocations of the same function in real-world workloads, based on production

FaaS traces from Azure [226] and microservice traces from Alibaba [5]. The figure shows the

CDF distribution. In Alibaba, 50% of the invocations of a function are in bursts of 32 or

more concurrent invocations of the function. Azure traces are less skewed, but still, 20% of

the invocations of a function are in bursts of 8 or more concurrent invocations. This data is

a result of the goal of the serverless computing model to promote autoscaling and elasticity.

Idle Time Dominates Function Execution. We take serverless functions from Function-

Bench [171] and serverless applications from TrainTicket [302], and measure the idle time

during the execution of each function. We find that the two stall patterns of Section 7.2.1

are prevalent. All the 47 functions in the two suites exhibit one of the two patterns. We also

inspect other serverless benchmarks [192, 227, 228, 229] and observe the same patterns.
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Figure 7.2: Concurrent invocations of the same function in Azure and Alibaba FaaS traces.
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Figure 7.3: Busy and idle time of functions from FunctionBench and TrainTicket.

Figure 7.3 shows the busy and idle time of a representative set of these functions. Fig-

ure 7.3a shows functions that invoke synchronous I/O. On average, 68% of the execution

time of these functions is taken by idle time. It can be shown that all the 14 functions in

FunctionBench issue synchronous I/O requests, following the procedure of Figure 7.1a, where

the code first downloads data from remote storage, then processes it, and finally uploads the

results to the storage.

Figure 7.3b shows functions that call other functions. On average, 90% of the execution

time of these functions is idle time. In TrainTicket, it is common to have a calling pattern

as in Figure 7.1b. Of the 33 functions in TrainTicket, 13 have RPCs and the remaining

ones issue synchronous I/O (e.g., CreateOrd and PayOrd in Figure 7.3a). The 13 functions

that use RPCs issue on average 4.8 RPCs. As the leaf functions use synchronous I/O, the

inefficiency propagates along the call chains (Figure 7.1b).

There Is Substantial State Replication in Memory. When multiple invocations of the

same function execute concurrently, they frequently access the same data and instructions.

Unless a deliberate effort is made to ensure that the invocations share pages, a lot of data
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will be replicated in memory. The resulting large memory footprint will limit the number of

containers that can reside in memory at a time and hurt throughput.

To understand the extent of the problem, we measure the memory footprint of each

individual function in Figure 7.3a and break it into the three categories shown in Figure 7.4:

LibLd is the footprint of the shared libraries; Init is the footprint of read-only data that is

function-specific and independent of individual invocations of the function; and Handler is

the footprint of the per-invocation private data. The bars are normalized to 1 and, on top of

each, we show the total footprint in Mbytes. On average, LibLd, Init, and Handler account

for 66%, 24%, and 10% of the total footprint, respectively.
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Figure 7.4: Breakdown of the normalized memory footprint.

Under different FaaS schemes, concurrent invocations of the same function can share

different parts of the memory footprint. Specifically, schemes that spawn a VM for a function

invocation from a previously-generated snapshot (SEUSS [188], REAP [53]) do not enable

the sharing of any of these categories. The same is mostly true for schemes that fork the

execution of a function invocation from a template (SOCK [301] and Catalyzer’s sfork [86]).

Schemes that load the shared libraries into the container before forking a process to execute

the function invocation (SAND [300] and process-based Nightcore [189]) enable the sharing

of the LibLd footprint across function invocations. They save substantial memory.

In this chapter, we note that there is still a substantial amount of memory footprint

that can be shared across invocations of the same function: the read-only data that is

function-specific and independent of individual invocations of the function (Init). The av-

erage footprint of such data in Figure 7.4 is 20.4 MB. Our proposal with MXContainer will

be to delay the forking of a process for an invocation until such data is initialized once by

a special process (Dispatcher). As a result, all function invocations will automatically share

this data. Based on the numbers in Figure 7.4, this approach will allow us to keep in memory

on average 3.4× more concurrent function invocations than process-based Nightcore. The

result will be much higher concurrency and throughput.

There Are Concurrent Accesses to the Same Storage Locations. All the concurrent

invocations of the same function execute the same code and, intuitively, should access the
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same storage area for the same or similar data at similar times. If this is true, there is an

opportunity to merge the accesses to save I/O bandwidth. An analysis of production FaaS

Azure traces [191, 226] shows that 12% of the applications access the same data blob in all

of their invocations. Moreover, invocations access relatively few different blobs: 66% of the

applications access less than 100 different blobs across all invocations. More importantly, a

given blob is accessed in a bursty manner, offering opportunities for access merging. Fig-

ure 7.5 shows the CDF of the interarrival time of accesses to the same blob. It can be seen

that 18% and 54% of the accesses to a given blob happen within 1ms and 10ms, respectively.
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Figure 7.5: Inter-arrival time of accesses to the same blob.

In addition, blobs are typically small: 80% are smaller than 12KB. Hence, accessing many

blobs in parallel, for the same or different data, creates a network bottleneck—not due to

data volume, but due to connection overheads. Sharing and reusing connections for data

transmission can reduce the bottleneck.

7.2.3 Implications

Our analysis has revealed a few key bottlenecks in serverless environments with bursty

invocations of functions. First, functions are blocked on synchronous wait operations most

of the time. Hence, unless cores are scheduled intelligently, the response time of function

invocations can easily degrade substantially. Second, nodes issue similar requests to storage

and invoke similar functions. The result is unnecessary I/O bandwidth consumption and

pressure on storage and processors. Finally, containers consume substantial memory with

replicated state. As a result, serverless systems are often limited by available memory.

7.3 MXFAAS OVERVIEW

To eliminate the bottlenecks uncovered in our characterization section, we now propose

a new serverless platform design called MXFaaS or Multiplexed FaaS. MXFaaS optimizes

execution during bursts of invocation requests for the same function—a typical occurrence in
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Figure 7.6: Overview of the MXFaaS serverless platform. The blue circles represent cores.

serverless environments. Unlike current platforms, MXFaaS leverages the synergies between

these concurrent requests. More specifically, it efficiently multiplexes (i.e., shares) processor

cycles, I/O bandwidth, and memory/processor state between concurrent invocations of the

same function. The result is a higher throughput and lower latency serverless environment.

MXFaaS introduces a new container abstraction called MXContainer or Multiplexed Con-

tainer, which can concurrently execute multiple invocations of the same function and owns a

(potentially changing) set of cores. An MXContainer has a Dispatcher process and multiple

Handler processes. The dispatcher initializes the container in the first function invocation.

At every function invocation, the dispatcher forks a handler to serve the request. The mul-

tiple handlers concurrently execute invocations of the same function on different cores.

MXFaaS introduces three techniques, which improve the utilization of three key resources.

First, to enable efficient use of processor cycles, the dispatcher in an MXContainer carefully

suspends and resumes its handlers. Recall that a typical function execution is blocked most

of the time, due to accesses to remote storage or to calls to other functions. Therefore,

cores either remain idle for large periods or frequently context switch between containers

of different functions. However, in an MXContainer, since the dispatcher has forked the

handlers, the dispatcher can suspend and resume them. The dispatcher’s aim is that, at any

time, the OS can only schedule the oldest N ready-to-execute invocations of the function—

where N is the number of cores currently assigned to the MXContainer. The dispatcher

buffers the remaining set of invocations of the function, whose handlers may or may not be

blocked on I/O or function calls. The result is efficient execution that minimizes average

and tail response time.

Second, to enable efficient use of I/O bandwidth, the dispatcher combines remote storage

accesses and remote function calls from multiple handlers running invocations of the same

function. To support storage request combining, the dispatcher keeps a table with the

outstanding storage accesses. When the dispatcher is about to issue a remote request, it

checks the table and, if there is a matching request, it combines the two accesses. If there is
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no matching request, the dispatcher waits for some time before issuing the request—in the

hope that an upcoming request can be combined with it. Combined storage requests can

refer to a single key or to a vector of them.

In addition, the dispatcher combines function calls to the same function—for the same or

different inputs. The overall result of combining storage accesses and remote function calls

is lower network bandwidth needs and reduced pressure on storage and processors.

Third, to enable efficient use of memory/processor state, the dispatcher first initializes

the MXContainer state and after that, on demand, spawns a handler process per function

invocation. With this support, all invocations share the unmodified initialization state (LibLd

plus Init in Section 7.2.2 and Figure 7.4)—while protecting their private data via copy-on-

write. The result is a reduced memory footprint, which enables more containers to reside in

memory at a time and, therefore, effectively reduces startup overhead.

Further, by executing these multiple invocations of the same function on the owned cores,

the MXContainer also enables reuse of the cache and branch predictor state.

7.4 MXFAAS DESIGN

Figure 7.6 shows the MXFaaS serverless platform. It has a Load Balancer and, in each

node, an Invoker and one or more MXContainers. An MXContainer manages the concurrent

execution of multiple invocations of a function on a node, and owns a (dynamically changing)

set of local cores. A node can have MXContainers for different functions, but at most only

one for a given function. Different nodes may have MXContainers for the same function.

The dispatcher in an MXContainer admits requests for the function. It buffers those that

are: blocked on I/O and unable to run, or ready to execute but lack a core to run on. It only

allows the OS to schedule as many ready-to-execute invocations as cores the MXContainer

owns. The dispatcher regularly informs the node’s Invoker of its buffer’s utilization.

When an Invoker observes that a local MXContainer becomes overloaded or underloaded,

it dynamically changes the number of local cores assigned to it. When an MXContainer is

overloaded and unable to get more cores, the global Load Balancer is informed. Then, the

Load Balancer allocates another MXContainer for the same function in another node. From

then on, the Load Balancer dynamically shares the load between the two MXContainers.

7.4.1 MXContainers for Sharing Processor Cycles

As shown in Section 7.2.2, a typical serverless function spends most of its time blocked,

waiting for data from remote storage or for the return of an RPC. In some current systems,
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the OS does not preempt the blocked request because the FaaS platform has purposely

limited the number of concurrently-running requests. In other systems, the FaaS platform

allows over-subscription. Hence, the OS preempts the blocked request and schedules another

request for the same or another function. Unfortunately, this operation is inefficient without

special support: the OS interleaves the execution of multiple containers without deliberately

trying to complete older function requests first. The result is degraded average and tail

response time.

The MXContainer approach solves this problem by having the dispatcher help manage the

scheduling of the handlers. Recall that the dispatcher has spawned the handler processes and,

hence, can suspend/resume them. In an MXContainer, the dispatcher maintains a buffer

(HandlerBuffer) with the handlers that are ineligible to run. These handlers correspond to

function invocations that: (1) are blocked on I/O or RPCs and therefore unable to run,

or (2) are ready to run but are not the oldest N ready-to-execute invocations—where N is

the number of cores currently owned by the MXContainer. Effectively, the dispatcher only

allows the OS to schedule the handlers for the oldest N ready-to-execute invocations of the

function; the rest are kept buffered in HandlerBuffer. This functionality minimizes average

and tail response time.

This functionality is supported as follows. First, when the dispatcher initially forks a

handler process for a request, the dispatcher (1) records the handler’s sequence order and

(2) if all the owned cores are busy, it suspends and buffers the handler in HandlerBuffer,

marking it as Ready. Second, when a running handler reaches a blocking call, the call

is redirected to the dispatcher, which buffers the handler in HandlerBuffer, marking it as

Blocked. Finally, when the response for the remote storage access or RPC call is received, the

dispatcher intercepts it, passes the value to the corresponding handler and, depending on the

handler’s sequence order, it either (1) keeps the handler suspended in HandlerBuffer, now

marked as Ready, or (2) resumes this handler and suspends a younger, running handler of

the same function. Again, the dispatcher can do this because it has spawned both handlers.

Figure 7.7 shows an example of this mechanism. Figure 7.7a shows a possible timeline of

a function execution; the function spends some time waiting for I/O. Figure 7.7b shows the

execution of six invocations of the same function in an MXContainer that owns two cores.

The invocations are ordered based on arrival time from left to right. An invocation can be

either using the CPU (Busy) or buffered in HandlerBuffer marked as Blocked or Ready. At

time t0, the dispatcher picks the two oldest invocations: Invoc1 and Invoc2. At t1, it picks

Invoc3 and Invoc4 over Invoc5 and Invoc6. At t2 and t3, it again picks older invocations over

Invoc5 and Invoc6.

Using the Shortest Remaining Processing Time first (SRPT) algorithm can further reduce
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Figure 7.7: Interleaving of function invocations in two CPUs.

the response times when the execution time of the requests has a high variation. In practice,

the requests of a given function in FaaS environments are of similar size and duration even

when using different inputs [197, 305]. Moreover, SRPT requires estimating the remaining

execution time. Consequently, we do not use SRPT.

Overall, in MXContainers, function invocations share processor cycles in a way that min-

imizes average and tail response time.

7.4.2 MXContainers for Sharing I/O Bandwidth

As multiple handlers in an MXContainer concurrently execute multiple invocations of the

same function, these handlers are likely to issue requests for the same storage area (and

potentially even the same keys). They are also likely to issue RPCs for the same functions,

possibly even using the same argument values. Recall that the dispatcher intercepts all

these blocking requests. This fact offers the ability to combine storage accesses or RPCs

from multiple handlers—minimizing the network load and the pressure on storage and CPUs.

We consider the two types of combining.

Remote Storage Access Combining. To combine remote storage accesses, the dispatcher

keeps a software Miss Status Holding Table (MSHT). The MSHT has an entry for each

outstanding storage access from this MXContainer. It is analogous to the hardware structure

that records outstanding cache misses in cores.

When the dispatcher is about to issue a read to remote storage, it checks the MSHT.

If there is already an outstanding read to the same key, the dispatcher issues no request.

Instead, it combines the two read requests by augmenting the existing MSHT entry with

additional information. When the key is received by the node, it will be passed to both the

initial and the new requesting handlers.
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If the dispatcher wants to issue a read and there is an outstanding write to the same key,

or wants to issue a write and there is an outstanding access to the same key, the dispatcher

delays its request until the previous access completes.

If the dispatcher is about to issue a remote storage access and does not find an existing

entry in the MSHT for the key, it waits a certain time period (Tmerge) before issuing the

request. The goal is to coalesce the request with any subsequent requests to the same or

different key that may come within a small time period—and therefore issue a single request

instead of several. When the dispatcher combines requests for different keys, it issues one

vectorized request to the remote storage. The MSHT records which handler accessed which

key. When the dispatcher receives the response, it unfolds the vector and forwards the

correct values to the appropriate reading handlers.

Figure 7.8 is an example of accesses to different keys without (a) and with (b) coalescing.
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Figure 7.8: Storage access coalescing in MXFaaS.

When the load is low, delaying a request may not result in a merging event and, instead,

can cause an increase in average and tail latency. Thus, the dispatcher monitors the load

and dynamically decides whether to enable merging.

Function Call Combining A similar strategy could be used to combine RPCs to functions.

However, functions may have side effects, which means that the outcome of two calls with

the same argument values may be different than the outcome of one single call. Hence, the

safe approach to combining involves delaying the RPC for Tmerge cycles and, if other RPCs

to the same function are detected in the meantime (with or without the same argument

values), bundle them all in a single I/O transaction that requires executing all the function

calls at the destination node.

A special case is functions that, when invoked with the same inputs, produce the same

outputs and have no side effects. If the programmer knows that a function behaves in this

way, she can annotate the function as pure. For pure functions, the dispatcher maintains a

table recording the set of {inputs, outputs} tuples observed in the past. When the dispatcher

is about to call a pure function with certain input values, it checks the table. If it finds an
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entry with the same inputs, it reads the outputs and skips the RPC. Pure functions are

common: in the SeBS [229], TrainTicket [78], and FunctionBench [171] benchmark suites,

50.0%, 57.6%, and 60.0% of the functions, respectively, are pure.

7.4.3 MXContainers for Sharing Memory and Processor State

The MXContainer for a function instance has a dispatcher process and multiple handler

processes. In the first invocation of the function, the dispatcher first executes the function

initialization. In every invocation of the function, including the first one, the dispatcher

forks a handler process that executes the function. With this design, the different handlers

automatically share the unmodified initialization state (LibLd and Init in Section 7.2.2) and,

on a write, create private page copies via copy-on-write. This is in contrast to previous

FaaS schemes, where different invocations of the same function share at most LibLd. As

shown in Figure 7.4, Init is large. When many handlers are running concurrently, sharing

Init pages rather than replicating them reduces the memory footprint significantly. As a

result, the MXContainer approach substantially reduces the total memory footprint of the

multiple concurrent invocations relative to previous FaaS schemes. The smaller footprint

frees-up space for containers of other functions.

With MXContainers, the startup overhead of the multiple concurrent invocations is re-

duced, as it is paid only once for the first invocation of the burst. Given the short-lived ex-

ecution of functions, reducing the startup overhead speeds-up execution significantly. Note

that, in an MXContainer, each function invocation is executed in the address space of a new

process. No process is reused to execute multiple function invocations. Thus, MXContainers

avoid the security and correctness issues of reusing a process for multiple invocations.

Serverless functions do not typically write to files because their updates are not persistent.

However, they could read from read-only files or write to temporary files. Hence, if we allow

multiple processes to run concurrently inside the container, we need to ensure there are no

data races in file updates. To achieve this, we develop a scheme similar to copy-on-write

memory pages. As long as a handler process only reads from a file, it can use the shared

initial file. However, once the handler tries to perform an update to the file, it creates its

own temporary file, with a unique name. From this moment on, all reads and writes by the

handler are done on the new temporary file. When the handler completes its execution, all

of its temporary files are discarded.

An alternative would be to use existing container primitives such as namespace and

chroot. However, these primitives are inefficient because they require copying all the files

before the handler starts execution.
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Finally, since all these multiple invocations of the same function run on the cores owned

by the MXContainer, their processes reuse the cache and branch predictor state with each

other. Individual functions typically have low divergence in the set and order of executed

instructions across different invocations (even with different inputs) [197, 305]. Thus, the

MXContainer design significantly reduces the misses in caches and branch predictors.

7.5 MXFAAS IMPLEMENTATION

We build MXFaaS in both OpenWhisk [57] and KNative [60], two serverless cloud plat-

forms. In this section, we discuss a few important implementation aspects.

7.5.1 Function Runtime

We implement the MXFaaS runtime with 1.2K lines of Python code. Users can write func-

tions in any language that supports the forking mechanism. The initialization of a function

is performed by importing a module (for Python functions) or by loading a shared library

(for C/C++/Rust functions). We discuss support for additional languages in Section7.8.

As indicated in Section7.4.1, the dispatcher in an MXContainer intercepts the blocking

calls in handlers. A function can employ various library APIs to invoke other functions or

to perform I/O. In Python, most communication libraries such as requests, redis, minio,

pymongo, and boto3 call APIs from the recv family of Python’s socket module (e.g., recv,

recv from, recv into) to block. Hence, we overload all these socket APIs with wrappers

that inform the dispatcher when a handler (identified by its PID) calls a block API. When

the dispatcher is notified, it calls the socket API on behalf of the handler (after suspending

the handler). Later, the dispatcher receives the response and informs the handler.

To be able to support other languages, the dispatcher needs to intercept blocking calls

beyond Python’s socket module.

We inspect blocking I/O and RPC libraries from different languages and find that they

eventually invoke the recvfrom system call. MXFaaS uses LD PRELOAD [306] to intercept

target system calls in user mode. When a recvfrom system call is captured, the wrapper

forwards the handler PID and call arguments to the dispatcher. The rest of the algorithm re-

mains unmodified. In over 110 open-source functions analyzed, we did not observe any other

blocking calls that are long enough to be exploited. There are some local OS blocking calls,

but these operations are too short to be exploited for scheduling within an MXContainer.

We implement copy-on-write for files by intercepting system calls for filesystem operations,

such as open, read, and write. While the handler does not update the file, it can read from
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the original shared file. Once it tries to update the file via the write call, we copy the initial

file to a temporary file and save the translation from the initial file name to the newly-created

file name. All later operations to the file are redirected to the temporary file.

We implement the I/O access combining support for Redis. Specifically, the dispatcher

intercepts get and put requests by handlers. For a get, if there is an outstanding get for the

same key, the dispatcher augments the existing MSHT entry with new information. Then,

when the dispatcher receives the response, it forwards it to all handlers that requested it.

Otherwise, the dispatcher coalesces multiple requests to different keys issued within Tmerge

into one collective request. It sends one mget/mput request instead of many get/put. Other

storage services can be supported in similar ways.

7.5.2 Serverless Platform

MXFaaS requires platform modifications to set the number of MXContainers in the sys-

tem and the number of cores for each MXContainer. Initially, the load balancer picks a

node for each MXContainer. In a given node, MXFaaS divides the cores among different

MXContainers based on their relative needs. To estimate the core needs of MXContainers,

we dynamically measure: (1) the fraction of requests for each type of function and (2) the

time that handlers spent buffered in state Ready in the HandlerBuffer of each MXContainer.

Based on the measurements, MXFaaS sets (and adjusts) the number of containers in the

whole platform for each function and the number of cores assigned to containers.

Consider the MXContainer of a function in a node. Let C be the number of cores in the

node, R the overall number of function requests per second (RPS) received by the node,

and F the RPS for the function supported by the MXContainer. Then, the MXContainer is

assigned max(C× F
R
, 1) cores in the node. At the same time, MXFaaS monitors the average

amount of Ready time per function invocation in each MXContainer. It checks such time

against two thresholds: a low one (LowReady) and a high one (HighReady). If the average

Ready time in an MXContainer is higher than HighReady, MXFaaS first tries to get more

cores for the MXContainer by stealing local cores from another MXContainer whose average

Ready time is less than LowReady. If the MXContainer is unable to get the necessary local

cores, MXFaaS creates a new MXContainer for the same function in another node.

To deal with transient loads, MXFaaS sets aside a pool of idle cores on every node. When

an MXContainer experiences a load spike, the invoker first takes cores from the pool before

stealing cores from other containers in the node. When the load for the container drops, it

returns cores back to the pool. The dispatcher observes if the load changes quickly and, if

so, it can further reduce LowReady to prevent a container from returning cores too soon.
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We changed the implementations of OpenWhisk’s invoker and load balancer [307, 308].

The invoker works with MXContainers in addition to traditional containers: it is informed of

the MXContainer load and allocates CPU cores accordingly. The load balancer is informed

of any MXContainer overload. The modifications required about 400 lines of Scala code.

For KNative, we modified the autoscaler and activator [309, 310], which play a similar

role as the load balancer and invoker in OpenWhisk. The modification is identical to that

of OpenWhisk but written in about 300 lines of Go code.

7.5.3 Multitenancy and Security Implications

MXFaaS follows the multitenancy security model of existing serverless platforms [311]: a

container belongs to a tenant, and different end-users can issue service requests that can be

executed in the same container without special security protections.

Requests executed in different MXContainers do not share any state and run on different

cores. In this chapter, we assume that it is safe to collocate multiple MXContainers from

different tenants in the same server. Requests executed in the same MXContainer use

process-level isolation: they share initialization state but cannot access each others’ private

data. Moreover, they execute on the same cores. Therefore, it is potentially easier for them

to use shared hardware resources such as MSHRs, branch predictors, and caches as side

channels. Most of these side channels already exist in current systems. An analysis of the

resulting security implications is beyond this work’s scope.

7.6 METHODOLOGY

Evaluation Environment. We evaluate MXFaaS on OpenWhisk and KNative in a 15-

server cluster. Each server has an AMD EPYC 1-socket 7402P processor with 24 cores (2-way

multi-threaded), 128GB DRAM and a 128MB LLC. Each server runs Ubuntu 20.04.2 LTS.

In this chapter, we only discuss the results from OpenWhisk. The KNative results are similar

because MXFaaS is not specific to the underlying system.

Baseline System. To serve as baseline, we have emulated the state-of-the-art Night-

core [189] on top of OpenWhisk and KNative. Each container can support up to a maximum

number of process-based invocations of the same function. The processes are forked when

the libraries are loaded—i.e., before the function initialization. Therefore, unlike MXFaaS,

processes can only share the LibLd state in Figure 7.4. If there are more concurrent invo-

cations than the maximum allowed, the additional requests are buffered and run later when
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Table 7.1: Serverless benchmarks used in the evaluation.

Benchmark Description

Standalone Functions

LR-serv ML model serving: Logistic regression
CNN-serv ML model serving: CNN-based image classification
RNN-serv ML model serving: RNN-based word generation
ML-tr ML model training: Logistic regression
VidConv Video processing: Apply gray-scale effect
ImgRot Image processing: Rotate image
ImgRes Image processing: Resize image
CreateOrd Web service: Write created order to database
PayOrd Web service: Withdraw money from account

Serverless Applications

TcktApp Get all tickets for a given trip (15 functions)
TripInfApp Get information about the trip (24 functions)
GetLeftApp Get unsold tickets for a given time frame (5 functions)
CancelApp Cancel an order (4 functions)

some of the previous invocations complete.

Evaluated Functions and Applications. We use functions from FunctionBench [171], a

suite that includes ML training, ML model serving, and image/video processing. We choose

FunctionBench because it is widely used in prior serverless research [53, 64, 136, 312, 313,

314]. Since FunctionBench does not include functions from the popular web services, we

include two standalone web functions from TrainTicket [302], a large serverless application

suite (CreateOrd and PayOrd). Web-service functions are more lightweight than those in

FunctionBench (Figure 7.3a). The complete set of functions evaluated is in the upper part

of Table 7.1. We also use serverless applications composed of several functions that call

each other. We select four representative applications from TrainTicket [302] (lower part of

Table 7.1). We use Redis [315] as the storage service for all the evaluated functions. To be

conservative, we annotate no function as pure (Section 7.4.2).

Workloads. We evaluate MXFaaS under low, medium, and high load levels, corresponding

to an average of 450 requests per second (RPS), 1000 RPS, and 1800 RPS, respectively. We

choose these low, medium, and high load levels as they drive the CPU utilization in our

MXFaaS environment to ≈ 25%, 50%, and 70%, respectively, which is representative [152,

316, 317, 318]. Also, like in prior research on serverless systems [136, 196, 300, 319, 320, 321,

322], we use the Poisson distribution to model request inter-arrival time.

Parameter Setting. We perform sensitivity analyses to determine the values of MXFaaS

parameters. For Tmerge, we set 1ms. We set the SLO of a request to 2× the execution

time of the same request on an unloaded system. This is more conservative than the prior
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art [319, 320]. When the average response time gets close to 1.5× the unloaded execution

time, MXFaaS considers the corresponding MXContainer to be getting overloaded. Thus,

we set HighReady to 40% of the function execution time. When the average response time

is close to the unloaded execution time, MXFaaS considers the corresponding MXContainer

to be underloaded. Thus, we set LowReady to 10% of the function execution time.

An MXContainer only accepts a certain number of concurrent function invocations. Such

number depends on the number of cores it owns (N), the average busy (B) and idle (I)

time of an invocation, and the HighReady threshold. Specifically, the execution time of a

request is I+B. Within the I period, we can squeeze in I
B

additional requests. Therefore,

the total number of requests executing in N cores is N × (1 + I
B
). If we are willing to

add HighReady delay to each I+B execution without violating the SLO, the response time

becomes I+B+HighReady. If the number of requests to get the response time I+B is

N × (1 + I
B
), then using a simple proportion we can derive that the number of requests to

satisfy the response time I+B+HighReady is N× (1+ I
B
)× (1+ HighReady

I+B
). Of these, N are

running and the rest are queued in the HandlerBuffer. An MXContainer dynamically targets

this number of queued requests. The dispatcher informs the invoker about the number of

queued requests every 200ms. If the queue goes over this number, the dispatcher requests

the invoker to provide extra cores or offload some of the future requests to another server.

7.7 EVALUATION

In this section, we evaluate MXFaaS’ end-to-end latency reduction, its resource efficiency,

its scalability, and a comparison to proactive container creation techniques.

7.7.1 End-to-end Latency Reduction

We measure MXFaaS’ ability to reduce the end-to-end latency of requests that invoke

serverless functions or applications. The end-to-end latency of a function or application

invocation is the time from when the client sends a request until when it receives the result.

We normalize the MXFaaS latency to the latency with Nightcore [189], which is our state-

of-the-art baseline.

Average Speedups. Figure 7.9a shows the speedups of MXFaaS over the baseline, for low,

medium, and high system loads. From left to right, the figure shows bars for the functions,

their average, the applications, and their average. On average across all benchmarks and

load levels, MXFaaS delivers a speed-up of 5.2×.

140



LR
-se

rv

CNN-se
rv

RNN-se
rv

ML-t
r

Vid
Con

v
Im

gR
ot

Im
gR

es

Crea
teO

rd
Pay

Ord

Fun
cAv

g

Tck
tApp

Trip
Inf

App

GetL
eft

App

Can
cA

pp

App
Av

g0
2
4
6
8

10

Av
g.

 S
pe

ed
up

Functions Applications

Low Load Medium Load High Load

(a) Speedups for various loads.
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(b) Speedup breakdown aggregated across all three load levels.

Figure 7.9: Speedups of MXFaaS over Nightcore.

MXFaaS achieves higher speedups with higher loads because more requests benefit from

the multiplexing. Under high load, the latency of baseline increases substantially, as the

baseline does not exploit the idle times per request and, therefore, supports limited par-

allelism. The result is an inefficient use of processor cycles and queuing of ready requests

even though CPUs are idle. This queuing effect is amplified in short-lived functions. For

example, the web-service functions (CreateOrd and PayOrd) have a high baseline overhead

(as they have the shortest execution) and thus they benefit substantially from MXFaaS.

Figure 7.9b shows the contributions of each of the three MXFaaS components to the

average speedup. The numbers are aggregated across all three load levels. We apply the

three components one by one: sharing memory and processor state (Section 7.4.3), sharing

processor cycles (Section 7.4.1), and sharing I/O (Section 7.4.2). All the techniques are

effective. They deliver average speedups of 1.9×, 1.9×, and 1.4×, respectively. Processor

cycle sharing especially helps functions with relatively longer idle time due to blocking. I/O

sharing has higher contributions in serverless applications, where functions have smaller data

volumes and more communication. Finally, memory and processor state sharing especially

helps ML functions that share a large model and a large input dataset.

Tail Latency. MXFaaS significantly reduces the tail latency of the function/application

requests. Figure 7.10 shows the P99 tail latency in MXFaaS for different loads normalized to
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that in the baseline. On average across all benchmarks and loads, MXFaaS reduces the P99

tail latency by 7.4×. As the load increases, the reduction also increases. In the baseline, the

tail latency is high due to queuing effects when requests are waiting for resources. MXFaaS

reduces the tail latency in two ways. First, it only lets the OS schedule the oldest N ready-

to-execute invocations of a function, where N is the number of cores owned by the function’s

MXContainer (Section 7.4.1). Second, it uses memory and processor state more efficiently.
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Figure 7.10: Normalized P99 tail latency.

7.7.2 Resource Efficiency

MXFaaS significantly improves resource efficiency, which results in higher throughput. In

this section we consider several aspects.

Container CPU Utilization. We compare the CPU utilization in MXContainers and

in the baseline containers. Figure 7.11 shows the container CPU utilization over time in

MXContainers and in the baseline, while executing CNN-serv (the least idle workload) and

CreateOrd (the most idle workload). We see that the CPU utilization of the MXContainer

is around 90-100% most of the time, thanks to efficiently multiplexing many function invo-

cations in the container. The CPU utilization of the baseline container is highly fluctuating

and often very low.

Since the MXContainer already drives the system to near 100% container CPU utiliza-

tion, accepting more ready function invocations to compete for cores would only lead to

CPU contention. Such contention would degrade performance. To validate this point, we

conducted a sensitivity analysis by allowing the OS to schedule more ready-to-run function

invocations than the amount of cores owned by the MXContainer (Section 7.4.1). It can be

shown that, allowing 20% and 50% more ready requests to contend for scheduling, increases

the tail latency by 1.6X and 4X, respectively.

System Throughput The higher CPU and memory efficiency results in improved system

throughput. We define System Throughput as the number of concurrent requests that the
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Figure 7.11: Container CPU utilization over time.

system can process before the average response time becomes twice that of an unloaded

system. We show the value in Table 7.2, based on workload classes. MXFaaS increases the

average throughput by 4.8× over the baseline.

Table 7.2: System throughput in MXFaaS and in the baseline.

Workloads Baseline MXFaaS Improvement
(Req/s) (Req/s) (Times)

ML-functions 900 4100 4.6
Img/Video Processing 1250 6000 4.8
WebServices 1800 9000 5.0
TrainTicket Apps 200 900 4.5

Average 1037.5 5000.0 4.8

I/O Bandwidth Savings We measure the effect of MXFaaS’ I/O sharing technique. Fig-

ure 7.12 shows, for Baseline and MXFaaS, a histogram of the latency to fetch the data from

global storage. The figure corresponds to the ImgRot function under the high system load.

The two designs that we compare include the recently-proposed caching scheme in [191].

From the figure, it can be shown that MXFaaS reduces the median latency from 0.49s to

0.34s. The effect on the tail latency is even more substantial: the latency decreases from

5.81s to 1.76s. The reason is that I/O combining relaxes the pressure on the network and on

remote storage. We also see that a large number of MXFaaS requests have very low latency,

as a result of hitting in the MSHT (Section 7.4.2).

To pick the value of Tmerge, we performed a sensitivity study. As we increase Tmerge, the

fraction of merged I/Os also increases. However, the tail latency of the data fetches also

increases. We pick a Tmerge value equal to 1ms, which merges substantial requests without

affecting the tail latency much. Figure 7.13 shows the fraction of merged I/Os and the tail

latency of data accesses for the ImgRot function and the high load, as we vary Tmerge. We
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Figure 7.12: Histogram of data fetch latency for the ImgRot function.

see that, for the chosen Tmerge value, MXFaaS merges 46% of I/Os.
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Figure 7.13: Sensitivity study of Tmerge for the ImgRot function.

The percentage of merged I/Os depends on the data fetch latency and the system load.

Across all applications and loads, MXFaaS reduces the number of I/Os by 24%-83%, with

an average of 52%. On average, a pending request in the MSHT combines with 6.1 other

requests. Further, a request stalling for Tmerge combines with 3.2 subsequent requests.

Memory/Processor State Reuse The MXContainer design enables substantial sharing

of memory and processor state across invocations of the same function. Figure 7.14 shows

the average memory footprint in baseline and in MXFaaS across all the three loads. In the

figure, the bars are normalized to the footprint in MXFaaS. The numbers on top of the bars

are the absolute values of the footprint in Baseline and MXFaaS in GBytes. From the figure,

it can be shown that MXFaaS reduces the average memory footprint of the functions and

applications by 3.4× (from 67.2GB to 19.5GB). Higher loads lead to higher reductions.

To reason about the branch and cache state reuse, we use the hardware performance

counters [323] of the servers to measure the number of misses in the branch predictor and

in the caches. We consider two cases: MXFaaS deliberately schedules the requests for the

same function on the same set of cores (Case 1), and MXFaaS lets the OS schedule the

requests on any currently available core (Case 2). Figure 7.15 shows the measured Misses

Per KInstruction (MPKI) in L1 caches, L2 caches, and branch predictor, and the average

response time of requests in Case 1 normalized to those in Case 2. The figure shows data

for each function. On average, MXFaaS reduces the L1, L2 and branch MPKI by 46%, 43%,
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Figure 7.14: Normalized memory footprint in baseline and in MXFaaS averaged across all
three loads. The numbers on top of the bars are the absolute values in GB.

and 45%, respectively, which translates into a 30% reduction in the response time.
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Figure 7.15: Microarchitectural state reuse in MXFaaS and its impact on the response time.

7.7.3 Scalability

MXFaaS is a scalable FaaS platform. We conduct a scalability experiment with three

cluster sizes: 10, 15 (default) and 20 servers. Figure 7.16 shows the speedup of MXFaaS

over baseline across all benchmarks with medium load for the three cluster sizes. As the

cluster size increases, MXFaaS achieves higher relative speedups over the same-size baseline.

On average, MXFaaS speeds up the execution by 4.4×, 5.2× and 6.1× with 10, 15 and

20-server clusters.

7.7.4 Comparing to Proactive Container Creation

There are several techniques that reduce FaaS startup-time by predicting which containers

will be needed next, and proactively allocating and preparing them [63, 187, 319, 320, 324].

Instead of comparing MXFaaS with each technique individually, we compare MXFaaS with

the best-case scenario: the prediction technique is 100% correct and there is no cold-start

time—if there is enough memory space for the container.
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Figure 7.16: Speedup of MXFaaS over the baseline for different cluster sizes.

Figure 7.17 compares MXFaaS with this best-case scenario. It shows the average response

time of functions under low, medium and high loads. We show a representative function

(CNN-serv) and application (TcktApp). On average across the three loads, MXFaaS reduces

the response time over this ideal scheme by 1.6× for CNN-serv and 1.7× for TcktApp.

Across all benchmarks and loads, the reduction is 2.1× (or 2.9× if we only consider high

load). There are two reasons for the baseline’s losses. First, under medium and high loads,

available memory becomes scarce. Hence, some requests need to wait to allocate a container

till some memory is freed-up. MXFaaS is not as constrained by memory (Section 7.7.2).

Second, under any load, MXFaaS benefits from processor cycle and I/O bandwidth sharing.
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Figure 7.17: Average response time of two benchmarks in MXFaaS and in an ideal environ-
ment with perfect pre-warming.

7.8 DISCUSSION

It is straightforward to support the execution of function invocations as threads in an

MXContainer instead of processes. We implemented such threading support and measured

its performance. Replacing forked processes with threads improves the performance of the

benchmarks by 11% on average. However, threads (i) have weaker isolation and (ii) require

the function implementations to be thread safe. As indicated by AWS [62], the thread model
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raises correctness issues in functions that modify global variables.

Languages such as Java and NodeJS do not support the fork semantics. For these lan-

guages, the MXContainer dispatcher cannot fork handlers but needs to prepare the initializa-

tion of each handler, for example, by loading modules. As future work, we will be working on

additional support for these languages. One can choose to use thread-based MXContainers

for these languages if not providing strong isolation and thread-safety are not concerns.

7.9 RELATED WORK

7.9.1 Serverless Systems

Work on serverless systems falls into four categories.

Snapshotting. SEUSS [188] and REAP [53] reduce the cold-start overhead by spawning

a VM from a previously-generated snapshot. These techniques attain large overhead reduc-

tions, although they still have startup times of 70-1000ms. They are not optimized for high

concurrency. As the number of concurrent instances increases, the startup overhead becomes

larger due to the snapshot-reading contention. They do not exploit the requests’ idle time.

Fork from a template. SOCK [301] and Catalyzer’s sfork [86] rely on the assumption

that containers for different functions have a lot of data in common. Hence, they create

a new container to serve a request by forking from a template container shared across all

functions. Then, they insert function-specific code in the forked container, execute the

function-specific initialization and only then execute the handler. These schemes reduce,

but not remove, the cold-start overhead. They hurt performance by executing function-

specific initialization code for every concurrent invocation. In addition, they do not share

read-only function-specific initialization data, which often has a large footprint. They do

not optimize scheduling or manage concurrency. Finally, SOCK requires a special container

type, while sfork in Catalyzer requires OS modifications.

Thread/process-level isolation. These schemes use different abstractions for function

execution, including container [54, 57, 60], process [193, 300, 301], thread [60, 189], and

software-based fault isolation [325, 326]. To reduce cold-start overhead, some schemes relax

the isolation boundaries and, in a given container, allow the execution of multiple invocations

of the same function (Nightcore [189]) or the execution of the different functions of an

application (SAND [300] and Faastlane [193]).

The approach used by SAND and Faastlane does not handle efficiently the common case

of a function that is shared among multiple applications. First, the shared function cannot
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scale independently of other functions in the application. Second, the shared function needs

to be copied to all the containers that serve the different applications. Another shortcoming

of including all the functions of an application in a container is that the size of the container

is very large, as it has to include the support for potentially different runtimes, languages,

libraries, and packages. Furthermore, functions can come from different security domains,

and executing them together in the same container may leak.

Nightcore executes concurrent invocations of the same function in a container with sep-

arate processes or threads. It provides suboptimal concurrency management because (1) a

container allows only a predetermined number of requests to be dispatched and (2) the con-

tainer queues requests above this threshold until prior requests are completed. Nightcore, like

the previous two schemes, does not exploit the fact that a function spends significant time

idle and thus, wastes available CPU resources. Finally, Nightcore forks processes as soon

as the libraries are loaded—hence, processes are unable to share all the read-only function

initialization data that is independent of individual invocations of the function.

Predictions. Some startup-time reduction techniques [63, 187, 319, 320, 324] predict which

containers will be needed next, and proactively allocate and prepare them. In practice,

accurate prediction is hard. Unless the accuracy is high, the response time grows significantly

and resources are wasted. Further, when the load is high, available memory becomes scarce.

Hence, even with high prediction accuracy, some requests need to wait to obtain memory.

7.9.2 Other Related Work

Microsecond-scale core allocation and scheduling. Recent works have developed µs-

scale core allocation and scheduling techniques to improve CPU efficiency [47, 48, 107, 327].

They aggressively reallocate cores to minimize idle time. Unlike MXFaaS, they are agnostic

to FaaS workloads and do not consider the synergies between concurrent function invocations

as MXContainer does. Many of them require OS changes, while MXFaaS does not.

Optimization of I/O and RPC. Many optimizations have been developed to reduce the

overheads of storage I/O and RPC invocations of functions. They include data caching to

reduce remote storage accesses [191, 192, 194, 195, 328, 329] and minimizing RPC over-

head [189, 190]. MXFaaS’ I/O access coalescing is complementary to these efforts, as it

reduces I/O bandwidth and communication overhead originating from the containers. Other

work [299, 330, 331] reduces the cost of distributing container images under bursty work-

loads. MXFaaS reduces data volumes as all the invocations of the same function in a given

server share the container image.

148



Startup-time reduction. Some proposals reduce startup latency by proactively preparing

function containers to hide latency [63, 187, 319, 320, 324], keeping containers warm [63, 298],

or using snapshots and caches [53, 86, 188, 301]. While MXFaaS is complementary to these

techniques, it does not benefit as much from them as other systems, since these techniques

mostly impact only the first function invocation of the MXContainer.

7.10 CONCLUSION

In this chapter we introduced MXFaaS, a new serverless platform design where concurrently-

executing invocations of the same function share processor cycles, I/O bandwidth, and mem-

ory/processor state. MXFaaS introduces the new MXContainer abstraction, which enables

substantial improvements in processor, I/O, and memory efficiency in serverless environ-

ments. Our evaluation showed that, with MXFaaS, serverless environments are much more

efficient. Compared to a state-of-the-art baseline, MosaicCPU on average sped-up the ex-

ecution by 5.2×, reduced the P99 tail latency by 7.4×, and improved the throughput by

4.8×. In addition, it reduced the average memory usage by 3.4×.
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CHAPTER 8: Software Caches for Low I/O Overheads in Cloud-Native
Services

8.1 INTRODUCTION

In serverless systems, for high availability and fast scalability, functions are commonly

implemented as stateless services [332, 333], which means that all the data of a function is

discarded from a node once the function is unloaded from the node. Hence, any durable

data must be stored in global storage, such as the Azure Blob Storage service [334]. This

results in inefficient data reuse: subsequent function invocations must reload their data

from global storage. In addition, for security reasons, cloud providers do not allow direct

communication between functions. As a result, data items must be passed through the

global storage [192, 335, 336, 337].

We measure that applications spend 35-93% of their end-to-end response time on storage

reads/writes. Such operations are typically implemented as Remote Procedure Calls (RPCs).

To mitigate these costs, data can be cached locally in the memory of the nodes where

functions execute. However, distributed software caches add a new challenge to the FaaS

infrastructure: how to keep these caches coherent while avoiding the high cost of frequent

inter-node communication. In this chapter, we show that prior proposals [194, 195, 328, 329,

338, 339] address this challenge in sub-optimal ways for FaaS environments.

Most schemes [194, 195, 329, 338] cache a data item in the memory of only a single node,

called the data item’s home node. Function invocations running on nodes that are not the

data item’s home always access the item from the home. These schemes eliminate any need

for coherence, as there is at most one cached copy of the data item. However, they work well

only when the function invocation runs on the node that is the home of the data items that

the function accesses; otherwise, remote accesses are needed. In practice, multiple function

instances running concurrently on different nodes need to access the same data item. Hence,

these caching schemes are not effective. We measure that data movement due to remote

reads/writes still accounts for up to 82% of the total application response time.

Faa$T [339] allows a data item to be cached in multiple nodes and keeps caches coherent

via a software protocol. It uses a versioning protocol that associates a version number with

each data item. Data items have a home node, which caches the latest data value and

version number. When a non-home node reads the data item, it first fetches the item’s

version number from the home, even if it caches the data item locally. Then, it compares

the version number in the home with the locally-cached version number. If the two numbers

match, the invocation accesses the data item directly from the local cache. Otherwise, it
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fetches it from the home. Further, when a non-home node writes the data item, the update

is propagated to the home, where it updates both data and version number.

This protocol works well for large data items, where fetching only the small version number

is substantially cheaper than fetching the entire data item. Moreover, it is designed to scale

to many sharing nodes and frequent updates, as it avoids invalidation messages. However, it

is not optimized for FaaS access patterns: we measure that accessing and checking versions

in our applications can cost up to 78% of the application response time.

The reason is that the majority of storage accesses in FaaS are reads to small data items.

Production-level Azure functions [339] reveal that 77% of the storage accesses are reads,

and 80% of the data items are no larger than 12KB. These facts make versioning protocols

suboptimal, since: (1) the time to fetch the version number is comparable to the time to

fetch the data item, and (2) the majority of version comparisons are unnecessary, since there

are no writes between reads.

This motivates us to re-visit invalidation-based distributed coherence for FaaS. Invalidation-

based protocols, though commonly used for hardware cache coherence [340, 341, 342, 343],

have been disregarded in distributed software environments [344], mainly because: (1) co-

herence directories introduce fault tolerance concerns and (2) invalidation messages may

scale poorly with increasing numbers of nodes. However, we argue that invalidation-based

protocols can be a good match for FaaS. The reasons are: (1) functions are designed to

be stateless [332] and are thus more robust to failures, and (2) the total number of nodes

sharing the same data item is typically less than a few 10s [35, 63, 136], which limits the

coherence traffic due to invalidation operations.

Given these insights, this chapter proposes Concord, a novel distributed caching system

for FaaS environments. Concord maintains a software data cache per FaaS application and

distributes the cache across the multiple nodes where function instances of that application

execute. Concord leverages the extensively-studied area of hardware cache coherence and

proposes an invalidation-based distributed coherence protocol in software.

Concord tailors the protocol to a distributed environment in three ways. First, it organizes

the distributed caches and coherence support on a per-application basis. Second, it designs

the coherence protocol to be resilient to failures. Third, it minimizes coherence traffic by

modifying the scheduling of function invocations to route them to nodes that likely cache

the needed data. To make the protocol resilient to failures, Concord employs write-through

software caches and a distributed coordination service that monitors nodes’ health. In case

of node crashes, the coordination service redistributes the data items homed in the crashed

node. Overall, Concord achieves high performance while ensuring data safety.

We also use Concord to provide transparent support for transactional storage accesses and
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communication-aware function placement. Specifically, for transactional accesses, Concord

relies on its coherence protocol to detect and recover from transaction races—instead of

requiring application re-writing [345] or extensive storage logging [346]. It buffers the spec-

ulative state in local caches before committing it to global storage, and relies on coherence

messages to detect conflicts. Furthermore, for function placement, Concord exploits coher-

ence messages to transparently learn over time which functions frequently communicate with

each other. Later, it uses the collected data to intelligently co-locate such functions on the

same nodes, reducing network overheads.

We implement Concord in the OpenWhisk [57] serverless platform. We use a 16-node

cluster running a diverse set of serverless benchmarks. Compared to state-of-the-art base-

lines [338, 339], Concord speeds-up execution by 2.4× and improves throughput by 1.7×,

while using only 6.2MB of otherwise idle application memory (i.e., 4.8% of the total appli-

cation memory). Overall, this chapter makes the following contributions:

• We analyze distributed FaaS software cache designs and the design space of coherence

protocols for them.

• We introduce the Concord caching system, which includes a high-performance and fault-

tolerant directory-based distributed coherence protocol.

• We use Concord to provide transactional storage accesses and communication-aware func-

tion placement.

• We evaluate Concord and its features.

8.2 MOTIVATION

8.2.1 Need and Opportunity for Data Cache Designs

Figure 8.1 breaks down the response time of popular FaaS applications into time spent

reading/writing data from/to storage and time processing the data. We will describe the

applications in Section 8.5. Our experimental results corroborate past studies [194, 338, 339]

showing that global storage access time dominates FaaS response time. The graph shows

that such time accounts for 35.1-93.0% of the end-to-end function response time, with an

average of 63.1%.

A long line of research [194, 328, 338, 339] uses in-memory caching to mitigate these

overheads. Most works propose per-node caches shared by all the applications co-located

on the same node (Figure 8.2a) [194, 195, 328, 329, 338]. However, real-world data from

Azure production [339] shows that strong data re-use is mainly observed among invocations

of the same application. For example, 30% of Azure applications access the exact same data
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Figure 8.1: Breakdown of applications’ response time into processing and storage access.
The numbers on top of the bars indicate the absolute response time in ms.
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Figure 8.2: State-of-the-art in-memory FaaS caching schemes.

objects across all of their invocations, and 99.7% of data objects stored in global storage

are not shared across applications at all. Thus, caches should be managed and maintained

per application (Figure 8.2b), rather than being shared across applications. This design also

enables discarding a cache instance from a node’s memory when the corresponding local

application instances are shut down.

Using main memory to cache data objects creates the challenge of properly reserving the

necessary physical resources and charging for them. Faa$T [339] allocates memory in a node

for an application’s cache and charges users extra per cached byte access. In reality, we find

that it is unnecessary to allocate such extra memory. The reason is that the majority of

the memory already allocated for FaaS functions remains unused. Indeed, a recent trace

from Huawei [347] suggests that users request 5× more memory than needed for 50% of the

functions, which adds-up to 100s of MBs per node. The unused memory of one application

can be transparently and dynamically re-purposed into a cache for that same application,

improving performance for free.

Insight #1. Accesses to global storage limit the performance of FaaS functions. Per-

application data caches can mitigate these costs transparently and, if designed properly,

for free—by utilizing applications’ allocated but unused memory.
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Table 8.1: Average/Max number of node sharers measured when run on a 16-node cluster.

Low Request Load Medium Request Load High Request Load

HotelB [40] 1.7/6 2.2/9 3.4/12
TrainT [302] 1.3/5 1.6/6 2.2/10
eShop [201] 1.1/4 1.2/5 1.4/6
SocNet [40] 2.7/11 3.6/14 5.0/15

Average 1.7/6.5 2.2/8.5 3.0/10.8

8.2.2 Data Coherence and FaaS Trends

Reads on small data items dominate FaaS accesses. An analysis of Azure public traces [226]

performed by Faa$T [339] showed that 80% of data items are no larger than 12KB, 77.3%

of accesses are reads, and a large fraction of accesses to data items are bursty (even burstier

than Poisson). We observe similar trends with IBM traces[348]. The high fraction of reads

and high burstiness can result in high local cache hit rates in distributed software cache

designs for FaaS.

Data is shared across nodes. We use Azure production traces for storage accesses [339]

to benchmark our FaaS applications running on a 16-node cluster. We will describe the

cluster in Section 8.5. We measure the number of nodes accessing the same data, i.e., the

data sharers. Table 8.1 reports the average number of sharers under a low, medium, and

high load of requests across all data items. We find that even under low load, there are

multiple sharers per data item. For high performance, distributed software caches should

allow caching the same object in multiple nodes. Of course, for correctness, the caches of

sharers must be kept coherent.

Insight #2. FaaS distributed software caches require coherence, and the protocol should

be optimized for read operations on small data items that commonly hit in local caches.

The maximum number of sharers is often modest. Table 8.1 also reports the maximum

number of sharers measured, and shows that such number never reaches the total number

of nodes, even under high request load. This is attributed to the modest data sharing

across function instances of the same application, and the high degree of function instance

co-location in a node. This allows us to revisit protocols for distributed systems that were

traditionally discarded because of the potential need to support many sharers.

Functions are robust to failures. On today’s serverless platforms, when a function fails, the

platform re-executes the function and tolerates the failure [349, 350, 351]. To use this retry-

based approach, functions must be idempotent, i.e., functions must exhibit the same behav-

ior when they are re-executed. To make functions idempotent, storage APIs for serverless

functions are also designed to be idempotent, typically using a form of key-value interface.
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Insight #3. The observed number of sharers per data object and the inherent robustness

of serverless functions on failures allow us to revisit coherence protocols originally tailored

for hardware directory protocols.

8.2.3 Prior Art on Software Caching Schemes

We detail the operation of two closely related works: Faa$T [339] and OFC [338]. In

Section 8.6, we quantitatively compare them to our proposal.

In OFC [338], each node provides a cache shared by all locally-running applications. Each

data item has a home node and can be cached only in the cache of its home. All caches in

the system can be accessed by all applications. Figure 8.2a shows an example of this system.

Applications A2 and A3 are co-located on Node 0, while A1 and a second instance of A3

are co-located on Node 1. Node 1 is the home for data E, as determined by the hash of E’s

address, and all reads/writes to E go to the cache of Node 1. This design has no need for

cache coherence because there is no data replication. However, it results in frequent remote

reads/writes because a data item can only be cached in its home node.

Faa$T [339] introduces per-application caches and allows multiple cached copies of the same

data across nodes. A cached copy consists of the data value and its version number. Each

data item has a home node. The cache in the home contains the data value that is consistent

with the global storage and the latest version number of the data. When a non-home node

reads a data item, it first fetches the item’s version number from the home, even if it caches

the data locally. Then, it compares the number with the locally-cached version number. If

these numbers match, the function accesses the data directly from the local cache. Otherwise,

the data is fetched from the home. When a non-home node writes the data item, the write

is propagated to the home, where it updates both data and version number, and then to the

global storage. The home returns the new version number, and the writing node updates

both data and version number locally. Writes by the home node update both version and

value on the data item, both locally and in global storage. No invalidation is sent.

Figure 8.2b shows an example of this system with the same application and data layout as

in Figure 8.2a. Note that Applications A1, A2, and A3 have separate caches. However, A3

has caches in the two nodes. Each data item has a version number, shown with the letter V.

In the figure, Node 1 is the home for E and E is also cached in Node 0. When A3 running

in Node 0 reads E, Faa$T first fetches VE from Node 1 and compares it with the local VE. If

version numbers are the same, A3 consumes the local data. Otherwise, A3 fetches E’s data

and version number from Node 1, and stores them locally.

This design suffers from traffic induced by fetching version numbers. Figure 8.3 compares
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Figure 8.3: Time to fetch and check a version number vs time to fetch a data item.

the time it takes to fetch and check a version number from the home node to the time it takes

to fetch the actual data from the home, as we increase the data size in our cluster. We use

dual-port Intel X520-DA2 10Gb NICs (PCIe v3.0, 8 lanes) and gRPC for reading/writing

remote data. The nodes are connected with 10 Gbps full-duplex ethernet. The total time for

fetching the data and its sequence number also includes gRPC overheads, such as serialization

and RPC-encoding. We see that the cost of version fetch and check is comparable to the

cost of data fetch for objects of 64KB or less; it is lower only for larger objects. In FaaS

environments, the data size is typically no larger than 12KB. As a result, Faa$T adds

coherence messages that could potentially be avoided.

Insight #4. Prior cache designs are suboptimal for FaaS, as they induce remote accesses

to either data or metadata.

8.3 CONCORD: HIGH-PERFORMANCE CACHING FOR FAAS

Driven by our insights, we propose Concord, a distributed software caching system for

FaaS environments. Concord achieves high performance with support for fault tolerance. It

exploits unused memory resources that users are already charged for. Hence, it does not

introduce any extra monetary costs. Finally, it requires no changes to the applications.

8.3.1 Concord Overview

Figure 8.4 overviews the Concord system. Concord takes a fraction of the memory allo-

cated to local functions that is temporarily unused, and re-purposes it to act as local cache

instances. It then binds a cache instance to each application that includes a local function.

In a cluster, a function may have multiple function instances located on the same or different

nodes. Function instances from the same application that are co-located on a node share

a cache instance. For example, in Figure 8.4, instances of Func1 and Func2 from App1 in

Node 0 share the same cache instance. A given application typically has function instances

in multiple nodes of the cluster, as different invocations of the application may be executing
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Figure 8.4: Architecture overview of the Concord FaaS platform.

on different nodes. Consequently, multiple nodes may have cache instances of the same ap-

plication. All these cache instances together form the distributed cache of the application.

In the figure, the cache instances of App1 on Nodes 0 and 1 form App1 ’s cache.

Since multiple applications may be co-located on a node, individual nodes typically host

multiple cache instances. However, as data sharing occurs only within an application, caches

of different applications are isolated from each other. Cache instances, like function instances,

are ephemeral: once all function instances sharing a cache instance are removed from a node,

the cache instance is discarded.

Concord allows copies of the same data item to reside in cache instances in multiple nodes,

and keeps these copies coherent—e.g., in Figure 8.4 data item B is cached in cache instances

in Nodes 0 and 1. As Concord binds caches to applications, writes from one application do

not affect the caches of other applications.

Concord is tailored to the needs of a distributed FaaS environment. Compared to sys-

tems that are kept coherent with conventional hardware schemes, FaaS environments have

larger scale, suffer longer-latency communication and higher network contention, and are

more prone to failures. Thus, Concord (1) minimizes contention, (2) reduces the number of

coherence messages, and, (3) provides fault tolerance.

First, to minimize contention, Concord has per-application caches, and the directory for

an application is sharded only across the nodes that contain caches of that application.
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Each data item can be cached in multiple nodes, but it is assigned one home node. The

home provides the data item to other nodes and, through the directory, maintains the

cache instances coherent for that data. The home of a data item is decided via consistent

hashing [352]. For a given application, when a new cache instance is created or an old one

is removed, the home of some data items of the application may dynamically change.

Second, Concord schedules function invocations via a coherence-aware algorithm, which

tries to place invocations that operate on the same data on the same node. In this way, such

invocations often use the same cache instance, minimizing the need for coherence messages.

Third, Concord designs the protocol for fault tolerance. Caches are write-through and,

thus, global storage is always up-to-date. Concord uses a distributed coordination service

to detect a failed cache instance and then embeds a recovery mechanism in the protocol.

8.3.2 Concord Architecture

Concord has an organization similar to existing FaaS platforms [57, 353], with enhanced

load balancer and node controllers. Concord adds an Application Controller and, in each

node, a Cache Agent (CA) for each cache instance. Figure 8.4 overviews the architecture.

Cache Agent. Each cache instance is managed by a cache agent, which has three roles.

First, storage requests issued by a function are transparently intercepted by the function’s

runtime and forwarded to the corresponding cache agent. The cache agent can either satisfy

the request locally, forward it to a remote cache agent, or forward it to the global storage.

Second, to maintain cache coherence, the cache agent manages a Data Directory for the

data items homed locally. The directory entry for a given data item stores the list of remote

cache agents that have the data item in their local caches (sharers). When a node modifies

the data item, the cache agent in the data item’s home invalidates all other sharers. Finally,

the cache agent re-purposes the allocated unused memory of all the co-located instances of

functions that belong to an application into that application’s local cache instance. The

agent monitors the memory use of the functions and dynamically adjusts the size of the

cache instance based on the total unused memory. When the cache instance needs to shrink,

the agent evicts some data.

Node Controller. On every node, the node controller connects function instances with the

appropriate cache agent. When a function instance is created, the node controller checks

if there is a corresponding cache instance. If there is no such instance, the node controller

creates it, together with its cache agent.

Application Controller. It stores a list of the nodes that host a cache instance of each
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application in a Node Directory. When a new cache instance is created or an old instance is

removed, it informs other cache instances of the same application.

8.3.3 Distributed Directory-Based Coherence Protocol

Data Directory. The main software structure for maintaining cache coherence in Concord

is the Data Directory. The data directory of an application is distributed and managed by

the application’s cache agents. Each entry in the directory corresponds to a data item, which

is a blob of potentially different sizes accessed by its key. A directory entry stores the list

of cache instances that currently cache the data item (i.e., the data sharers), and whether

the data item in the cache instances is in state Shared (S) or Exclusive (E) (in which case,

there is a single sharer). The data item in a cache instance can be in one of three possible

states: Exclusive (E), Shared (S) or Invalid (I). E and S states indicate that the data item

is cached in a single cache instance or in potentially multiple cache instances, respectively,

and that the data is coherent with storage. The cache instance caching the data in state E

is the data owner. We use a MESI protocol without the M state; the latter is removed to

enhance reliability.

The directory of an application is distributed across all the nodes that have cache instances

of that application. A given data item has its directory entry in its home node, where its

home cache agent manages its entry. For example, in Figure 8.4, the homes and directory

entries of data items A and B of application App1 are in Node 0 and Node 1, respectively.

The home cache agent of a data item is determined via consistent hashing [352]. Consistent

hashing is a common technique used in distributed systems to shard the keys uniformly across

a cluster of nodes. The goal is to minimize the number of keys that need to be moved when

nodes are added or removed from the cluster, thus reducing the impact of these changes on

the overall system. In Concord, we use it for when the cache of a give application expands

into more nodes or shrinks into fewer nodes. Specifically, in Concord, all the cache agents of

an application form a consistent hashing ring. The hash of a cache agent ID determines the

position of the cache agent in the ring. The hash of the address of a data item determines

the position of the data item in the ring. The home of a given data item is the first cache

agent that appears in the ring while traversing the ring clockwise starting from the data

item’s position. Thus, when cache agents are added to or removed from the ring, some data

items may change homes. Note that this is a departure from conventional hardware schemes,

where the location of the directory entry for a data item is fixed over time, as long as the

number of nodes remains constant.
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Figure 8.5: Coherence operations in Concord. Dashed lines indicate control messages, while
full lines indicate data transfers.

Coherence Operations. There are six coherence operations in Concord’s cache coherence

protocol. As we describe them, note that, to minimize traffic, when a cache instance evicts

a data item, it does not inform the home.

Local read hit. It occurs when a read finds the data item in the local cache instance

(Figure 8.5a-1). The local cache instance provides the data item.

Remote read hit. When a read does not find the data item in the local cache instance

(Figure 8.5a-2), the cache agent forwards the read to the home cache agent of the data item

( 1 - 3 ). If the home has a directory entry for the data item, this is a remote read hit. The

directory entry can be in state S or E. Assume state S. In this case, the home cache agent

gets the data item either from the local cache instance (if the home cache instance has it) or

from the global storage (otherwise). The directory then marks the requesting cache agent
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as a sharer ( 4 ), and forwards the data item to it ( 5 ). The requesting cache instance loads

the data item in state S and passes it to the function process ( 6 ).

Assume, instead, that the data item is in state E in the directory. The home cache agent

gets the data item from the owner cache instance, which downgrades its state to S. Both

the requesting cache agent and the previous owner are marked in the directory as sharers in

state S. The data item is then forwarded to the requesting cache instance, which loads it in

state S. Note that, because of a cache eviction, the owner cache agent may respond that it

does not have the data item anymore. In this case, the home cache agent gets the data item

from storage, marks the requesting cache agent as sharer in state E and forwards the data

item to the requester, which loads it in state E.

Read miss. When a read misses in the local cache and, on reaching the home, finds that

the directory has no entry for the data item (Figure 8.5a-3), this is a read miss ( 1 - 3 ).

The home cache agent fetches the data item from global storage ( 4 ), creates a directory

entry for the data item, sets the requesting cache agent as sharer in state E ( 5 ), and sends

the data item to the requesting cache instance ( 6 ), which loads the data item in state E

and passes it to the function process ( 7 ).

Local write hit. When a write finds the data item in the local cache, this is a local write

hit. The data item can be in state E or S. If it is in E state, the write updates the local

cache and propagates to global storage, bypassing the home. The local cache agent does not

accept external requests for the data item until the storage acknowledges the update.

If the data item is in S state (Figure 8.5b), the write updates the local cache and is

propagated to the home cache agent ( 1 - 3 ). The home cache agent checks the correspond-

ing directory entry, sends invalidations to any sharer cache instance ( 4a ), and propagates

the update to global storage ( 4b ). All sharer cache instances invalidate their copies and

then send acknowledgments to the home ( 5a ). When the home cache agent receives all ac-

knowledgments (including one from the storage), it updates the directory to mark only the

requesting cache agent as owner in state E ( 6 ). Then, the home responds to the requesting

cache agent ( 7 ), which marks the state of the local copy as E and informs the function

process ( 8 ).

Remote write hit. When a write does not find the data item in the local cache instance, the

cache agent forwards the update to the home cache agent of the data item. If the home has

a directory entry for the data item, this is a remote write hit. Then, the transaction consists

of the home cache agent sending invalidations to the current sharers and propagating the

update to global storage. The action is slightly different depending on whether the directory

entry has an owner in state E or multiple sharers in state S. In the first case, the home cache
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agent needs to send the invalidation to the owner and receive the acknowledgment before

sending the update to global storage; in the second case, the home cache agent can send the

invalidations to all the sharers and the update to global storage in parallel. In either case,

when the home cache agent has received all the acknowledgments (including the one from

the storage), the transaction follows steps 6 , 7 , and 8 of the local write hit.

Write miss. When a write misses in the local cache and, on forwarding the update to the

home, finds that the directory has no entry for the data item, this is a write miss. The home

cache agent propagates the update to global storage. On receiving the acknowledgment

from the storage, the home cache agent creates a directory entry for the data item, sets the

requesting cache agent as owner in state E, and sends an acknowledgment to the requesting

cache, which marks the entry in the local cache in state E and informs the function process.

We have seen that, when a node writes to a data item that is in state E in its local cache

instance, the update propagates to storage directly while bypassing the home. This design is

faster than having to go through the home. It exploits the common case when a node keeps

updating the same data item while no other node is accessing the data item. It is also race

free because any future read or write to the data item by another node must access the cache

instance of the owner node before reading the data item or updating storage, respectively.

In all other writes, the home cache agent is informed of the update and acts as the point

of serialization for writes to that data item. If multiple nodes want to update the data item

concurrently, the home processes one write operation at a time, and waits until all nodes

acknowledge the invalidation and the global storage is updated, before signaling that the

write operation is completed. This eliminates any data races.

In theory, sending invalidations can slow down write transactions in Concord. However,

in a write-through protocol (used in both Concord and the state-of-the-art [339]), the overall

write latency is typically dominated by the update to the global storage and its acknowledg-

ment. Indeed, except in the case when there is a single sharer in state E, storage update and

its acknowledgment happen in parallel with sending invalidations and receiving acknowledg-

ments from the sharers—therefore hiding the cache invalidation latency. If the number of

sharers is so high that the invalidations to S nodes and their acknowledgments are on the crit-

ical path, Concord could potentially fall back to a versioning coherence protocol [339, 354],

but we have not evaluated it. We evaluate the cost of invalidations in Section 8.6.

Support for External Reads/Writes. Concord allows other cloud workloads to share

data with serverless functions via global storage, through what we call external reads/writes.

When users deploy their FaaS applications to Concord, they specify which storage locations

are going to be used by the applications (e.g., folders in Azure Blob Storage [334]). Then, the
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system registers a listener FaaS function that is invoked on every storage update (including

external writes) on these locations [355]. When the listener is invoked, it first checks if

the write was triggered by a FaaS function or from an external application. If the latter,

the listener forwards the update to the application controller. The controller forwards the

update to the correct home cache agent, which handles the external write as a local write.

Thus, even with external writes, functions never operate on stale data.

8.3.4 Dynamic Coherence Domains

We call the set of cache instances of an application a coherence domain. In Concord, the

coherence domain of an application changes over time. This is because a cache instance is

ephemeral: it is created when the first function instance of the application is loaded into

the node, and it is destroyed when all the instances of all the functions of the application

are removed from that node. A node controller removes a function instance from a node

when its grace period expires (e.g., after 10 minutes without being used [63]) or when there

is no space in the node. To ensure correctness, all cache instances must know what is their

current domain and how to compute the homes of all the data items in their application.

Consistent hashing enables cache instances to enter and leave a domain with minimal

disruption [352]. Consider a cache instance leaving a domain. The instance first synchronizes

with all the other cache instances in the domain, informing them about its departure. Then,

such instances remove from their local directories any sharer pointer pointing to the node

of the departing cache instance. In addition, the instances recompute the new home for all

the data items that were homed in the departing cache instance. Note that, with consistent

hashing, all nodes can compute the new data item homes in a distributed, decentralized

manner. Then, the departing cache instance sends the directory entries of all the data items

homed locally to the corresponding new home, and waits for an acknowledgment from the

new home. Note that all the data items are re-homed into the same node—i.e., the next

node clockwise on the hash ring. Finally, after all the data items have been moved, the

remaining cache instances synchronize again. By using this two-phase commit protocol,

Concord avoids data races. Concord takes similar steps when the domain expands after a

new cache instance is created.

8.3.5 Memory Use in Concord

Concord does not reserve extra memory for the software caches. The size of the cache for an

application is dynamically adjusted by leveraging the unused memory from all the co-located

163



App1

A
Cache

S

Data

N0

State Home

B S à I N3 à N2

App1
Cache

Data State Home

B S à I N3 à N2

C E N2

Node 0 Node 2
App1

B

Directory

S

Addr

N0, N2

State Sharers

Node 3

ZooKeeper

Heartbeats

App1 N0, N2, N3Groups

N3 Failed

Figure 8.6: Failure detection and recovery in Concord.

containers that belong to the same application. As a result, the cache does not increase the

application’s memory footprint. Large objects are cached only if sufficient unused memory is

available, and they are evicted if their memory is needed for regular application operations.

When the cache size reduces dynamically, some data items and directory entries may be

evicted. However, no data item changes homes and, thus, there is no rehashing of the data.

If caches were to increase an application’s memory footprint, we could run the risk of

having to evict containers due to lack of memory space. The result could be more container

cold starts, which are more expensive than remote storage accesses.

8.3.6 Fault Tolerant Distributed Coherence Protocol

As core failures happen rarely in multicore processors, hardware coherence protocols do

not typically include features for fault tolerance [356]. However, the software-based coherence

protocol in a distributed environment must be robust to unexpected node failures. Hence,

Concord is equipped with mechanisms to detect failed nodes and recover from them. Addi-

tionally, Concord ensures that the data remains consistent on a node failure. We consider

each of the two aspects in turn. Note also that serverless functions have inherent resilence

to node failures due to their idempotent design principle.

First, to detect node failures, Concord uses a distributed coordination service that manages

the membership of the nodes. Figure 8.6 shows the mechanism. The coordination service

periodically sends heartbeats to all the cache agents of each of the active applications. When

a node does not respond to heartbeats, Concord assumes that the node failed. Then, it

informs all the cache instances in the coherence domain(s) of the application(s) in the failed

node. We use ZooKeeper [357] in our implementation. As ZooKeeper provides hierarchical

namespaces, each application in Concord is treated as a separate group, and ZooKeeper

manages the membership of cache instances per individual application. For example, in

164



Figure 8.6, when Node 3 fails, ZooKeeper informs only the other cache instances of App1,

which happen to be in Nodes 0 and 2. If Nodes 0 and 2 also run other applications, the

cache instances of those applications are not informed.

When the cache instances of an application receive a notification that one of the cache

instances in their domain was in a node that failed, they first check if they locally cache any

data homed in the failed instance. As caches are write-through, it is guaranteed that the

data item in the global storage is up-to-date, and the only lost information is the directory.

Hence, the cache agents in the domain evict from their caches all the data items homed

in the failed cache instance. Then, they form a new consistent hash ring as described in

Section 8.3.4. In the example of Figure 8.6, Nodes 0 and 2 detect that locally cached data

item B was homed in an instance in failed Node 3. They evict B from their caches. After

recomputing the consistent hash ring, the figure assumes that B is now homed in Node 2.

Second, Concord ensures that the data remains consistent on a node failure. Node failures

during reads are simple to handle, as reads at most change the directory state. During

recovery, if the updated directory was lost, all sharers evict the data items in their caches

that were homed in the failed node; if the reader node was lost, the directory removes the

reader node from the list of sharer nodes for all the data items.

Writes are more complex, as they additionally modify the state of data items. The critical

case is when the home node fails while processing a write that could have updated global

storage but failed to invalidate all the cached copies. In this case, Concord must prevent the

case of some cache instances reading the new value of the data item while others can still

read the old value of the data item. This is prevented as follows: no cache instance is allowed

to read the global storage for a data item that was homed in the failed node (and therefore

potentially read a new value) until the recovery is complete. During the recovery, as nodes

discover the failed node, they evict from their caches the data items homed in the failed node.

By the time the recovery is over, all the old versions of the data item in cache instances are

explicitly invalidated and a new home is declared. The next read will necessarily go through

the new home, which will read the latest data item value from storage. All subsequent reads

will see the new value while no read will see the old value. No data inconsistency will occur.

8.3.7 Coherence-Aware Invocation Scheduling

In conventional systems, function invocations are typically scheduled on a node that has

a warm container of the function to minimize cold start overheads [224]. In high-load en-

vironments, a given function may have concurrent instances on several nodes. In this case,

existing systems schedule an invocation randomly on any of the nodes that have an instance
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of the function. These invocations may operate on the same or different data, typically

determined by the invocation’s inputs, which are visible to the provider. With random

scheduling, invocations operating on the same data may be scheduled on different nodes.

This results in frequent remote accesses, increased number of cache instances sharing data

and, consequently, a larger number of coherence invalidations.

Concord proposes coherence-aware invocation scheduling. When the load balancer receives

a function invocation, it picks the function instance to send it to as follows. It computes

the hash of the invocation inputs and uses the result to pick one of the nodes that has an

instance of the function. By doing this, the system maximizes local cache hits.

It is possible that the chosen node is overloaded. In this case, the load balancer does

not send the invocation to it. Instead, it tries with another hash function and picks the

resulting node. If multiple tries picked overloaded nodes, the load balancer picks a random

non-overloaded node. Overall, Concord densely packs the invocations of a function operating

on the same data, to minimize data transfer overheads and coherence traffic.

8.3.8 Verification of the Software-Based Concord Protocol

During fault-free operation, the software-based Concord protocol follows the well-established

ESI protocol from hardware schemes. The corner cases occur on node failure, system re-

covery, and coherence domain expansion/reduction. The actions taken in these cases are

described in Sections 8.3.4 and 8.3.6. To verify all cases, we use the TLA+ formal specifi-

cation and verification language, and model-check the protocol in TLC [358]. With TLA+,

we first specify all the states and possible actions from all the states. Specifically, we use

Exclusive, Shared, and Invalid for the cache states, Active and Failed for the node states,

Sharers+Ownership for the directory states, and ActiveInstances for the set of nodes that

participate in a coherence domain. We model the events {Local/Remote}{Read/Write}Hit,
{Read/Write}Miss, DataEvict, NodeFail, RecoverOnFail, and DomainChange.

We check for no deadlock and no livelock concurrency conditions, and prove that they

always hold. The checks are performed under fault-free operation and under node failure.

We next describe two corner cases and show how Concord ensures forward progress.

First, consider a Node A waiting for an invalidation acknowledgment from a failed or

unreachable Node B. In Concord, Node A will not wait forever. If Node B has failed,

Concord’s coordination service (i.e., ZooKeeper) will detect it through its heartbeats. If,

instead, Node B is simply unreachable from A, Node A will timeout and inform the Appli-

cation Controller to delete the cache instance on Node B. In both cases, the coordination

service then notifies all the nodes in the same coherence domain(s) that the cache instances
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in B left the domain(s). Then, Node A cancels the waiting request and all the nodes perform

the actions described in Section 8.3.6

Second, consider that a read from Node A misses in the local cache, is forwarded to the

home Node B and, in the meantime, the cache instance in Node B leaves the coherence

domain. In this case, Node B cannot respond to the read request. In Concord, Node A does

not wait forever. Node B initiates the creation of a new consistent hash ring as explained

in Section 8.3.4. In the process, all the nodes check if they have any outstanding operations

with Node B. If a node, such as A does, it cancels the read, recomputes the correct new

home, and reissues the operation. All these operations are performed in software.

We also check two data consistency invariants. The first one is that the coherence states

in all the caches are correct. The second one is that a read to a valid cache location returns

the value last written to it.

8.4 UNLOCKING NEW CAPABILITIES WITH CONCORD

We further leverage Concord’s coherence protocol to unlock two new capabilities in FaaS

environments: transactions and communication-aware function placement.

8.4.1 Support for Transactions

Transactions could be useful in many FaaS applications, such as banking and online shop-

ping. However, current FaaS systems do not inherently support transactions. To execute

sections of code atomically, users need to write the code in a manner that guarantees atom-

icity. For example, with AWS Saga patterns [345], users write additional functions to detect

transaction violations and roll back to the correct state. State-of-the-art proposals for trans-

actions log all the storage accesses that happen within a transaction to enable safe rollbacks

(e.g., Beldi [359]) or use global storage locks. Both practices can penalize performance due

to the logging overheads and the reduced storage availability due to the locks.

The Concord coherence protocol can automatically and user-transparently ensure trans-

action atomicity, improving programmability while delivering high performance. The user

only needs to specify the beginning and end of the transaction. A transaction can be a piece

of a function, a whole function, or multiple functions of an application. Then, the Concord

caching layer monitors data accesses and determines if accesses from any function conflict

with the accesses of the transaction.

In Concord, while a process P1 is executing a transaction, every data item that it reads

or writes is recorded in the local cache instance as Speculatively Read or Speculatively
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Written, respectively, and marked with the ID of the process. No other process P2 executing

the same application, either locally (and, therefore, accessing the same local cache instance)

or remotely (and, therefore, accessing a remote cache instance that is kept coherent with the

Concord protocol) is allowed to conflict with P1. Specifically, if P2 attempts to write a data

item that has been speculatively read by P1, or attempts to read or write a data item that

has been speculatively written by P1, the transaction in P1 is squashed. Conflicts between

two local processes are trivially detected on access to the local cache instance; conflicts

between a local and a remote process are detected through the Concord cache coherence

protocol: a locally-cached speculatively read data item receives an external invalidation or

a locally-cached speculative written data item receives an external read or an invalidation.

Speculatively written data items remain buffered in the local cache instance and are not

propagated to global storage. If a transaction is squashed, all its speculatively written data

items in the local cache instance are discarded, and their Speculative bits and process ID

field are cleared. The transaction can then be re-executed.

If a transaction completes, it proceeds to commit. For this, the runtime grabs a global

lock to ensure that commits are serialized. In addition, it locks the directory entries for the

data items accessed in the transaction. Then, the runtime forwards all the updates of the

transaction to the global storage, and clears the corresponding Speculative bits and process

ID fields. After this, the directory entries are unlocked and the global lock is released.

To ensure livelock freedom, forward progress, and fairness, Concord uses known techniques

from software transactional memory [360]. They include exponential back-off on conflict and

priority increases after multiple squashes.

Users must ensure that a transaction execution has no side effects beyond storage accesses

and invocations of functions, such as HTTPs or other system calls. One could automatically

detect these side effects and prevent them from being globally visible while the transaction

is in progress, using techniques similar to those proposed in SpecFaaS [37]. We leave this

exploration for future work.

8.4.2 Communication-Aware Function Placement

Conventional FaaS systems place different functions on nodes in the cluster independently

from each other. This means that two functions that interact in a producer-consumer manner

may well be placed on different nodes. In this case, performance suffers due to communica-

tion overheads. A higher-performance solution would co-locate both functions on the same

node, to reduce network overhead and even allow them to communicate via shared memory

instead of via network RPCs [335, 336, 337]. Unfortunately, providers cannot easily co-locate
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producer-consumer functions since, for privacy reasons, they do not know which opaque-box

functions communicate with each other.

Concord proposes Communication-Aware Function Placement to reduce communication

overhead while still maintaining function privacy. The idea is to monitor coherence messages

and use this coherence traffic to transparently identify functions that frequently interact

with each other. These functions are then co-located in the same node. For example, if one

function keeps writing to certain locations and a second one keeps reading these locations,

we have identified a producer-consumer pattern.

Concord monitors coherence messages and builds a Producer-Consumer Table (PCT),

which lists small sets of functions that frequently communicate with each other. We call them

Paired functions. Concord consults the PCT to decide where to place function instances.

Specifically, when a cluster receives a new invocation of function F , Concord checks if there

is already an available instance of F to serve it. If so, the instance is re-used, avoiding a cold

start. Otherwise, Concord uses the PCT to place the new instance of F in the cluster. For

this, it first checks if the cluster has an instance of a function paired with F . If so, Concord

places the new instance of F on the same node to reduce communication overhead. If no

such instance exists, Concord anticipates the resource needs of a Paired function and places

the new instance of F on a node that can accommodate it plus a Paired function instance.

Overall, Concord uses both communication-aware function placement and coherence-aware

invocation scheduling (Section 8.3.7) to minimize communication overheads.

8.5 METHODOLOGY

We evaluate Concord on OpenWhisk [57] in a 16-node cluster. Each node is an Intel Xeon

Silver server with 20 cores, 192GB DRAM, and a 128MB LLC. It runs Ubuntu 20.04.

Evaluated Systems. We compare Concord to the state-of-the-art Faa$T [339] and

OFC [338] designs (Section 8.2). For all systems, we use write-through caches and an LRU

replacement policy. We use an optimized Faa$T implementation that caches the version

numbers of data items in the home [339], rather than having to fetch them from storage. All

systems run on an optimized OpenWhisk implementation that supports our MXFaaS [35]

framework. Hence, the cold start and scheduling overheads are minimized.

Evaluated Applications. We evaluate Concord with the 7 multi-function applications

shown in Table 8.2. Each function is deployed with the minimum amount of memory allowed

with OpenWhisk (128MB), and all functions use less than this amount of memory throughout

their whole execution. We use Azure Blob Storage [334] as the storage service for all the
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Table 8.2: Serverless applications used in the evaluation.

Application Description

TrainT [302] Book, cancel, or get remaining train tickets.
eShop [201] Web e-commerce to browse and buy items.
ImgProc [228] An image thumbnail generator pipeline.
VidProc [338] Distributed video processing benchmark.
HotelBook [40] A hotel reservation application.
MediaServ [40] Review, rate, rent, and stream movies.
SocNet [40] Social network application.

functions. The distribution of storage accesses is 80% reads and 20% writes with 5% read-

only objects, which is the same as in Azure [339].

We evaluate Concord under low, medium, and high load levels, corresponding to an av-

erage of 500 requests per second (RPS), 1250 RPS, and 2000 RPS, respectively, received

by the cluster. These load levels are chosen based on load testing: the low, medium, and

high loads drive the CPU utilization of the cluster to about 25%, 50%, and 70%, which is

representative [152, 316, 317, 318]. We use the Poisson distribution to model the request

inter-arrival time [38, 136, 196, 300, 319, 320, 321, 322].

8.6 EVALUATION

In this section, we evaluate Concord’s performance, scalability, memory consumption,

robustness to coherence domain changes, sensitivity to available cache size, transactional

support, and communication-aware function placement.

8.6.1 Concord Performance

We measure the applications’ average request latency and throughput. The latency is

measured end-to-end, from when the client sends a request until the result is received.

Application Latency. Figure 8.7 shows the average application request latency in OFC,

Faa$T, and Concord with different system loads normalized to OFC. On top of the Concord

bars, we show the absolute latencies in ms. We see that OFC and Faa$T have similar

latencies. While Faa$T allows a data item to be cached in multiple caches, it does not

reduce the average latency over OFC because it has significant coherence overheads. On the

other hand, Concord’s optimized caching protocol minimizes network overheads and results

in a much lower latency for all applications and across all loads. On average, Concord

reduces the average application latency over OFC by 2.1×, 2.4×, and 2.6× for low, medium,
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(b) Medium request load.
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Figure 8.7: Average application request latency in OFC, Faa$T, and Concord normalized to
OFC. The numbers on top of the Concord bars are the absolute request latencies in ms.

and high load, respectively, and over Faa$T by 2.2×, 2.5×, and 2.7× for the same loads.

Concord attains higher reductions for applications that frequently read small data, such as

TrainT and SocNet; in these cases, the impact of the Concord techniques is more notable.

Also, Concord’s latency reductions increase with higher system loads.

Cluster Throughput. Concord’s reduced request latencies result in improved overall clus-

ter throughput. We define cluster throughput as the rate of requests that the cluster can

process before violating the applications’ Service Level Objectives (SLO). Similar to prior

art [283, 284, 361], we define SLO as five times the application latency on an unloaded clus-

ter. Figure 8.8 shows the cluster throughput of OFC, Faa$T, and Concord. On average,

Concord improves the throughput over OFC and Faa$T by 1.7× and 1.8×, respectively.

Characterization of Concord Operations. To understand the performance of Concord,

we now characterize some of its operations. Unless otherwise indicated, the data corresponds

to the average of low, medium, and high load conditions. First, we note that Concord enables

fast reads. Recall that a read request in Concord can result in a local hit, a remote hit, or a

remote miss. It can be shown that, on average, a local hit, a remote hit, and a remote miss
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Figure 8.8: Cluster throughput of OFC, Faa$T, and Concord measured in kilo requests per
second (kRPS).

Table 8.3: Distribution of read operations in Concord without coherence-aware invocation
scheduling (C-NoCAS) and in Concord (C).

Local Hit [%] Remote Hit [%] Remote Miss [%]
(C-NoCAS — C) (C-NoCAS — C) (C-NoCAS — C)

TrainT 72 — 84 21 — 9 7 — 7
eShop 68 — 75 23 — 16 9 — 9
ImgProc 76 — 85 18 — 9 6 — 6
VidProc 73 — 81 19 — 11 8 — 8
HotelBook 82 — 90 13 — 5 5 — 5
MediaServ 79 — 88 15 — 6 6 — 6
SocNet 73 — 81 21 — 13 6 — 6

Average 75 — 83 18 — 10 7 — 7

for a read in Concord take 1.6ms, 3.1ms, and 32ms, respectively.

Table 8.3 shows the distribution of read accesses per application for (i) Concord without

coherence-aware invocation scheduling (Section 8.3.7) and (ii) the complete Concord. In

both cases, the techniques of Section 8.4 are not included. We can see that, in Concord,

on average 83% of read requests are local hits. Even without the proposed coherence-aware

invocation scheduling, on average 75% of read requests are local hits. With so many accesses

satisfied with low latency, Concord delivers high performance.

Write requests are less frequent, and can be slightly slower due to the invalidation messages

sent to sharers. Figure 8.9 shows the average and maximum number of invalidations sent per

write operation throughout the execution of the evaluated applications. Averaged across all

applications, an average write operation causes 1.2 invalidations, while the maximum number

of invalidations per write is 4.9. Recall that our platform has 16 nodes.

Finally, Figure 8.10 compares the average request latency for Concord without coherence-

aware invocation scheduling (Concord No CAS) and Concord for the different applications.

The bars are normalized to Concord No CAS and the Concord bars are annotated with the

average request latency. Concord No CAS tries to co-locate invocations of the same function

on the same subset of nodes. Thus, it already captures some locality. However, it does not

consider the specific data that these invocations operate on. Co-locating invocations that
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Figure 8.9: Average/max number of invalidation messages sent per write in Concord.
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Figure 8.10: Normalized average request latency in Concord without coherence-aware invo-
cation scheduling (Concord No CAS) and in Concord. The numbers on top of the Concord
bars are the absolute latencies in ms.

potentially operate on the same data increases data reuse, which results in higher local cache

hits. As we see in the figure, coherence-aware invocation scheduling reduces the average

request latency by 11%.

8.6.2 Write Operation Scalability

In this experiment, we measure the latency of write operations to shared data in Concord

as we change the cluster size from 1 to 30 nodes. All nodes first load the data item in their

caches and then one of them writes, invalidating all the other nodes. The home node sends

the invalidations and receives the acknowledgments in parallel with propagating the write

to global storage and receiving the acknowledgment from global storage. As a reference, a

round trip to storage takes around 30ms, while the round trip of an invalidation to another

node and its acknowledgment takes around 2ms.

Figure 8.11 shows the average latency of these writes across all the evaluated applications

for Concord and Faa$T. Recall that a write in Faa$T sends the update to the home and

then to the global storage, but does not invalidate the sharers. For comparison, the figure

also shows the latency of a read hit to the local cache in both Concord and Faa$T.
The figure shows that, with few nodes, a write in both Concord and Faa$T has the same

latency of 30ms—which is determined by the access to the global storage. As the number of

nodes increases, a write in Faa$T maintains the same latency, since no node is invalidated.

In Concord, the latency increases, reaching 32.4ms for 30 nodes. The reason is that more
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Figure 8.11: Average time to perform a write operation on a data item shared by all nodes
and a read operation that hits in the local cache for different numbers of nodes in Faa$T
and Concord.

invalidations are being sent. However, the latency increase is modest because invalidations

are sent in parallel with the access to global storage.

The figure also shows the latency of read hits, which does not change with the number of

nodes. It is 3.8ms in Faa$T and 1.6ms in Concord. The latency is Faa$T is higher because

even a local read hit needs to perform an access to the home to check the version number.

Overall, Concord speeds-up the frequent read operations by more than 2× while slowing

down the less frequent write operations by at most 8%.

8.6.3 Concord Memory Consumption

Concord re-purposes the unused memory pre-allocated by the functions of an application

into the application cache. Hence, users are not charged extra for the caches. However,

the amount of cache memory is limited by the amount of unused memory. Fortunately,

the unused memory is typically significantly larger than the amount of memory needed by

the caches in Concord. Figure 8.12 shows the average and maximum amount of memory

consumed by a single cache instance. Across all applications, the average and maximum sizes

of a cache instance are 6.2MB and 12.6MB, respectively. On the other hand, the average

unused memory per application in a node is 56.8MB. Hence, a cache instance typically uses

a bit more than one tenth of the unused application memory.
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Figure 8.12: Average and maximum memory consumed by a cache instance of an application
throughout the application’s execution in Concord.
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Figure 8.13: Throughput of the SocNet application when varying the rate of cache instance
removals (and additions).

8.6.4 Concord Coherence Domain Changes

Concord removes and adds cache instances to a coherence domain transparently to the

application. While such operations take some time, they are not blocking. For example,

on average, the latency of removing a cache instance from a 16-node coherence domain and

adding a new one is about 120ms, but all the nodes beyond the one being removed or added

do not stall unless they try to access a data item that moves homes. Figure 8.13 considers the

SocNet application and shows the cluster throughput as we change the rate of cache instance

removal (and subsequent addition). We use a coherence domain that extends across 16 nodes

and randomly select instances to evict and add them back. The figure shows that Concord

maintains high throughput until a removal rate as high as 48 removals (and additions) per

minute. The other applications show similar performance trends.

8.6.5 Sensitivity Analysis

Available Node Cache Size. Figure 8.14 shows the speedup of Concord over OFC with

different node cache sizes at medium load. We define speedup as reduction in average latency,

and show the results averaged across all applications. With very small cache sizes (tens of

KBs), Concord provides little benefit due to frequent cache evictions. As the cache size

increases, the speedup increases, reaching 2.5. Once the cache captures the application’s

working set at about 6-7MB, further increases in size provide little benefit.
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Figure 8.14: Speedup of Concord over OFC with different cache sizes at medium load,
averaged across all applications.
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Figure 8.15: Average application latency in Saga, Beldi, and Concord with transactions.
The numbers on top of the bars are the absolute latency.

Remote Node Access Latency. The cluster used in our experiments has whole-stack

internode round trip latencies of around 2ms. This is a typical latency in current datacenters.

If this round-trip latency is reduced to a few µs, the gains of Concord over OFC or Faa$T
decrease—since the additional access to the home node required for most read operations

in OFC and Faa$T becomes cheaper. Such scenario could be the case with rack-level CXL

deployments.

8.6.6 Transaction Support

To evaluate transactions, we use five applications from AWS samples [227]: Hotel Booking,

Online Shopping, Account Registration, Online Banking, and Online Health Records. These

applications have large transactions: a transaction encloses a sequence of 6-8 functions plus

the scheduling and FaaS platform overheads. Figure 8.15 shows the average application

latency when using transactions implemented with Saga [345], Beldi [346], and Concord.

Concord outperforms the other schemes for two main reasons. First, it detects transaction

conflicts much faster, thanks to using coherence messages; the other schemes detect conflicts

by re-reading the data (or logs) from the storage. Second, Concord does not require the

execution of additional functions to clean-up an aborted state; it rolls back to the correct

state by just flushing its software caches. Overall, Concord with transactions reduces the

average application latency by 54% and 20% over Saga and Beldi, respectively.

8.6.7 Communication-Aware Function Placement

To evaluate communication-aware function placement, we cannot use the applications from

Table 8.2 because they do not have frequent producer-consumer patterns. Instead, we use a

new set of applications with such patterns from open-source projects [171, 192]. These ap-

plications are: IoT Sensor Data Collection, ML Sentiment Analysis, Video Processing, Map

Reduce, Event Streaming, and Illegal Recognizer. Figure 8.16 shows the normalized average
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Figure 8.16: Normalized average application latency with Concord and with Concord plus
our communication-aware function placement policy. The numbers on top of the bars are
the absolute latencies in ms.

latency of these applications with Concord and with Concord plus our communication-aware

function placement policy. The numbers on top of the bars are the absolute latencies in ms.

We see that co-locating the functions that communicate frequently with each other can

significantly reduce application latency. On average, communication-aware function place-

ment reduces the applications’ average latency by 25%. The reductions are higher for the

applications with shorter execution times, as the network overheads dominate.

8.7 COMPARISON TO A FAULT-TOLERANT PROTOCOL

Apta [362] is a hardware-based cache coherence protocol targeting CXL that uses write-

through hardware caches for fault tolerance. In this section, we create a software version of

Apta’s protocol using software caches, run it in our cluster of Section 8.5, and compare its

performance to Concord. Apta uses separate compute and memory nodes, and places the

directory in the memory nodes. Apta is described without explicitly considering persistent

storage (unlike Concord).

Apta introduces lazy invalidations, where the invalidations issued by the directory on a

write are moved out of the critical path of the write—allowing the write to complete while

some caches may hold stale data items for a short window of time. Apta then enforces

coherence-aware scheduling, where the memory nodes tell the scheduler not to schedule

functions that might use such data items, on the nodes that temporarily have stale values

of such data items.

Some additional differences between the extended implementation of Concord and Apta

are that Concord introduces: 1) coherence-aware invocation scheduling (where a hash of the

function inputs determines the node where to schedule the function, hoping to reuse state

left by the same function with the same inputs), 2) transaction execution (easy to support

because all accesses in Concord are recorded in software), and 3) communication-aware

function placement (where Concord learns producer-consumer function pairs and schedules
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Figure 8.17: Average application latency in Apta and Concord normalized to Apta-Az. The
numbers on top of the Concord-Mem bars are the absolute application latency values in ms.

them together). On the other hand, Apta introduces locality-aware scheduling (where a

function is scheduled on the node where its predecessors executed).

Due to the limited size of our cluster and to consider the worst case for Concord, we

compare Concord with 15 compute nodes to the software version of Apta with 15 compute

and 15 memory nodes in two cases. First, in Apta-Az and Concord-Az, both systems need

to propagate updates to Azure Blob Storage (like in our Concord design). Second, in Apta-

Mem and Concord-Mem, updates are propagated only to memory nodes (like in the Apta

paper); in this case, we add 15 memory nodes in Concord-Mem as well. Figure 8.17 shows

the average application latency at medium load in all four environments normalized to Apta-

Az. The Concord bars include the communication-aware function placement optimization.

The numbers on top of the Concord-Mem bars are the absolute latency values in ms.

On average across applications, Concord-Az and Concord-Mem reduce the average appli-

cation latency over Apta-Az and Apta-Mem by 41.2% and 47.4%, respectively. Focusing

on the Mem environments, there are three reasons why Concord is faster. First, Concord

allows all nodes to continue scheduling new function invocations without interruption, unlike

Apta’s approach with coherence-aware scheduling. On average, Apta’s scheduler has only

8.9 out of 15 compute nodes available for scheduling new invocations at a time.

Second, Apta adds scheduling overheads, as on every function invocation, the scheduler

contacts all memory nodes and checks which compute nodes are currently unavailable. Then,

it schedules the request on an available compute node. On average, Apta increases the

scheduler’s response time by 2.8×.

Finally, Concord’s coherence-aware scheduling and communication-aware placement opti-

mizations are more effective than Apta’s locality-aware scheduling optimization.

In the Az case, writes having fewer hops in Concord than in Apta directly affects per-

formance. Indeed, Apta’s write operations travel to both the memory nodes (to check the

directory) and to the Azure Storage; in Concord, they go directly to the storage if they

update a datum homed locally or a datum in E state. This is the reason for the E state in

Concord’s protocol. On average, Concord reduces the number of hops per write by 28.6%.
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8.8 RELATED WORK

Distributed Caching. Researchers have proposed various caching schemes in distributed

systems [363, 364, 365, 366, 367, 368, 369]. These proposals target environments where

the cache is an independent software system used by long-lived web services. In contrast,

Concord targets serverless environments where caches are tightly coupled with the highly-

dynamic ephemeral function instances. Some prior works target FaaS [194, 195, 325, 328, 329,

338, 339]. Most proposals do not provide coherent caches [194, 195, 325, 329, 338]. Also, some

designs introduce custom APIs and make applications responsible for their data coherence

management [325]. We compare Concord to closely related work, namely Faa$T [339] and

OFC [338], throughout the chapter. If the developer annotates all read-only objects, Faa$T
can avoid version checks for such objects, potentially improving performance. However, in

the Azure traces [226], only 5% of the objects are read-only. Thus, Concord still outperforms

Faa$T with annotations in this configuration.

Producer-Consumer Optimizations. SAND [300] and Faastlane [193] optimize producer-

consumer patterns across the functions of an application workflow. They do not optimize

the storage accesses to persistent objects. SAND [300] uses a hierarchy of local and global

per-function queues used for local and remote communication, respectively, leading to mul-

tiple overheads: (i) communication via queues is serialized, creating bottlenecks in high-load

scenarios, (ii) the publish-based messaging is slower than RPCs, and (iii) the hierarchy in-

troduces multiple hops to read/write data when the communicating functions are located on

different nodes. Our experiments show that, with conventional scheduling, Concord reduces

the average latency of SAND by 8% for workflows with producer-consumer patterns. When

Concord adds communication-aware function placement, it reduces the average latency of

SAND by 31%.

Faastlane [193] consolidates all functions of an application into a single container, enabling

communication through loads and stores with Intel’s Memory Protection Keys (MPK). This

approach performs similarly to Concord when all accesses hit in the cache. However, it

complicates resource management and scaling since the functions within a container can

have diverse hardware requirements and software dependencies.

Leases have been extensively used in distributed systems [354, 370, 371, 372]. A lease

gives its holder cache the right to read or read-write a cached object for a limited period

of time. When the lease expires, the cached object is self-invalidated and the cache must

renew the lease to cache the object again. All lease designs induce lease renewal overheads

that commonly include communication with the storage server that grants them.

Scheduling. Proposals on locality-aware FaaS scheduling [224, 373] focus on scheduling
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same-function invocations on the same nodes to minimize cold-starts. Palette [374] co-

schedules functions that operate on the same data, providing a new API for users and a load

balancer that takes this hint into account. Concord transparently prioritizes the co-location

of function invocations that have the same input parameters.

8.9 CONCLUSION

This chapter proposed Concord, a distributed software caching system for FaaS environ-

ments. Concord introduces a directory-based distributed coherence protocol for software

caches. The protocol minimizes coherence traffic, reduces contention points, and is robust

to failures and frequent creation/removal of application cache instances. Concord on average

speeds-up FaaS execution by 2.4× and improves throughput by 1.7×, while using 6.2MB of

idle application memory.
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CHAPTER 9: Software Speculation for Further Performance Gains

9.1 INTRODUCTION

As indicated above, serverless functions suffer from overheads such as cold start [53, 298,

375, 376], virtualization, RPC or HTTP invocation, and the need to persist outputs to

global storage. Unsurprisingly, in applications with many functions, where cross-function

control and data dependences are common, such overheads accumulate. The result is long

application response times, despite using state-of-the-art frameworks such as AWS Step

Functions [377], Azure Durable Functions [378], IBM Cloud Composer [379], or Google

Cloud Workflows [380].

In this chapter, we aim to fundamentally accelerate the execution of function-based server-

less applications. We want to go beyond current work which, while effective, either focuses on

cold-start effects (e.g. [53, 63, 64, 65, 85, 86, 187, 188, 298, 301, 319, 320, 324, 375, 376, 381])

or targets one type of overhead such as cross-function communication [193, 300, 382], data

access latency [191, 194, 195, 328, 329, 383], or RPC invocation [43, 44]. What we seek is a

novel way to execute applications in this paradigm.

An analysis of serverless applications suggests a way to accelerate this environment. Specif-

ically, we find that the outcomes of the branches that encode cross-function control depen-

dences are fairly predictable. Moreover, in this environment where functions are stateless

by definition, cross-function data dependences are often predictable. Indeed, functions often

produce the same outputs every time that they are invoked with the same inputs. Hence,

the data that a function will generate for the subsequent function is typically predictable.

With these insights, we propose to accelerate serverless applications using software sup-

ported speculation. Our proposal is termed Speculative Function-as-a-Service (SpecFaaS). It

is inspired by the out-of-order execution of modern processors. In SpecFaaS, functions in an

application are executed early, speculatively, before their control and data dependences are

resolved. Control dependences are predicted with a software-based branch predictor, while

data dependences are speculatively satisfied with memoization. With this support, the exe-

cution of downstream functions is overlapped with that of upstream functions, substantially

reducing the end-to-end execution time of applications.

While a function execution is speculative, SpecFaaS prevents its buffered outputs from

being evicted to global storage. When the dependences are resolved, SpecFaaS proceeds to

validate the function. If no dependence violation is detected, the function commits. Oth-

erwise, the buffered speculative data is discarded and the offending functions are squashed
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and re-executed. SpecFaaS provides policies to configure the degree of speculation based on

control/data dependence predictability.

We prototype SpecFaaS on Apache OpenWhisk [57], an open-source serverless computing

platform. SpecFaaS runs transparently to the applications. We evaluate SpecFaaS using

three application suites, namely Alibaba [384], TrainTicket [78], and FaaSChain. They have

a total of 16 FaaS applications of, on average, 12 functions each. In a warmed-up environ-

ment, SpecFaaS attains an average speedup of 4.6×. Further, on average, the application

throughput increases by 3.9× and the tail latency reduces by 58.7%.

Overall, this chapter makes the following contributions:

• SpecFaaS, a novel approach to accelerate serverless applications with (software-supported)

speculative function execution.

• A characterization of dependences and overheads in large serverless applications.

• An implementation and evaluation of SpecFaaS on the OpenWhisk platform.

9.2 BACKGROUND

Serverless Applications. Large, complex serverless applications are organized as work-

flows of multiple interdependent functions. To construct these workflows, FaaS platforms

have composition frameworks, e.g., AWS Step Functions [377], Azure Durable Functions [378],

IBM Cloud Composer [379], or Google Cloud Workflows [380]. These frameworks allow de-

velopers to specify control- and data-flow dependences between functions, such as producer-

consumer relationships, control branches, loops, parallel execution, and error handling.

We implement our infrastructure on top of OpenWhisk [57]. Listing 9.1 shows the code

snippet of a smart home application that is described in [385, 386], using OpenWhisk Com-

poser [387]. This application is composed of 7 functions and Figure 9.1 shows the workflow.

Listing 9.1: Code snippet of a smart home FaaS application using OpenWhisk Composer.

import composer

def main():

return composer.when(’Login’,

composer.sequence(

’ReadTemp’,

’Normalize’,

composer.when(’CompareTemp’, ’TurnAir’),

’Done’),

’Fail’)
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Figure 9.1: The workflow of the FaaS application in Listing 9.1.

The application specifies two types of dependences using the when and sequence directives.

The when directive is a branch statement that specifies a control dependence: when(br cond,

true target, false target) If br cond returns true, we execute true target, otherwise,

we execute false target. The sequence directive is used to express data dependence:

sequence(source, destination). The output of the source function will be used as the

input of the destination function. Applications can also use loop structures, which are

specified with while and do while directives. These directives are compiled to the same

code as when, and so we will not consider them separately. It is also possible to execute

multiple functions in parallel with the parallel directive. Such directive is currently not

supported by OpenWhisk Python Composer, and thus we have implemented it ourselves.

An application’s workflow is exposed to the FaaS platform. However, the code of each

function may not be visible. Therefore, we treat every function as a blackbox.

Serverless Workflow Execution. The execution of the functions in an application’s

workflow needs to satisfy all data and control dependences. For example, in Figure 9.1,

Functions ReadTemp and Fail do not execute until Login finishes and returns the condition

that determines which function to execute next. Similarly, Normalize does not execute until

ReadTemp finishes and produces its output.

Serverless platforms schedule each function to execute as soon as it reaches the ready

state. Typically, function scheduling is done by a Controller component, which keeps track

of the state of the workflow graph. In OpenWhisk, after a function completes, the controller

calls a helper function called Conductor. The conductor picks the next function to execute.

Then, the controller initializes a Worker that first encapsulates the function in an execution

environment (a container [388] or a micro VM [85, 389]) and then launches the function.

Implicit Workflows. The workflows described so far are called Explicit, in that the devel-

oper explicitly specifies the whole graph topology and the controller knows the next function

to execute. However, workflows can also be created in an implicit manner. In Implicit (or

multi-tier) workflows, functions invoke other functions as subroutines. Specifically, a func-

tion calls another function, waits on the results, and then continues with its own execution,

possibly to call other functions. There are gather functions that invoke multiple simple ser-

vices and then aggregate the obtained data. An application example from Alibaba [384] is
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shown in Figure 9.2. Since the FaaS platform may not know the code of functions, it does

not know ahead of time which functions a given function can invoke.

଴
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ଵଵ ଵଶ ଵଷ ଵ଺ଵହଵସ ଵ଻

ଵଵଵ ଵଵଶ ଵଵଷ ଵସଵ ଵ଻ଵ

Figure 9.2: Example of an application with implicit workflow.

Studies by Alibaba [384] and Facebook [14] show that the multi-tier paradigm is popular

in production-level microservice architectures. The largest open-source serverless applica-

tions [40, 78] are also built in this way. Note that the caller function is blocked while waiting

for the results from a callee.

9.3 FAAS WORKFLOWS CHARACTERIZATION

Our work is driven by the characteristics of FaaS application workflows. In this section, we

analyze three FaaS application suites running on OpenWhisk. These suites are Alibaba [384],

TrainTicket [78], and FaaSChain, which we detail in Section 9.7. Alibaba and TrainTicket

use implicit workflows, while FaaSChain uses explicit workflows. Table 9.1 characterizes

these application suites. For each suite, we show the number of applications and, on aver-

age per application: the number of functions, the number of cross-function branches, the

number of cross-function data dependences, the number of callees per function with calls,

the maximum application DAG depth, and the application execution time in a warmed-up

environment. For TrainTicket and FaaSChain, the execution time is obtained by running

the applications on AMD EPYC 7402P servers as described in Section 9.7; for Alibaba, the

execution time is obtained from the traces.

Our analysis reveals the following observations:

Observation 9.1: Even under warmed-up conditions, function execution per se constitutes

less than 1/2 of the time taken to invoke and run an FaaS function.

Figure 9.3 shows the average response time of a function invocation under cold start con-

ditions in each of the three application suites. Each bar is broken down into five categories,

each with a number expressing their duration in ms. The bottom-most category is Con-

tainer Creation, which includes creating the container and network stack, and connecting

to the network. This category is the one taking the longest by far (1500ms), and is shown
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Table 9.1: FaaS application suites considered.

Characteristic Alibaba TrainTicket FaaSChain

Workflow Type Implicit Implicit Explicit
# of Applications 5 5 6
Per-appl. metrics:
Avg # Functions 17.6 11.2 7.8
Avg # Branches N/A 1.8 2.5
Avg # Data Deps. 3.4 4.8 2.7
Avg # Callees/Func. 3.4 4.8 N/A
Max DAG Depth 5 3 10
Avg Exec. Time (ms) 387.2 268.8 160.0

broken into two pieces in the figure. Next is Runtime Setup, which involves injecting the

function code and starting the docker proxy. This category is also large and, together with

the previous one, constitutes the cold-start overhead.
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Figure 9.3: Breakdown of a function’s response time.

Platform Overhead is the time for the communication between different FaaS platform

components such as front-end, controller, and worker when the new request comes. Transfer

Function Overhead is the time between when a function completes and its successor starts

execution. For implicit workflows, this time corresponds to an HTTP or RPC call; for explicit

workflows, it corresponds to additional communication between worker and controller, and

the execution of the conductor function. Function Execution is the actual function execution.

From the bars, we understand the overheads: function execution only accounts for 33-42%

of the total function response time in warm-up conditions (or 1% in cold-start conditions).

Our goal is to minimize Platform Overhead and Transfer Function Overhead, and overlap

Function Execution across functions. In addition, if the system runs under cold-start condi-

tions, we want to overlap Container Creation and Runtime Setup across functions.

Observation 9.2: The sequence of functions executed in application is highly deterministic.
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The sequence of functions that an application executes can change across invocations

of the application, as some functions conclude with a branch condition that can transfer

execution to different functions. In addition, in implicit workflows, some functions call other

functions conditionally. In this experiment, we measure, for a given application, the sequence

of functions that it executes from beginning to end. We record how many times we observe

each of the possible different sequences. We then select the most popular sequence.

On average, the most popular sequence accounts for 90% of the total invocations of the

application in Alibaba and 98% in TrainTicket. We do not report the result for FaaSChain

because its control dependences use synthetic data (Section 9.7). Based on this result,

our goal will be to develop software branch predictors to pick functions to execute early,

speculatively, before knowing whether they will need to execute.

Observation 9.3: Most FaaS functions do not read from writable global state; many do not

even write to global state.

While FaaS functions are stateless by definition, in addition to taking inputs and producing

outputs, they may read and write global state. In this experiment, we first measure the

fraction of functions that either do not read global state or, if they do, they read read-only

state. For example, this fraction is 75.8% for TrainTicket and 85.1% for FaaSChain across

the runs. These functions are guaranteed to produce the same outputs every time that they

are invoked with the same inputs. Given these large fractions, our goal will be to maintain

memoization tables that record pairs of {inputs, outputs} observed for functions. These

tables will allow us to predict the outputs of functions in advance, hence allowing the early,

speculative execution of successor functions.

An interesting subset of these functions are those that, in addition, do not modify the

global state. These functions produce the same outputs for the same inputs and have no

side effects. The fraction of such functions is 57.6% for TrainTicket and 61.7% for FaaSChain.

These functions can not only be memoized, but their execution can be skipped altogether!

Observation 9.4: Remote storage is not frequently updated.

We analyze traces of the blob accesses in Microsoft’s Azure Functions [191, 226] and

observe that write operations are not common. Specifically, out of 40M accesses, only 23%

are writes. Moreover, two thirds of blobs are read-only. Out of the writable blobs, 99.9%

are written less than 10 times overall. Finally, the time between a write and a subsequent

read to the same storage location is more than 1s in 96% of the times, and more than 10s

in 27% of the times. This means that reads and writes to the same location are separated

from each other, and are rarely issued in the same function invocation.

Observation 9.5: FaaS functions have few types of side-effects.
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To confirm that the behavior of our application suites is representative, in this experiment,

we take another 110 open-source serverless functions from various benchmark suites [171,

192, 227, 229, 390] and analyze their side effects. Our analysis shows that, in agreement

with the previous sections, a major portion of the functions (63.4%) does not have any side-

effects. The rest have only three types of side-effects: writes to global storage, writes to

temporary local files, and HTTP requests.

Observation 9.6: CPUs are not fully utilized in the cloud.

Recent studies on resource utilization of cloud and datacenter systems [152, 316, 317, 318,

391] report that computing resources are commonly over-provisioned and not fully utilized.

In this experiment, we extract from the Alibaba traces [384] the CPU utilization of the bare-

metal nodes in the Alibaba cloud. For each node, we compute the P90 CPU utilization—i.e.,

the utilization U such that, for 90% of the time, the CPU is utilized U or less. We then

generate the P90 distribution for all the nodes in the cluster. Figure 9.4 shows the CDFs for

P90, P80, P70, P60, and P50. We can see that, most of the time, the CPU usage is 60-80%.

Thus, the environment could support some cycles wasted due to misspeculation.
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Figure 9.4: P50-P90 CPU utilization of Alibaba’s bare-metal nodes.

9.4 SPECFAAS OVERVIEW

With SpecFaaS, we propose a new approach to accelerate serverless applications that are

composed of multiple functions. The idea is to optimistically execute functions speculatively,

before their control or data dependences are resolved. Later, if a mis-speculation is detected,

the optimistically-executed functions are squashed and potentially re-started. SpecFaaS’

rationale is our observations that the sequence of functions executed in an application is

highly predictable and that individual functions, when passed the same inputs, typically

produce the same outputs. As a result, with SpecFaaS, we can substantially reduce the

end-to-end execution time of serverless applications.

SpecFaaS is inspired by the out-of-order execution of instructions in modern processors—a

function in SpecFaaS is analogous to an instruction in processors. Consider Figure 9.5(a),
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which shows one possible conventional execution of the smart-home application of Figure 9.1.

All functions are executed in sequence. There are two types of cross-function dependences

that prevent any concurrent execution of functions: control (e.g., between Login and Read-

Temp) and data (e.g., between ReadTemp and Normalize). If SpecFaaS correctly predicts the

cross-function control dependences, the execution timeline will be Figure 9.5(b); if SpecFaaS

correctly predicts both control and data dependences, the timeline will be Figure 9.5(c).

Normalize

(a) Conventional Execution

Login ReadTemp CompareTemp TurnAir

Time

(b) Control-only Speculative Execution

Login

ReadTemp

Normalize

CompareTemp

TurnAir

Time

(c) Full Speculative Execution

Time

CompareTemp

Login

ReadTemp

Normalize

TurnAir

Figure 9.5: Possible execution of the smart-home application of Figure 9.1: conventionally
(a) and with speculation (b and c).

To predict control dependences, SpecFaaS adds to the FaaS controller a Branch Predictor

software table with an entry for each function that may invoke different functions. The entry

contains probability information to decide on the next function to invoke. When a function is

about to execute, the branch predictor is queried. If an entry is found, the outcome with the

highest probability is identified and the corresponding function is also invoked, speculatively.

To predict data dependences, the FaaS controller is augmented with a Memoization soft-

ware table for each function that creates outputs. For a given function, the table contains

the pairs of {input, output} values that the function has taken and produced, respectively,

in the past. When a function is about to execute with certain input values, its memoization

table is queried. If an entry with such input values is found, the corresponding output values

are retrieved and the next function of the application in sequence is concurrently invoked,

speculatively, taking the retrieved values as inputs.

A function may read data values beyond those that it explicitly takes as inputs. Moreover,

it may write other variables beyond those declared as outputs. Consequently, as a function

executes speculatively, its global writes are buffered in a Data Buffer and not merged with

the global state until the function’s speculative execution is validated. The Data Buffer is
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shared by all the concurrently-running functions of a given application invocation. Similarly,

global reads first access the Data Buffer, to check if the Data Buffer contains the desired

data, as the current function or earlier, less-speculative functions may have generated it. The

Data Buffer is also used to detect data dependence violations—i.e., a speculative function

that has read data that is later updated by a predecessor function.

On a misspeculation, the FaaS controller squashes the mispredicted function and all its

successors, and invalidates the corresponding data in the Data Buffer. In case of a control

misspeculation, the controller then launches the correct-path functions (Figure 9.6(a)); in a

data misspeculation, the controller re-launches the successor functions, now with the correct

input values and correct Data Buffer state (Figure 9.6(b)).

Login

ReadTemp

Fail

(a) Control (b) Data

Login

ReadTemp
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Figure 9.6: Control (a) and data (b) misspeculations.

To reduce execution overheads, SpecFaaS keeps in the FaaS controller node a software

table with the sequence of functions that the application needs to execute. This Sequence

Table is created at the application compile time. For each function, it records the next

function to execute. For functions that may invoke one of multiple possible functions, the

entry incorporates the branch predictor entry. The Sequence table allows the controller to

immediately identify the next function to call without the need to invoke a component like the

Conductor in OpenWhisk, hence minimizing the Transfer Function Overhead (Section 9.3).

SpecFaaS is a generic design for modern serverless infrastructures. It works with both

implicit and explicit application workflows (Section 9.2). Moreover, while in this chapter it

targets warmed-up environments, it is also effective if the FaaS infrastructure is not equipped

with any of the previously-proposed optimizations that remove the function cold-start over-

heads shown in Figure 9.3. Indeed, consider Figures 9.5(a) and 9.5(c). Each of the bricks

shown may or may not include the function start-up overheads; in either case, SpecFaaS

can reduce the execution time of the application substantially. In this chapter, we will

assume by default that all the function start-up overheads have been removed by previously-

proposed optimizations. Finally, while we implement SpecFaaS in the OpenWhisk serverless

framework [57], it can be implemented in other frameworks as well.
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9.5 SPECFAAS DESIGN

Figure 9.7 shows an overview of the SpecFaaS system. For a given application, the con-

troller node maintains a software structure representing the pipeline of not-yet-committed

functions of the application (Function Execution Pipeline). Functions are ordered in pro-

gram order and tagged based on whether they are speculative or not, and whether they

have completed or not. In addition, the controller keeps the application’s Sequence table

(which includes the Branch Predictor), the application’s Data Buffer and, for each function

in the application, the Memoization table. The Sequence and Memoization tables can re-

main in the controller across invocations of the application and, at every invocation of the

application, are augmented with more execution information.
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Figure 9.7: Overview of the SpecFaaS system.

During execution, the controller repeatedly picks the next function to execute (specula-

tively or not) from the Sequence table, launches it in one of the nodes, and detects any

misspeculations. If a function misspeculates, the controller squashes and potentially re-

launches the function and its successors; otherwise, it eventually commits the function. In

the process, the controller updates the application’s Function Execution Pipeline, Sequence

table, Data Buffer, and Memoization tables. We now describe the main structures.

9.5.1 Sequence Table and Branch Prediction

The Sequence table lists the ordered sequence of functions to be executed—like the se-

quence of instructions in a program. It enables the controller to pick the next function to

launch with minimal overhead. However, like programs, FaaS applications have branches
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that SpecFaaS wants to predict in advance. Hence, the entries of the Sequence table for

functions with branches are augmented with a branch predictor entry.

Figure 9.8(a) shows an application where function f2 can be followed by either f3 or f6.

Figure 9.8(b) shows the application’s Sequence table. The entry for f2 includes a pointer

to the entry for f6 and a branch predictor entry. The latter contains state that determines

whether the controller should take the branch to f6 or proceed to the next entry, i.e., f3’s.
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Figure 9.8: Execution workflow and corresponding Sequence table with Branch Predictor.

The branch predictor entry contains the probability to take the branch. Such probability is

obtained by recording the outcome of previous invocations of f2. If the probability is higher

than a threshold, the controller will speculatively launch f6; if it is lower than another, lower

threshold, it will speculatively launch f3. We find that branches in FaaS applications are

highly biased. Specifically, we find that the path of functions executed from the beginning of

the application until the branch typically determines the branch outcome. For example, it

may be that if f2 is reached from f0 and f1, the branch is typically taken, but if reached from

f0 and f11 (not in the picture), it is typically not taken. Hence, as shown in Figure 9.8(b),

a branch prediction entry has a sub-entry for each possible path that reaches f2.

If the branch at a given function f can have N targets, then the Sequence table entry for f

has N-1 pointers and a branch predictor entry with the probabilities of invoking each of the

targets (for each path reaching f).

The controller keeps a record of the sequence of functions executed so far. On a branch,

it checks the appropriate predictor and decides which speculative path to follow. Once the

branch resolves non-speculatively, the controller updates the predictor and, if the prediction

was incorrect, squashes the mispredicted functions and executes the correct path.

9.5.2 Function Memoization

A function often produces outputs that are consumed as inputs by its successor function.

To speed-up execution, SpecFaaS executes the successor function speculatively without wait-
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ing for the predecessor function to complete. To accomplish this, the controller maintains a

per-function Memoization table. The table contains input values that a function has taken-

in in the past, and the corresponding output values that the function has produced. With

this support, when the controller launches a function f with a given set of inputs, it checks

f’s Memoization table. If the specific input values are found, the controller retrieves the

output values from the table and speculatively launches the successor function of f passing

the retrieved values as inputs. When f commits, the controller validates f’s execution.

Note that, even if f is invoked with inputs present in its Memoization table, we still need to

execute f. This is because many FaaS functions also read and write global (i.e., non-private)

data beyond their inputs and outputs. As a result, f may read global data that causes f to

produce unexpected outputs. Further, f may issue updates to global state, which cannot be

skipped. In addition, f may get squashed before completing execution. For example, the

Data Buffer may detect a dependence violation (Section9.5.3), where f reads a global variable

that is later written by a predecessor of f. Because of all these cases, f must execute and

validate at its commit time that it produces the expected outputs. If f generates unexpected

outputs, when f commits, f’s Memoization table is updated.

Some FaaS functions are pure, meaning that they do not read or write any global state.

Therefore, the inputs that they take fully determine the outputs that they will generate,

and they do not have side effects. To speed-up execution, SpecFaaS allows programmers

to declare pure functions using the pure-function annotation (Section9.6). When the

controller is about to launch a function and finds from its Memoization table that the

function is pure, it skips the execution of the function and launches the successor function

with the outputs retrieved from the table.

If a function takes input values that are not yet in its Memoization table, the successor

is not launched until the predecessor completes. Later, when the predecessor completes and

commits, the pair of input-output values are saved in a new row of the Memoization table.

Our measurements of real-world datasets show that Memoization table sizes are relatively

modest. The combined tables for all the functions in one application use 100 to 1K entries,

which consume 1.5KB to 30KB.

9.5.3 Data Buffering

In serverless environments, nodes may have software caches that temporarily store remote

data accessed by a locally-running function [191, 194, 195, 328, 329]. While different designs

are possible, the goal of the caches is for functions to be able to re-access previously-accessed

data with low latency.
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In SpecFaaS, because some functions are executed speculatively, we need one additional

level of data buffering per application invocation. A new buffer, called the Data Buffer,

exists in the node running the controller for the application invocation. The Data Buffer

can receive requests from all the nodes that are currently running functions of the application

invocation. Its goal is to detect and manage data dependences between two concurrently-

executing functions of the application: (i) a non-speculative and a speculative function, or (ii)

a speculative and a more speculative function. If an in-order RAW dependence is detected,

the requested data is forwarded from the Data Buffer to the node running the successor

function; if the RAW dependence is out-of-order, the controller sends a squash signal to the

successor function (and to the successor’s successors, recursively). The Data Buffer is also

able to manage in-order and out-of-order WAW and WAR dependences without squashes.

At a high level, the Data Buffer is used as follows. When a function updates a record,

the runtime system, in addition to updating the local cache, it sends the update to the

Data Buffer. The Data Buffer stores the update and checks if any successor function has

prematurely read the record. If so, the successor function (and its successors) are squashed

and re-started.

When a function reads a record that the function has not accessed before, the runtime

system sends the request to the Data Buffer, which provides the record. The record is also

stored in the local cache. Note that the Data Buffer is only accessed if the read is exposed—

i.e., the function has not yet read or written the record. If the read is not exposed, the read

gets the data from the local cache.

In more detail, the Data Buffer is a table with a row for each record accessed by the in-

progress functions of the application—i.e., the functions that are being executed or that have

just executed but not yet committed. Each row has the address of the record plus a circular

buffer with as many columns as the maximum number of in-progress functions supported,

ordered by their program order. Each column has Valid (V), Read (R), and Write (W) bits,

and space to store the updated record.

Figure 9.9 shows a Data Buffer with two rows and three columns per row. Assume that the

non-speculative function uses the leftmost column and, as successor functions are executed

speculatively, they take the second and third columns in order. When a write or a read to a

record from function i reaches the Data Buffer, the controller accesses the row for the record

and performs the following operations.

Write Operation. The controller scans the R bit of all the successor functions of i in order.

The scanning ends at (and includes) the first column that has the W bit set. If any column

has the R bit set, the controller sends a squash message to the corresponding function and all

its successors. Then, the columns for the squashed functions are invalidated and re-assigned
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Figure 9.9: Data Buffer for an application invocation. Each row corresponds to a record,
and each column to an in-progress function of the application invocation.

to a new speculative execution of the squashed functions. Moreover, the local cache of the

squashed functions is invalidated. The updated record is stored in Function i’s column and

the W bit is set.

Read Operation. The controller scans the W bit of all the predecessor functions of i in

reverse order. As soon as a set W bit is found, the data in that column is read and provided

to the requester. If no W bit is set, the data is requested from the global storage and

provided to the requester. In either case, the R bit in Function i’s column is set.

When a Function i that executes non-speculatively completes, it can commit. In the Data

Buffer, committing involves writing back to global storage the records in Column i that have

the W bit set, clearing out Column i, and re-assigning it to a new, most speculative function.

The immediate successor function becomes non-speculative.

As an example, consider Figure 9.9. If Function i issues a write to Record 2, an out-of-

order RAW dependence is detected and the controller will squash Function i+1. If Function

i issues a read to Record 1, an in-order RAW dependence is detected and the Data Buffer

will provide Value 1 generated by Function i-1.

The logic described seamlessly handles WAR (R1 → W2) and WAW (W1 → W2) depen-

dences. Indeed, assume out-of-order dependences: W2 occurs first; later, when the other

access (R1 or W1) occurs, it will neither read from W2 nor squash W2’s function. Assume

now in-order dependences: when W2 occurs last, it affects neither R1 nor W1.

Minimizing the frequency of squashes. It is possible that a communication over remote

storage between two functions of the same application triggers a squash in many of the

application’s invocations. To avoid this case, we augment the controller as follows. When the

controller detects that a function is frequently squashed due to prematurely reading a given

record that a predecessor function later updates, the controller remembers the producer-

consumer function pair and the record causing the data dependence. The next time that

the consumer tries to read the record, if the record is not yet updated by the producer,

the controller stalls the consumer. The consumer remains stalled until the producer either

updates the record or completes its execution. With this support, we minimize the number
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of squash operations.

9.5.4 Speculating Implicit Workflows

The presence of applications with implicit workflows requires some extensions to SpecFaaS.

To describe them, we use as an example the workflow of Figure 9.10(a), where function f1

can call subroutine functions f2 and f3.
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Figure 9.10: Extensions to the SpecFaaS structures to support implicit workflows.

As indicated in Section 9.2, FaaS frameworks do not typically know the internals of func-

tions and, therefore, do not know the static call graph of implicit workflows. Consequently,

SpecFaaS may be able to augment the Sequence table, Data Buffer, and Memoization tables

with information for f2 and f3 only after one or more dynamic invocations of f1. After those,

the structures are augmented as follows.

The Sequence table is augmented to support implicit workflows as shown in Figure 9.10(b).

The entry for f1 has as many pointers as functions it can call. The pointers have a Call (C)

bit set, to indicate that this is a call. In the example, the f1 entry has pointers to the entries

for f2 and f3. Each of these entries has a Return (R) bit that, when set, tells the controller

to return to the caller on completion. In addition, the entry for f1 has one Branch Predictor

entry for each of the functions it can call. As in Figure 9.8, a Branch Predictor entry has as

many sub-entries as possible paths that may reach f1. Thus, when the controller launches

f1, it checks the two Branch Predictor entries and decides whether to speculatively launch

any combination of f2 and f3—possibly along with the function following f1 in sequence.
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The Memoization table of f1 is also augmented to support implicit workflows. As shown

in Figure 9.10(c), each row of the f1 table contains, in addition to the usual f1 input and

output values, the expected input values for f2 and f3. With this support, when the con-

troller launches f1 (speculatively or otherwise) with the input values from one row of the

Memoization table, it can also speculatively launch f2 and f3 with their corresponding input

values from the same row.

With these structures, we can now examine the execution of the f1, f2, and f3 functions.

Figure 9.10(d) shows the conventional execution of this implicit workflow, assuming that both

f2 and f3 are executed and that we have three cores (one for each row of Figure 9.10(d)). We

see that f1 stalls while f2 and f3 execute, keeping the core idle. In contrast, Figure 9.10(e)

shows the execution under SpecFaaS. The three functions execute concurrently, with at least

f2 and f3 executing speculatively. When the core running f1 reaches the point where it needs

to call f2, if f2 has not yet completed, it stalls until f2 completes; then, it resumes executing

f1. We choose to stall because the continuation of f1 is often data-dependent of f2 and, if

these dependences are violated, the whole f1 has to be squashed. The same policy is used

for f3. However, as shown in Figure 9.10(e), when f1 reaches the point of calling f3, f3 has

already completed. Therefore, f1 does not need to stall.

Our policy of stalling the caller until the callee has finished executing speculatively is also

key to simplifying the operation of the Data Buffer. With this policy, before a function f

calls a subroutine s, both f and s have columns in the Data Buffer and f is a predecessor

of s. When s returns, the Data Buffer column of s is merged into the column for f .

Figure 9.10(f) shows the Data Buffer for our example workflow. Between times 0 and t1

(when f2 completes), the Data Buffer has columns for f1, f2, and f3—as usual, columns to

the right are more speculative. At t1, the f2 column is merged into f1’s. Between t1 and t2

(when f1 is about to call f3 and finds that f3 has already completed), the Data Buffer has

two columns. At t2, the f3 column is merged into f1’s. At any time, reads and writes always

manipulate the Data Buffer with the algorithm of Section9.5.3.

9.5.5 Implications on Scalability and Security

SpecFaaS does not introduce scalability bottlenecks. In particular, the controller is not a

bottleneck, as a machine has many independent controllers spread across different nodes—

each controller managing a set of invocations of the same or different applications. The same

is true for the controllers in current systems.

In current systems, the controller for an application invocation already keeps track of

the function chain’s progress and receives results from all the functions in the chain. With
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SpecFaaS, the controller additionally keeps the sequence table with the branch predictor,

memoization tables, and Data Buffer for the chain. These structures are relatively small.

The sequence table with the branch predictor and the memoization tables are kept on a

per-application basis, the Data Buffer is kept on a per application invocation basis. The

Data Buffer is destroyed at the end of the application invocation.

SpecFaaS can guarantee that executing and squashing speculative functions does not result

in information leakage as follows. First, structures like branch predictors and memoization

tables are never updated with speculative data. Second, on a squash, any software structure

that holds speculative state (e.g., the Data Buffer) is invalidated. Finally, any state that a

speculative function loads into microarchitectural processor structures (e.g., caches or TLBs)

can be handled with known defenses (e.g., partitioning the structure, flushing the structure

on context-switch or squash, etc.). We implement the first two but not the last one. The

reason is that, for the microarchitecture to be safe from speculative attacks, one would also

have to implement known defenses against branch miss-speculation attacks (e.g., Spectre),

which would slow-down both SpecFaaS and the baseline configuration substantially.

9.6 SPECFAAS IMPLEMENTATION ASPECTS

We have implemented SpecFaaS on top of Apache OpenWhisk [57], a serverless cloud

platform. SpecFaaS runs transparently to serverless applications. We modify the Open-

Whisk controller to support speculative execution, the software structures required, and

the function runtime to intercept remote storage operations. The implementation takes

about 1K lines of Scala and 500 lines of Python. In this section, we describe some of the

implementation challenges.

Minimizing Squash Cost. When SpecFaaS detects a mis-speculation or dependence vi-

olation, it needs to squash the incorrectly-executed functions. There are three ways in

which SpecFaaS can implement the squashing mechanism. First, SpecFaaS could allow the

squashed functions to complete their execution in the background but never propagate the

functions’ global state updates. This approach allows container reuse for subsequent invoca-

tions but wastes CPU cycles. Second, SpecFaaS could squash the functions by terminating

the containers as soon as the mis-speculation or violation is detected. This approach frees the

CPUs from useless execution, but it takes a long time to stop a container (≈10s). Moreover,

this approach disallows the reuse of the containers for subsequent invocations. Finally, our

chosen mechanism is to kill only the processes executing the functions inside the containers

while leaving the containers alive. This approach frees CPU cycles, is very fast (≈1ms), and
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allows safe container reuse for subsequent invocations.

We modify the function runtime. Instead of having a single process perform the func-

tion initialization and serve all invocation requests, the SpecFaaS runtime has two types of

processes: the Initializer process that performs the function initialization and waits on new

requests, and Handler processes that serve requests. When the initializer receives a request,

it forks a handler process and forwards the input values to it. The handler executes the

function, returns the results, and dies. Every request is served by a new handler process. In

this way, squashing a function is cheap, as it only involves terminating the handler process.

The container and its initializer process remain active and can serve subsequent requests.

Side-effect Handling. As observed in Section 9.3, FaaS functions have three common types

of side effects: writes to global storage, writes to temporary local files, and HTTP requests.

SpecFaaS handles writes to global storage with the Data Buffer mechanism (Section 9.5.3).

Writes to temporary local files are handled by a scheme similar to copy-on-write for memory

pages. As long as a handler process only reads from a file, it can use the shared initial

file. However, when it tries to update the file, it creates its own temporary file, with a

unique name. From this moment on, all reads and writes by the handler are directed to

the new temporary file. When the handler completes execution, all of its temporary files

are discarded. We implement this functionality by intercepting file-related syscalls and

redirecting the operations to the appropriate files.

SpecFaaS detects when a speculative function tries to issue an HTTP request that is not a

function call or a storage access. Then, it delays the operation until the function turns non-

speculative. This is implemented by intercepting sendto socket syscalls and checking flags

to see the origin of the call and if the caller function is speculative. When a stalled specula-

tive function turns non-speculative, if the speculation is validated, the sendto operation in

performed; otherwise the function is squashed without performing the sendto operation.

In the applications we measure in this chapter, functions do not have other side effects.

However, SpecFaaS handles a wide range of other potential side effects. It handles them in a

manner similar to how it handles the sendto operation. Specifically, all globally-visible side

effects need to invoke syscalls. Some syscalls are safe, while others are not. For example,

the getters syscalls (i.e., get PID, UID, time, capabilities, file-status, etc.) account for

about 50 syscalls and are safe. SpecFaaS maintains a list of unsafe syscalls and, whenever a

speculative function issues one such call, SpecFaaS intercepts it and suspends the function

until the function turns non-speculative.

Storage Request Interception. SpecFaaS is transparent to the application. Its runtime

intercepts read and write operations issued by functions to the global storage. Specifically,
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we modify the function runtime to intercept the get and set operations to the Redis [315]

key-value store. The runtime redirects operations first to the OpenWhisk controller, which

may update the Data Buffer. When a function commits, its buffered updates are flushed

to global storage; when a function is squashed, its buffered updates are discarded. Given

that the key-value interface is the main storage interface for FaaS [40, 64, 194, 195, 325], our

interception is generically applicable to other storage services.

Function Annotations. SpecFaaS gives programmers the option to specify custom specu-

lation policies for functions in a workflow. We implement this capability with OpenWhisk’s

function annotation support [392]. SpecFaaS currently supports two annotations. The first

one is non-speculative, which specifies that the function should not be executed specu-

latively. In this case, the controller does not launch the function until all its predecessor

functions are committed. We use this annotation when we know that the function has de-

pendences that would typically induce squashes. The second annotation is pure-function,

which specifies that the function is pure and, therefore, the controller should skip its execu-

tion if it finds a matching input in the function’s Memoization table.

Configurability. SpecFaaS provides configurations to tune the level of speculation based

on the workload type and the load of the machine. First, SpecFaaS does not perform branch

speculation for branches whose current probability of being taken is within a configurable,

short range around 50%. Second, SpecFaaS reduces the depth of speculation (i.e., the number

of functions that are speculative at a time) to a configured threshold when the load of the

machine is above a certain other threshold.

9.7 EXPERIMENTAL METHODOLOGY

Platform. We run our experiments on five AMD EPYC 7402P servers. Each server has

one socket with 24 cores (each 2-way multi-threaded), a 128MB Last Level Cache (LLC)

and 128GB of DRAM. The OS is Ubuntu 20.04.2 LTS.

Our evaluation focuses on warmed-up scenarios, where functions and containers are avail-

able in main memory. Before starting our measurements, we first run the functions, and do

not evict any containers from memory—our servers have sufficient memory to host all the

containers in memory. Therefore, our evaluation does not count cold-start effects, which have

been the main focus of much prior work (e.g., [53, 64, 191, 300, 301, 393, 394, 395, 396]).

Note that SpecFaaS is effective in both warmed-up and cold-start scenarios (Section 9.4).

We set the following values for the configurable parameters. First, a RAW dependence

that causes the squash of a given function three times in a row triggers the controller to stall
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Table 9.2: Applications used in the evaluation.

FaaSChain – 6 real-world FaaS applications with explicit workflows

Login Login user and send profile info (3 functions)
Banking [397] Withdraw money from account (6 functions)
FlightBook [398] Book flight, hotel and car for trip (11 functions)
HotelBook [40] Book the best available nearest hotel (7 functions)
SmartH [390] Turn A/C if temp is above threshold (7 functions)
OnlPurch [386] Buy an item from the closest store (13 functions)

TrainTicket – 5 open-source FaaS applications with implicit workflows

TcktApp Get all tickets for a given trip (15 functions)
TripInfApp Get information about the trip (24 functions)
QueryTrvl Get travel-specific information (8 functions)
GetLeftApp Get unsold tickets for given time frame (5 functions)
CancelApp Cancel an order (4 functions)

Alibaba – 5 implicit workflow applications from production-level traces

the function. Second, branches whose current probability of being taken is 60% or higher,

40% or lower, or between 40-60% are speculatively taken, speculatively not taken, and not

speculated, respectively. Finally, for machine loads between 60-70%, between 70-80%, and

above 80%, the maximum speculation depth is 6, 5, and 4 functions, respectively.

Application Suites. To comprehensively evaluate SpecFaaS, we use three application

suites: FaaSChain, TrainTicket [78], and Alibaba [384]. Table 9.2 lists the applications in

each suite, and Table 9.1 characterizes these suites.

FaaSChain. We developed this new FaaS application suite that has six real-world FaaS

applications. The applications have different characteristics, with chain lengths varying from

2 to 10. Functions are implemented in Python and use explicit workflow, following the best

practices in AWS [399].

TrainTicket. We select five representative applications from the serverless TrainTicket

suite [302]. Applications are composed with implicit workflows, mainly because the code is

ported from a microservice-based implementation.

Alibaba. We select five representative implicit application workflows from Alibaba’s pro-

duction microservice traces [384]. Traces provide the call graphs of each application (from

which we infer the workflow) and the execution time of each function of the application.

However, the function code is unavailable. For space reasons, in the evaluation, we show

data only for the average across the five applications.

Application Input Data Sets. For FaaSChain, we use real-word data sets from repos-

itories in the web [400, 401, 402]. In some cases, the data set does not provide enough

information to determine the outcomes of control dependences, such as for login informa-

tion in the workflow of Figure 9.1. In such cases, we use synthetic data for the outcomes
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of branches. Specifically, we assume a 90% hit rate for the branch predictor, which is the

average hit rate observed in Alibaba’s traces. We discuss the impact of branch prediction

accuracy in Section 9.8.5.

For TrainTicket, we lack a sizable input data set of train tickets. Hence, as a high-fidelity

input set, we use a real-world dataset of three million airline tickets purchased in 2021 from

the Bureau of Transportation Statistics [403].

Like in prior research on serverless systems [196, 300, 319, 320, 321, 322, 395], we use the

Poisson distribution to model the request inter-arrival time. In the evaluation, we use Low,

Medium, and High, to refer to load levels of 100, 250 and 500 application requests per second

(RPS), respectively.

9.8 EVALUATION

9.8.1 Response Time and Speedups

We measure the end-to-end response time of applications, from when the client sends a

request to the point it receives the result. Using this response time, we compute the speedup

of SpecFaaS over the OpenWhisk baseline. Recall that all our experiments are performed

under warmed-up conditions. Figure 9.11 shows the average speedup of each application for

different loads. The figure also shows bars for the average of each application suite.
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Figure 9.11: Speedup of SpecFaaS over the baseline for different request loads.

SpecFaaS effectively reduces the response times and, as a result, delivers speedups across

all applications and load levels. On average, the speedup is 4.6×.

Consider the FaaSChain applications. On average, SpecFaaS delivers speedups of 5.2×,

5.0×, and 4.9× in low, medium, and high load, respectively. Typically, the speedups slightly

decrease with higher load because of the higher resource utilization induced by parallel
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function execution in SpecFaaS. However, for short-running applications like Login, speedups

increase. The reason is that, as the load increases, Platform and Transfer Function overheads

(Section 9.3) account for a larger fraction of the execution time, and SpecFaaS reduces them.

The TrainTicket and Alibaba applications show similar speedups. For TrainTicket, Spec-

FaaS attains average speedups of 4.2×, 4.4×, and 4.3× in low, medium, and high loads. For

Alibaba the average speedups are 4.4×, 4.5×, and 4.6×.

As indicated in Section 9.4, SpecFaaS is effective in both cold and warmed-up environ-

ments. We repeat the experiments in Figure 9.11 without warming-up the environment

and see similar average speedups across all loads: 5.2×, 4.5×, and 4.7× for FaaSChain,

TrainTicket, and Alibaba, respectively.

9.8.2 Speedup Breakdown

We attribute the speedups of SpecFaaS to three main components: branch prediction, data

memoization, and squash optimization. Squash optimization was described in Section 9.6:

rather that using the naive approach of terminating the containers on mis-speculation or

violation (second approach in that section), SpecFaaS terminates processes but not contain-

ers. To assess the impact of each component, we apply one technique at a time. Figure 9.12

shows the speedups for the different applications averaged across all loads. We apply, in

order and cumulatively, branch prediction, data memoization, and squash optimization.
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Figure 9.12: Breakdown of SpecFaaS speedups.

Three of the FaaSChain applications (Login, Banking, Fight Booking) do not have data

dependences; consequently, their bars have only two categories. Moreover, for implicit work-

flows, as used in TrainTicket and Alibaba, the branch predictor and the memoization table

optimizations cannot work without each other. First, without branch prediction as shown

in Figure 9.10(b), we cannot even build a memoization table, like the one in Figure 9.10(c).

Second, consider a function f that calls subroutines. Without a memoization table for f,
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branch prediction cannot help because we cannot speculatively call the subroutines since we

do not know their inputs. In contrast, in explicit workflows, if f finishes with a branch, we

know the input of its successor functions because they take the same input as f. Therefore,

for TrainTicket and Alibaba, a single category combines branch prediction and memoization.

The figure shows that all three techniques contribute substantially to the speedups. Con-

sider the branch predictor first. Without it, SpecFaaS would not be able to speculate on

control dependences. With it, SpecFaaS attains an average speedup of 2.9× in FaaSChain.

The branch predictor of SpecFaaS obtains an average branch prediction hit rate of 98% and

90% in TrainTicket and Alibaba, respectively. For FaaSChain, we assume a 90% hit rate.

Consider now memoization. Without it, SpecFaaS would not be able to speculate on data

dependences. With it, SpecFaaS attains substantial additional speedups. The combination

of branch prediction and memoization delivers average speedups of 3.9×, 3.5×, and 3.5×
for FaaSChain, TrainTicket, and Alibaba, respectively. A modest-sized memoization table

suffices. For example, a 50-entry memoization table obtains an average 96% hit rate in

TrainTicket applications. In FaaSChain applications, which vary more, the average hit rate

with 50 entries ranges from 65% to 98%. In addition, many functions are pure and, therefore,

SpecFaaS could use the memoization table to avoid executing them completely. For example,

this is the case for more than 57.6% of the function invocations in TrainTicket. However,

to be conservative in the evaluation, we do not perform this additional optimization. The

Data Buffer size is also modest: it has at most 12 columns and 4 rows, for a total of 3KB.

Finally, the squash optimization is also effective. By applying it on top of the other two

optimizations, SpecFaaS attains average speedups of 5.0×, 4.4×, and 4.5× for FaaSChain,

TrainTicket and Alibaba, respectively.

9.8.3 Throughput Improvement

We define effective throughput as the maximum number of requests per second that are

serviced without QoS violation. A QoS violation occurs when the average response time

of the requests is more than 2× the response time when the system only serves one single

request. Table 9.3 shows the average effective throughput of each application suite for

baseline and SpecFaaS, and the improvement obtained by SpecFaaS. From the table, we

observe that SpecFaaS improves the effective throughput substantially. On average across

application suites, SpecFaaS improves the throughput by 3.9×.
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Table 9.3: Effective throughput in requests per second.

Application Suite Baseline SpecFaaS Improvement

FaaSChain 118.3 485.0 4.1×
TrainTicket 90.3 346.0 3.8×
Alibaba 81.6 304.2 3.7×
Average 96.7 378.4 3.9×

9.8.4 Tail Latency

SpecFaaS also reduces tail latency significantly. Figure 9.13 shows the P99 (99th per-

centile) response time of SpecFaaS normalized to the baseline for the three application suites

and different loads. On average across loads, SpecFaaS reduces the tail latency by 62%, 56%

and 58% for FaaSChain, TrainTicket, and Alibaba, respectively. The average tail latency

reduction across loads and applications is 58.7%.
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Figure 9.13: Tail latency of SpecFaaS normalized to the baseline for varying loads.

The reason for the high tail latency in baseline is the sequential allocation of resources

and execution of functions, and the high transfer function overhead. The system waits

for a function to complete before allocating resources for the following function. Instead,

SpecFaaS allocates resources and executes functions early on.

9.8.5 Effect of Branch Prediction

We analyze the effect of branch prediction hit rates on overall performance. Figure 9.14

shows the speedup of SpecFaaS over the baseline for the FaaSChain applications and aver-

aged across all loads, as we vary the branch prediction hit rates. We show data for 100%,

90%, 70%, and 50% hit rates.

As we decrease the hit rate from 100% (a perfect predictor) to 90% (the hit rate observed

with Alibaba’s trace [384]), the average speedup decreases by 5.7%. As the hit rate contin-

ues to decrease, the speedups decrease substantially. The impact of branch misprediction

depends on where the branches are in the application workflow. If they are in the front-end,

more work is likely to be discarded. Although not shown, the difference between the perfect
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Figure 9.14: Speedup of SpecFaaS over the baseline for different branch prediction hit rates.

and imperfect predictors becomes larger when the load is high because misspeculation is

relatively more costly in such environments.

9.8.6 Resource Utilization

SpecFaaS uses more resources than the baseline because some speculative work is squashed.

In this section, we measure the contribution of the squashed work to the CPU utilization.

We take the FaaSChain applications and vary the hit rate of speculation (i.e., how frequently

control and data speculation succeed) from 100% to 50%. Table 9.4 shows the average CPU

utilization for two speculative environments: LazySquash (where mis-speculated functions

are allowed to complete their execution in the background before squashing) and SpecFaaS

(where mis-speculated functions are immediately squashed). The CPU utilizations are nor-

malized to the baseline, which is also shown in the table with a utilization of one. The

last column of the table shows the average speedup of SpecFaaS over baseline. The data

corresponds to the average of all loads.

Table 9.4: Normalized CPU utilization for FaaSChain for different speculation hit rates.

HitRate Baseline LazySquash SpecFaaS Speedup

100% 1 1 1 5.2×
90% 1 1.09 1.03 5.0×
70% 1 1.24 1.08 4.6×
50% 1 1.43 1.15 4.0×

The 90% row is bolded because it corresponds, approximately, to the average speculation

hit rate attained by SpecFaaS. We see that, for this hit rate, SpecFaaS increases CPU

utilization by only 3%, while achieving a 5× speedup. This is a tolerable cost, as the CPUs

are typically busy only 60-80% of the time (Section 9.3). Moreover, squashing mis-speculated

functions immediately saves substantial CPU cycles.
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9.9 RELATED WORK

Most prior works address performance bottlenecks when executing a single function. They

use lightweight containers specialized for serverless environments [85, 301], snapshotting tech-

niques to reduce VM boot time [86, 188], and techniques that provide isolation for multi-

tenancy [383]. Moreover, to reduce cold start latency, serverless platforms keep function

containers alive for a grace period [63, 64, 65], and researchers propose advanced tech-

niques [53, 187, 298, 375, 376]. SpecFaaS speeds-up multi-function applications.

Function workflows have recently gained great attention. However, prior work primarily

focuses on addressing the cascading cold start via proactive and just-in-time resource pro-

visioning [319, 320, 324, 381]. These solutions bring the next function to execute into warm

state and thus, can only mitigate the cold start effect. SpecFaaS addresses both cold and

warmed-up invocations through function overlap.

Netherite [382] is a distributed execution engine that allows a function to pass global

updates to its successor function before the updates make it to global storage—a process

they call speculation. SpecFaaS uses a similar form of data forwarding in the Data Buffer,

plus speculation of function execution.

SAND[300] and Faastlane [193] reduce latency and improve resource efficiency of function

chaining by executing all the functions of a workflow in the same container. The techniques

are orthogonal to and can be combined with SpecFaaS.

Prior work proposed different local and remote in-memory caching techniques to bring data

closer to processing units in FaaS systems [191, 194, 195, 328, 329]. SpecFaaS is orthogonal

to these techniques and, additionally, uses caching to buffer speculative data.

Many works proposed memoization techniques for dataflows [404, 405, 406, 407, 408, 409,

410]. Contrary to SpecFaaS, these systems are not speculative: they do not need mechanisms

to detect wrong memoization, squash incorrect executions, or restart from the correct state.

9.10 CONCLUSION

This chapter proposes to accelerate serverless environments with a novel approach based

on speculation. Our proposal, SpecFaaS, executes functions in an application early, specula-

tively, before their control and data dependences are resolved. The execution of downstream

functions is overlapped with that of upstream ones, substantially reducing the end-to-end

execution time of applications. Our evaluation on OpenWhisk showed that SpecFaaS is very

effective. On average, it attains an application speedup of 4.6× in a warmed-up environment.

The application throughput increases by 3.9× and the tail latency reduces by 58.7%.
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CHAPTER 10: Energy Management for Cloud-Native Services

10.1 INTRODUCTION

In previous chapters, we focused primarily on improving the performance of cloud-native

services. However, one aspect that has barely been examined is the energy consumption

of such environments. Specifically, substantial work has shown the unique performance

issues of serverless computing, but how these issues translate into power/energy consumption

is unknown. Hence, a framework for energy management in serverless systems is sorely

needed. Advancing this area is critical, as serverless services are an increasing fraction of

datacenter loads [353, 411, 412], and datacenters contribute substantially to the world energy

consumption [413, 414] and carbon footprint [415, 416].

To address this shortcoming, this chapter starts by performing a thorough characterization

of energy consumption in serverless environments. It shows that these environments pose a

set of challenges not met by the existing energy management schemes designed for traditional

datacenters with long-lived applications (e.g., [230, 235, 367, 417, 418, 419, 420, 421]).

Specifically, serverless functions are highly sensitive to core frequency—much more, e.g.,

than to the amount of memory resources. However, because cloud providers have no visibility

into the performance requirements of user functions, they always execute functions at the

highest frequency, potentially wasting substantial energy. Also, as applications are comprised

of multiple functions with different properties, it is hard for users to reason about how

different frequency settings for individual functions affect total performance and energy.

In addition, many functions spend a considerable amount of time waiting on remote func-

tion calls or accesses to remote storage, both implemented as Remote Procedure Calls

(RPCs). Hence, cores need to frequently context switch between invocations of different

functions. Further, these invocations may need different optimal frequencies, but changing

core frequency from virtualized sandboxes incurs significant software overheads. Finally,

providers densely pack many functions with various properties on a shared server, and the

mix of such co-located functions changes rapidly. Thus, the per-core frequency setting that

is optimal for the performance-energy trade-off at one time may quickly become suboptimal.

Based on the insights of our characterization, we propose EcoFaaS, the first energy-

management framework for serverless environments. EcoFaaS takes energy efficiency as

a first-class design principle to achieve an energy-optimized serverless environment. At the

same time, EcoFaaS ensures the end-to-end performance target of serverless applications

based on their Service Level Objectives (SLOs).
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EcoFaaS achieves its goals through four main design principles. First, EcoFaaS is an

SLO-driven serverless framework. In EcoFaaS, users specify the end-to-end SLO of the

entire application—i.e., the maximum time that 99% of application invocations can take.

EcoFaaS automatically splits the end-to-end application latency budget into per-function

time budgets. Then, the functions, within their sandboxes, monitor the performance and

comply with the assigned budget.

Second, EcoFaaS profiles and predicts the execution time and energy consumption of

function invocations, taking into account their idle times and specific invocation inputs.

Based on these predictions, EcoFaaS identifies the optimal core frequency to use for each

function invocation. To take corrective actions on mispredictions, EcoFaaS continuously

tracks the progress of invocations and updates the cores’ frequencies as needed.

Third, to minimize the high overheads of changing core frequency, EcoFaaS dynamically

splits the cores in the server into Core Pools. Within a pool, all cores run at the same

frequency and are controlled by a single scheduler. Different pools have different core counts

and use different frequencies. When EcoFaaS determines the best frequency to use for a given

invocation, it assigns the invocation to the corresponding pool. In this way, EcoFaaS avoids

changing frequency as much as possible while executing function invocations efficiently.

Finally, EcoFaaS makes the Core Pools elastic—it dynamically changes pool sizes and

their frequencies. EcoFaaS supervises the system use and periodically recomputes the Core

Pool set-up to adapt to the workload.

We implement EcoFaaS on top of two open-source serverless platforms OpenWhisk [57]

and KNative [60]. We evaluate EcoFaaS with a diverse set of serverless applications [171,

227, 229]. Compared to state-of-the-art energy management systems, and averaging across

various system loads, EcoFaaS reduces the total energy consumption of serverless clusters

by 42%, while reducing tail latency by 34.8% and increasing throughput by 1.8×.

This chapter makes the following contributions:

• An analysis of the energy consumption of serverless systems.

• The design and implementation of EcoFaaS, the first energy-management framework for

serverless environments.

• Evaluation of EcoFaaS on two open-source FaaS platforms.

10.2 TOWARD ENERGY-EFFICIENT SERVERLESS ENVIRONMENTS

To understand the unique energy-efficiency challenges in serverless environments, we char-

acterize real-world serverless workloads [136, 226] and open-source applications [171, 302]
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on an Intel Haswell E5-2660 server. Section 10.6 describes our methodology, including the

datasets and applications in detail. Based on our observations, we propose the following

recommendations to attain highly energy-efficient serverless computing environments.

1. Serverless environments should be SLO-driven. We characterize the execution

time and energy consumption of serverless functions at different core frequencies, ranging

from 1.2GHz to 3GHz. We show their response time (Figure 10.1a) and energy consumption

(Figure 10.1b). For example, consider the execution at 3GHz, and set the SLO to a few

times the function execution time, as it is commonly done [283, 284]. We can see that many

functions can be executed at substantially lower frequencies without violating such SLO,

while saving substantial energy. For example, running CNNServe at 2GHz rather than at

3GHz increases its response time by 23% while reducing its energy consumption by 40%.

As another example, running WebServe at 1.2GHz rather than at 3GHz increases response

time by only 12% while reducing energy consumption by 47%.
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Figure 10.1: Normalized (a) response time, and (b) energy consumption of serverless func-
tions with different core frequencies. The numbers above the legend show the execution time
and energy consumption per function execution at 3GHz core frequency.
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Figure 10.2: Normalized response time of serverless functions at 3GHz with different (a)
number of LLC ways, and (b) memory bandwidth. The numbers above the legend show the
function execution time with 16 LLC ways and 100% memory bandwidth.

Furthermore, functions are typically single-threaded and have relatively small memory
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footprints. Hence, they do not benefit from extra cores and benefit little from more memory

resources. For example, Figure 10.2 shows the normalized response time when executing a

function at the highest frequency of 3GHz with different (a) number of LLC ways and (b)

percentage of memory bandwidth, both controlled by the pqos tool [208]. The latencies are

normalized to the setup with the maximum amount of resources (16 LLC ways or 100%

memory bandwidth). We see that, when using 4 LLC ways or 20% memory bandwidth, the

response time increases at most by 6% and 4%, respectively. Hence, the core frequency is

the main controllable knob that affects a function’s performance and energy consumption.

Unfortunately, as cloud providers have no visibility into the performance requirements of

user functions, they constantly operate at the highest frequencies, unnecessarily consuming

energy. Furthermore, the energy-performance trade-offs are complex, as serverless appli-

cations are composed of multiple functions chained together into an application workflow.

Different functions can have different latency and energy consumption profiles. Thus, it is

hard for end users to reason about an execution plan that minimizes the energy consumption

while satisfying the application’s performance requirements.

We believe that, to substantially increase the energy efficiency of serverless environments,

users need to specify the overall performance expectations of their applications, commonly

expressed as SLOs. Then, the platform should automatically and transparently optimize the

execution of each function of the application for overall minimal energy consumption while

operating within the performance constraints.
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Figure 10.3: Prediction error of function execution time when functions are called with
inputs not seen during training. The numbers on top of the bars are the ratio of longest to
shortest execution time.

2. Serverless environments should be input-aware. The execution time of serverless

functions can depend on the functions’ inputs. To understand this effect, we execute our

functions with various inputs from large open-source datasets [422, 423, 424, 425, 426].

After profiling over 100 open-source serverless functions [171, 201, 227, 228, 229], we observe

that, typically, the execution time as a function of the inputs is either constant or can be

approximated with simple polynomial functions. Consequently, like prior work [417], we

extract high-level features from inputs, such as the size of the file, the duration of the video,
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or the resolution of the image, and train a simple three-layer neural network. After that,

when a new input is received with certain values for the high-level features, the network

estimates the execution time of the function with the new input.

In addition, in another set of experiments, we train the model with all the inputs of a

function—not just those that appear to impact the execution time. With this approach,

developers do not have to specify which are the important input features.

Figure 10.3 shows, for each function, the prediction error of our models, defined as (|E −
A|)/A, where E is the estimated execution time and A the actual one. Each function has

two bars, one for the model trained with selected features and one for the model trained

with all the features. On top of the bars, we show the ratio of the longest to the shortest

execution time for individual functions. We see that, although functions have a large range

of execution times, their execution is highly predictable. On average, the error is only 3.6%

when the model is trained with selected input features and only 3.8% when it is trained

with all the input features. Therefore, we train our model with all the features and keep the

prediction accuracy high while reducing the burden on developers.

3. Serverless environments should exploit the substantial idle time within func-

tion invocations. Function execution time is short, ranging from a millisecond to a few

seconds [63, 299]. Even during such a short time, functions are mostly idle, waiting for RPC

responses from remote functions or remote storage. In our applications, functions access-

ing data from remote storage commonly spend 70% of their execution time idling. Thus,

to improve resource utilization and keep cores busy, advanced serverless systems perform a

context switch when a core stalls. As a result, context switches are typically as frequent as

one every few hundreds of µs [35, 189, 196].

However, state-of-the-art energy-management frameworks for traditional applications are

designed with a run-to-completion model [417, 418, 419, 421]. As an example, Gemini [418]

maintains a FIFO request queue and detects the arrival of a request whose deadline will be

missed if executing at the current frequency. Then, it executes all queued requests, one at

a time, at a higher frequency to meet the critical request’s deadline. The system relies on

the run-to-completion model to predict the queuing time for each incoming request. This

approach works well for applications that are not I/O bound. However, it can be detrimental

for the performance and energy efficiency of serverless environments with many I/O-bound

functions. With the run-to-completion model, as the request queue builds up, the invocations

execute at higher frequencies, while wasting the time that functions spend being blocked.

We measure the energy consumption needed to meet the SLOs in two environments: Run-

To-Completion and Context-Switch-on-Idle. The latter uses the idle time of an invocation
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Figure 10.4: Normalized total energy consumption of functions averaged across loads when
executed under Run-To-Completion or Context-Switch-On-Idle. The numbers on top of the
bars show the total energy consumption for 10-minute runs in kJ.

to run another ready-to-run invocation. We execute our functions at different loads, varying

the request inter-arrival time with a Poisson distribution. We set the SLO of a function to

be 5× its execution time on an unloaded system.

Figure 10.4 shows the total energy consumption averaged across all loads when running

each function in either environment. Context-Switch-on-Idle allows for more invocations to

execute at lower frequencies. Hence, as we see in the figure, it reduces the energy consump-

tion by 42.3%. As the idle time within invocations increases and as the load gets higher, the

savings become more substantial. It can be shown that Context-Switch-on-Idle also improves

the performance of serverless functions, especially when the load is high. For example, on

average across all functions in high load, the average and tail latencies are reduced by 48.2%

and 67.4%, respectively.

4. Serverless environments should minimize the number of core frequency

changes. To exploit the idle time within an invocation, when a core becomes idle, it should

context switch to another function invocation. This new invocation may have a different

optimal frequency. Thus, at every context switch, the system might need to change the

core’s frequency.

Such changes are expensive. Recall that a server can be running serverless functions

from different users, and they are isolated from each other in different VMs [85, 136] or

containers [57, 60, 427]. To change the core’s frequency, sandboxed serverless functions need

to communicate with the host and cross the OS kernel boundary (i.e., switch between user

and kernel spaces). Consequently, even though the hardware overheads of changing the core

frequency are only a few tens of microseconds, our results show that, in Linux-based systems

with an ACPI frequency driver, the overhead of changing core frequencies from userspace

processes or containers is 10-20ms. This overhead is of the same order of magnitude as the

execution time of a serverless function.

To see this effect, we execute our functions in two environments. First, in ConstFreq, we

keep the frequency constant at 2.5GHz throughout the whole run. Second, in SwitchFreq,

we keep setting the frequency to 2.5GHz at every context switch. Thus, the two environ-
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Figure 10.5: Normalized function throughput (higher is better) when executed in ConstFreq
and SwitchFreq. The numbers on top of the bars show the ConstFreq throughput in RPS.
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Figure 10.6: CDF of the number of different functions executed in a small cluster within 1s,
10s, 1min, and 10min in Azure Functions.

ments execute under the same conditions; the only difference is the overhead of invoking

the kernel to set the core’s frequency in the second case. Figure 10.5 shows the through-

put of the functions in the two environments. We see that the overhead of changing the

core’s frequency from the virtualized sandboxes can significantly reduce system throughput.

For short functions like WebServ, the throughput losses are higher. On average across all

functions, SwitchFreq reduces the throughput of ConstFreq by 24.1%. Hence, for energy

efficiency, one should minimize frequency changes.

5. Serverless environments should dynamically adapt to workload changes. An

intuitive way to minimize the number of core frequency changes is to dedicate some cores to

each frequency level. Functions with similar frequency needs can be grouped together into

classes and better utilize the shared cores while minimizing core frequency changes. The key

challenge is to address FaaS workload dynamics: the workload is ephemeral, functions are

frequently loaded/unloaded from memory, and their loads continuously fluctuate [63, 299].

We analyze open-source production-level traces from Azure Functions [136] to understand

the co-location of different functions. Figure 10.6 shows the CDF of the number of different

functions executed in a small cluster within 1 second, 10 seconds, 1 minute, and 10 minutes.

We see that, within a second, the system executes on average 3 different functions, but it may

execute up to 36 different functions. Within 10 seconds, it may execute up to 52 different

functions. This is in contrast to the traditional VM-based cloud environments, where only

a few long-lived VMs share the cluster for long durations. This shows that the optimal

allotment of cores to function classes at a given time can rapidly become suboptimal.
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10.3 LIMITATIONS OF CURRENT ART

Researchers have proposed energy-management frameworks for systems running long-lived

applications. For example, Pegasus [367] achieves energy proportionality by setting the

power limit of the entire server to meet, but not exceed, the SLO of the application running

on that server. EETL [420] places requests on slow cores, and reschedules them to fast cores

when it predicts that the SLO will not be met. Adrenaline [421] predicts long requests before

scheduling them on cores and boosts their frequency from the beginning of their execution.

ReTail [417], Rubik [419] and Gemini [418] take one step further and predict the optimal

frequency for every request individually. NCAP [428] and NMAP [429] proactively transition

a processor to an appropriate performance or sleep state based on the rate of received and

transmitted network packets containing latency critical requests. These schemes are effective

for latency-critical monolithic applications or backend services. Unfortunately, they are not

a good fit for serverless environments.

First, these schemes target a single service or a monolithic application, while serverless

applications are workflows of many functions glued together. As these functions may execute

on different machines, have different performance and energy profiles, and execute in highly

dynamic environments, it is non-trivial to specify individual function deadlines, while keeping

end-to-end application target response time satisfied.

Second, these schemes rely on a run-to-completion model when determining the per-

application or per-request optimal frequency. They assume that the running request has

to finish before a new request can be scheduled for execution [417, 418, 419]. The run-to-

completion model is a reasonable assumption for applications that keep their cores busy

throughout most of the execution. However, it is energy inefficient for the typical serverless

function, which is mostly idle waiting on I/O. Researchers have explored techniques to effi-

ciently coordinate sleep states with frequency states during idle periods [430, 431]. However,

these works assume server-wide idleness. In a serverless setup, while a single invocation ex-

periences idle time, there are other invocations waiting in the queue ready to execute. Thus,

if the core refuses to execute waiting invocations and goes to sleep, it will need to execute

these invocations later at a higher frequency, to compensate for their longer queuing.

Third, these schemes assume a negligible cost for frequency changes. The assumption

is true for long-lived applications with dedicated cores and infrequent context switches.

However, in serverless environments: (i) cores frequently context switch between invocations

of the same or different functions, and (ii) functions run in virtualized sandboxes, unable to

directly change the core frequency without contacting the host.

Lastly, these schemes are mainly designed for server machines running a single long-lived
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application [417, 418], a latency-critical application co-located with a batch application [419],

or a few co-located applications using exclusively partitioned resources [230, 235]. Serverless

environments have a very different resource model: many functions with various performance

requirements can concurrently execute on the same machine, and the machine is typically

overprovisioned with more functions than available cores [85].

On the other hand, state-of-the-art serverless systems are not optimized for energy effi-

ciency. They improve performance by (i) minimizing cold start overheads [53, 63, 64, 86,

188, 301, 325], (ii) improving resource utilization [35, 189, 193, 300, 319, 320], (iii) reduc-

ing the cost of remote storage access [35, 191, 194, 335], and (iv) proactively scheduling or

executing functions of an application’s chain [37, 324, 382]. They do not consider energy

consumption in their designs.

10.4 ECOFAAS OVERVIEW

Based on our insights of Section 10.2, this section presents EcoFaaS, the first energy-

management framework for serverless environments. EcoFaaS is based on four main ideas.

1. EcoFaaS is driven by SLO metrics. In existing serverless platforms, to meet the

expected performance, end users specify the number of cores or the amount of memory

devoted to the function [432, 433, 434, 435]. Unfortunately, it is not easy for users to

reason about the exact impact of these resources on the performance and energy efficiency

of functions [436]. Furthermore, applications are composed of multiple functions. Thus,

specifying these resources for individual functions makes the end-to-end outcome even more

opaque. As a result, cloud providers simply execute all functions with the requested cores

or memory at the highest core frequency.

EcoFaaS argues for a different environment, where end users only specify the end-to-

end SLO of the entire application—i.e., the maximum time that 99% of the application

invocations can take. This approach enables the end user to provide an accurate specification

of what they need, without increasing the user’s specification burden. As importantly, it

enables cloud providers to optimize execution for energy efficiency. Specifically, EcoFaaS

automatically splits the SLO of an application into per-function time budgets, and then

dynamically sets the frequency of cores executing individual functions based on the current

system conditions. The goal is to execute functions at their most energy-efficient frequencies

while satisfying the SLO of the end-to-end application.

2. EcoFaaS profiles and predicts the execution time and energy of function invo-

cations. During execution, EcoFaaS profiles the execution time and energy consumption of
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functions at different core frequencies. It also takes into account variations due to different

function inputs. The execution time is broken down into: 1) execution on a core (TRun), 2)

I/O blocking due to RPCs (TBlock), and 3) waiting in a queue to be processed (TQueue). Note

that TBlock and TQueue are substantial and often comparable to TRun. EcoFaaS uses values

of profiled TRun and TBlock, and values of predicted TQueue based on current system condi-

tions, to select the core frequency for each function that leads to the most energy-efficient

application execution while satisfying the SLO of the entire application.

3. EcoFaaS splits cores into frequency classes. For highest energy efficiency, different

functions and even different invocations of the same function may need to run at different

frequencies. However, functions typically have millisecond-level execution times and include

blocking events that cause context switches. Since changing core frequency at every context

switch is inefficient, EcoFaaS avoids changing frequency as much as possible. It keeps Core

Pools running at different frequency levels and tries to assign the execution of individual

function invocations to the pool that has a frequency equal or slightly higher than the

invocation’s optimal frequency. Each pool is controlled by a Frequency Pool Scheduler (FPS).

4. EcoFaaS changes pools and pool frequencies dynamically. In serverless environ-

ments, the functions being invoked and their popularity change over time. A partition of

cores into frequency pools that was optimal at a given time may quickly become suboptimal.

Hence, EcoFaaS supervises the system use and periodically recomputes the assignment of

cores to pools and the frequency of each pool. The goal is to execute the functions in the

most energy-efficient manner while capturing the dynamics of the workloads executing.

10.5 ECOFAAS DESIGN

Figure 10.7 shows the organization of an EcoFaaS serverless platform. Like existing

schemes [57, 60, 353], EcoFaaS has Frontend and Load Balancer modules, and per-node Node

Controllers. EcoFaaS adds a Workflow Controller per application and, inside each node, a

Function Dispatcher per function container, Core Pools, and a Frequency Pool Scheduler per

pool. Except for the core pools, all these structures are software structures.

TheWorkflow Controller maintains the SLO of the application and calculates the execution

deadline for each function of the application to attain maximum energy efficiency. Then, it

sends the computed deadlines for each function to the corresponding Function Dispatchers.

A Function Dispatcher manages a function container. It receives requests for its function,

forks a Handler process to execute each request, and selects the optimal frequency to run

the requests based on the function profile and the execution deadline. Additionally, each
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Figure 10.7: Overview of an EcoFaaS serverless platform.

Function Dispatcher profiles the execution of the invocations of its function and, every

Tupdate, sends the profile to the corresponding Workflow Controller to update the optimal

per-function deadlines.

Based on the chosen frequency, the Function Dispatcher registers the function invocation

to execute in a specific Core Pool. The cores in that pool run at a selected frequency and

are managed by a user-space Frequency Pool Scheduler (FPS). When a core in that pool

becomes available, the function invocation is scheduled for execution; when the execution

blocks due to an RPC, another invocation registered with the same pool (from the same or

a different function) is scheduled.

The Node Controller periodically collects runtime metrics from every FPS, including the

number of queued and served invocations, and invocations that could have been executed at

lower frequencies if an appropriate core pool had been available. Based on this information,

the Node Controller adjusts the allocation of cores to pools and the frequency of each pool.

10.5.1 SLO-Aware Workflow Controller

When a user submits an application invocation to EcoFaaS, they specify the end-to-end

SLO for the application. Then, EcoFaaS automatically and transparently splits the applica-

tion’s SLO into the optimal per-function deadlines. The response time and energy consump-

tion of different functions in the application may have different sensitivity to core frequency.

The optimal execution is the one that minimizes the combined energy consumption of all

the functions of the application while finishing the application within the SLO.

To achieve this, the Workflow Controller of an application uses profile data regularly

provided by the Function Dispatchers of the constituting functions. Such information is

kept in a per-application software structure called Delay-Power Table (DPT). The DPT has

an entry for each function Fi of the application running at each of the possible frequencies fj.

The entry contains the predicted execution time tFi
fj

of the function (equal to TRun + TBlock
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+ TQueue) and the predicted energy consumption EFi
fj
. Then, the Workflow Controller uses

Mixed-Integer Linear Programming (MILP) [437] to pick the frequency for each function

that minimizes
∑

EFi
fj

under the constraint
∑

tFi
fj

≤ SLO. MILP is a suitable technique as

both objective function and constraint are linear relations with FP numbers.

Figure 10.8 shows the DPT for an application composed of functions FA, FB, and FC , and

supporting frequencies f1, f2, and f3. The Workflow Controller determines the optimal fre-

quency of each individual function and the resulting deadline of each function. For example,

Figure 10.8 shows with tick marks the optimal frequencies of each function. Based on the

figure, FB’s optimal frequency is f1, and FB’s deadline is tFA
f2

+ tFB
f1

.
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Figure 10.8: Organization of the Delay-Power Table for one application. Check marks show
the chosen frequencies for each function.

This approach handles cases where a function invokes multiple parallel children functions.

The workflow controller assigns a deadline to the group of parallel functions based on the

slowest function in the group.

10.5.2 Energy-Aware Function Dispatcher

When a container receives a function invocation, the dispatcher in the container creates

a handler to execute the invocation. To execute the invocation in the most energy-efficient

manner, the dispatcher uses: (i) information provided by the Workflow Controller that is

included in the function invocation message and (ii) profiling information on the function

that the dispatcher has gathered from past executions.

The function invocation message includes the deadline for executing the function in abso-

lute time, as computed by the Workflow Controller. It does not include the recommended

execution frequency. The reason is that the current execution environment may be different

from the one used by the Workflow Controller to estimate the optimal computation.

To see why, consider our running example of the application with functions FA, FB, and

FC , and assume that we are at a point when we want to run FB. Figure 10.9a shows the

timeline of the optimal execution computed by the Workload Controller, where FA’s deadline

218



is tA, FB’s is tB, and FC ’s is tC . In practice, assume that the execution of FA was faster

(e.g., the load was low and there was little queuing) and took only t′A (Figure 10.9b). Now,

given FB’s unchanged deadline, the dispatcher for FB can pick a lower frequency.

0 Time since application request arrives

0

𝐹! Execution 𝐹" Execution 𝐹# Execution𝑡! 𝑡" 𝑡#
(a) Expected timing

0

𝐹! Execution 𝑡!$ 𝑡" 𝑡#
(b) Actual timing

𝐹# Execution𝐹" Execution

Figure 10.9: Timeline of a three-function application execution.

To pick the best frequency at which to run FB, the dispatcher examines the history of

past executions of FB. The dispatcher has been profiling prior executions of the function

and stored the profile in a software structure for that function called History Table. Fig-

ure 10.10 shows the design of the table. It contains TRun, TBlock, and Energy for the few

most recent executions of the function. Recall that the execution time of the function is

TRun + TBlock + TQueue, while Energy is the energy consumed during TRun. Since TRun de-

pends on the frequency, both TRun and Energy have entries for multiple frequencies. This

is not the case for TBlock. The History Table is continuously updated: every time a handler

executes the function, it measures and saves TRun, TBlock, and Energy.

Handler ID Frequency 𝑇!"#
𝐼𝐷$
𝐼𝐷%

𝑡&'()*$

𝑡&'()*%
𝑡+",",$

𝑡+",",%
𝑡-"#$

𝑡-"#%
𝑓$
𝑓$

𝑇.'()* 𝑇/",",

𝑇!"# HistoryFrequency Energy History 𝑇.'()* History
𝑓$
𝑓% 𝑇!"#% , 𝑇!"#% , 𝑇!"#%

𝑇!"#$ , 𝑇!"#$ , 𝑇!"#$ 𝐸$, 𝐸$ , 𝐸$

𝐸%, 𝐸% , 𝐸%
𝑇.'()*, 𝑇.'()*, 𝑇.'()*

(a) Handler Buffer

(b) History Table

Figure 10.10: The History Table in a dispatcher.

With this information, the dispatcher can estimate the expected TRun, TBlock, and Energy

for different frequencies. We propose two different approaches. The first, simpler one, is

for the dispatcher to use the exponentially weighted moving average (EWMA) [438] of these

three parameters. EWMA assigns higher weights to more recent measurements, and uses

adaptive smoothing with the Holt-Winters method [439] to dynamically adjust a parameter

α based on the changes in the system state.

A better, more advanced approach is to also record in the History Table the inputs of the

function for each invocation, and then use a machine learning model to estimate the expected

TRun, TBlock, and Energy for different frequencies. We discuss this design in Section 10.5.5.
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After the dispatcher estimates the expected TRun, TBlock, and Energy for each frequency, it

estimates TQueue. For this, the dispatcher examines the number of waiting jobs in the queues

of the Core Pools in the server. This is enough to estimate TQueue, given that we use: 1)

FIFO queueing, 2) pre-emption of a younger job when an older job is ready to run, and 3)

a user-space scheduler whose scheduling overhead is largely negligible. Finally, with all this

information, the dispatcher picks the frequency with the lowest Energy that still satisfies

t′A + TRun + TBlock + TQueue ≤ tB, where tB is the deadline to complete FB according to the

Workload Controller.

When a function is unloaded from the system, its History Table is saved as part of the

function’s context. It is then used as a starting point when a new instance of the function

is created in the future, hence avoiding cold start effects. When there is no prior knowledge

about a function’s execution, the dispatcher picks the highest possible frequency.

10.5.3 Core Pools and Frequency Pool Schedulers (FPS)

As shown in Section 10.2-3, cores in serverless environments experience context switches

as frequently as one every few hundreds of µs. If, in EcoFaaS’ quest to execute invocations

at optimal frequencies, EcoFaaS had to change the frequency of a core at every context

switch, the overhead would be intolerable. Indeed, changing the frequency takes about 10

µs without software overhead and often 1000x more with software overhead (Section 10.2-4).

Therefore, EcoFaaS faces a tradeoff between fine-tuning the core frequency to attain higher

energy efficiency and not doing it to reduce overhead.

In practice, serverless workloads are often bursty: the same function is invoked many

times in a short period. When this happens, it offers the ability to reuse the core frequency

across function invocations. Also, different functions co-located on the same server may

have the same frequency requirements. For these reasons, and because cores typically offer

a limited number of frequency levels, EcoFaaS organizes the cores in a server into dynamic

Core Pools. The cores in a pool run at the same frequency, while different pools run at

different frequencies. Core pools dynamically change the number of cores and the frequency

based on application demands.

When a Function Dispatcher has estimated that a function should optimally run at a

given frequency, the dispatcher searches for and picks a Core Pool that is running at the

same or slightly higher frequency. Since different invocations of the same function may have

different optimal frequencies, the Function Dispatcher can register different invocations of

the function with different Core Pools.

A Core Pool is managed by a Frequency Pool Scheduler (FPS) that schedules function
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invocations on the cores. The FPS is user-level, uses FIFO, allows a ready-to-run older job

to immediately preempt a younger job, and has negligible scheduling overhead.

Recall that EcoFaaS estimates TQueue before deciding the optimal core frequency to use to

run a function. To make it easy to do so, each FPS maintains Estimated Wait Time (EWT)

counters that give the wait time for executions at the current and all higher frequency levels.

An EWT counter contains the sum of the expected TRun of all the queued and running

jobs. When a new invocation is added to the queue, the EWT counter is incremented by the

invocation’s estimated TRun; when an invocation completes, the EWT counter is decremented

by the invocation’s TRun. An EWT counter divided by the number of cores in the Core Pool

estimates TQueue.

With FPSs, user VMs or containers use a clean interface to register invocations for execu-

tion at different frequencies—while maintaining their black-box property. Cloud providers

do not have, and do not need, visibility into the code of users’ functions. Instead, Function

Dispatchers perform all the profiling, monitoring, and optimal frequency calculations inside

the sandboxed VMs or containers. Then, the Function Dispatchers register the invocations

with the chosen Core Pool, and give to the pool’s FPS only the estimated time that the

invocation will spend running on a core.

10.5.4 Elastic Core Pools

Due to the dynamic nature of serverless environments, the number of cores in each pool

and their frequency is unlikely to be optimal or even usable for more than a short time.

Consequently, EcoFaaS dynamically changes the Core Pools.

Consider first the case when a function invocation I0 may be unable to meet its deadline

in any of the Core Pools. In this case, the corresponding dispatcher checks if the deadline

can be met in one of the pools by temporarily increasing the frequency. Specifically, the

dispatcher first looks for a pool where I0’s deadline is met if the existing frequency is kept

for the currently-queued jobs, and the frequency is temporarily boosted only when it comes

to I0’s turn to execute. If such pool exists, this strategy is used. Otherwise, the dispatcher

looks for a pool where I0’s deadline is met if the frequency is temporarily raised for both the

currently queued jobs and I0. If such pool exists, this second strategy is used. Otherwise,

I0’s deadline will likely be missed, but the dispatcher still picks the queue with the shortest

T
′
Queue (defined as the predicted queuing time at the highest possible frequency) and the

system increases the frequency of all the queued jobs and I0 to the maximum possible value.

Consider now the case when the workload changes substantially. For example, initially,

there are many invocations choosing frequency f1 and few choosing f2; then, suddenly,
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frequency f2 becomes popular while f1 is rarely needed.

EcoFaaS tackles this challenge by periodically reassigning cores among pools and changing

the frequency of pools. Specifically, during each Trefresh interval, the FPS in each pool records

the number of served invocations, the average waiting time in the queue, the number of

invocations that could have been executed at a lower frequency (but found no appropriate

pool), and the number of invocations that required temporary increases in frequency to meet

deadlines. Then, at the end of the interval, all FPSs send their collected information to the

Node Controller.

The Node Controller uses this information to apportion cores to pools, and to set the

frequency of the pools for the next interval. The process is as follows. Each pool i is

assigned a weight Wi. Pools that served more requests or had longer waiting times receive

higher weights. After that, the Node Controller assigns a number of cores Ni out of the total

Ntotal to pool i based on Ni =
Wi∗Ntotal∑

Wi
. Then, those pools that often had to temporarily

increase their frequency to meet invocations’ deadlines are assigned the next higher frequency

level, while pools that often took invocations that could have executed at a lower frequency

are assigned the next lower frequency level.

10.5.5 Improving the Robustness of EcoFaaS

We improve the robustness of EcoFaaS in three ways.

Cold starts. When an invocation experiences a cold start (no warm VM/container), the

system starts-up the VM/container and initializes the function before executing the invo-

cation. Despite recent work that minimizes this cost [35, 53, 63, 65, 189], the time of a

cold start is of the same order of magnitude as function execution time at best. If the cold

start is on the critical path, EcoFaaS executes both cold start and the function’s handler at

a high core frequency, substantially degrading energy efficiency. Otherwise, the Workflow

Controller tries to execute the cold start early, off the critical path, and at lower frequencies.

The process is as follows.

The controller checks if any function in the application has no available container in the

cluster and, hence, will require a cold start. If such a function exists, the controller prewarms

the container at a lower frequency, in the background, while the predecessor functions in the

application’s chain are being executed. If there are multiple functions that will experience

cold starts, their containers are prewarmed in parallel.

To determine the frequency to use in cold starts of the function, EcoFaaS prewarms the

container at different frequencies in different cold starts of the function, and populates the

Delay-Power Table of the function. After that, in subsequent cold starts of the function,
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EcoFaaS picks the minimal core frequency that can complete the cold start within the sum

of the predecessor functions’ deadlines. For example, the cold start of Fc in Figure 10.8 has

to be completed in tFA
f2

+ tFB
f1

. In this way, when Fc executes, it will not suffer a cold start.

Function Input Sensitivity. As indicated in Section 10.2-2, the execution time of some

functions varies with the function inputs, but these variations are highly predictable. Hence,

similar to prior work [417], EcoFaaS uses an ML model to estimate the expected TRun,

TBlock, and Energy of a function invocation. As indicated in Section 10.5.2, every time that

a handler executes the function, it measures and saves TRun, TBlock, Energy, and the function

inputs in the corresponding History Table. Then, when a new invocation of the function

is received (with potentially new inputs), the Function Dispatcher uses the ML model to

estimate TRun, TBlock, and Energy for different frequencies. The model we use is lightweight,

has three fully connected (linear) layers and ReLU activations, and takes the features of all

the inputs of the function, to eliminate any annotation burden on developers. The model is

trained online using live traffic of function invocations. As indicated in Section 10.2-2, its

prediction error is less than 4%, while its overhead is only a few tens of µs.

Heterogeneous Servers. While datacenters strongly favor machine homogeneity [440,

441], many of them have heterogeneous servers. In this case, the Delay-Power Table (DPT)

generated for one server type (e.g., Intel Haswell [442]) cannot be directly reused by another

server type (e.g., Intel Skylake [443]). Hence, EcoFaaS needs to profile the functions on all

server types. Note that, on average, only a few tens of application invocations are needed

to populate the DPT of the functions in the application for each type of server. During

most of these invocations, the application maintains good performance, although its energy

efficiency is suboptimal. Since applications are invoked thousands of times a day [226, 299],

the impact of this profiling period is largely negligible.

However, to minimize this inefficiency, EcoFaaS uses transfer ML techniques. Given the

profiles (execution time and energy consumption) of functions on machine A and a small

subset of function profiles on machine B, transfer ML generates a model that predicts the

profiles of the rest of the functions on B. In EcoFaaS, we train and test a simple Linear Re-

gression model that performs transfer ML from Intel Haswell [442] servers to Broadwell [444]

and Skylake [443] servers. By using only 1/4 of the samples from the last two machines, the

model achieves an accuracy of 93.1%.
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10.6 METHODOLOGY

Evaluation environment. We evaluate EcoFaaS in the state-of-the-art MXFaaS [35]

serverless platform, on top of OpenWhisk [57] and KNative [60]. Here, we discuss only

the results with OpenWhisk, as the results with KNative are similar. In our experiments,

we vary the number of servers in a cluster from 5 to 20. Each server is an Intel Haswell

E5-2660 v3 with 20 cores organized in two sockets, with 160GB of DRAM, a 50MB LLC,

and running Ubuntu 22.04.2 LTS.

We use the ACPI frequency driver with the “userspace” governor to allow 7 user-defined

frequency settings ranging from 1.2GHz to 3.0GHz in 0.3GHz increments. We measure the

energy consumption of each server with CPU Energy Meter [445]. This includes the energy

consumed by the package and DRAM for both sockets running the whole software stack.

Similar to prior research [446, 447, 448, 449, 450], we use power modeling to apportion the

overall socket power to individual cores. The model takes into account the core’s frequency,

the number of active core cycles (stall cycles are excluded), and a few performance counters.

For the configurable parameters in EcoFaaS, we perform sensitivity studies and pick the

following values: (i) keep the last 100 invocations in History Tables, (ii) update the Workflow

Controller’s Delay-Power Table every 5s (Tupdate), and (iii) update the pools’ sizes and

frequencies every 2s (Trefresh).

Evaluated functions and applications. We use functions from FunctionBench [171]

(widely used for serverless research) [53, 64, 136, 312, 313, 314]. The functions include ML

training and model serving, image/video processing, and web services. In addition, we use

a set of real-world serverless applications from AWS Samples [227], SeverlessBench [228]

and vSwarm [201]. The applications include ML workflow, data analytics, online banking

and booking, and video streaming. The evaluated benchmarks are summarized in the Ta-

ble 10.1. We use Azure Blob Storage [334] as the storage service for all the functions and

invoke functions with inputs from open-source datasets [422, 423, 424, 425, 426]. Like prior

work [283, 284], we set the SLO of an application to 5× the application’s warm latency on

an unloaded system at the highest frequency.

We first evaluate these benchmarks using the invocation patterns from the open-source

production-level traces of Azure Functions [136]. Then, we vary the load using a Poisson

distribution to model the request inter-arrival time [136, 196, 300, 319, 320, 321, 322]. We

generate low, medium and high loads corresponding to CPU utilizations of about 25%, 50%,

and 70%, which are representative [152, 316, 317, 318].

Baselines. We compare EcoFaaS to two advanced baseline frameworks: Baseline and

Baseline+PowerCtrl. Baseline is the state-of-the art MXFaaS [35] serverless platform, as
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Table 10.1: Serverless benchmarks used in the evaluation.

Benchmark Description

Standalone Functions (all from FunctionBench [171]

WebServ Processing JSON file fetched from the storage
ImgProc Image processing: Resize image
CNNServ ML model serving: CNN-based image classification
LRServ ML model serving: Logistic regression
RNNServ ML model serving: RNN-based word generation
VidProc Video processing: Apply gray-scale effect
MLTrain ML model training: Logistic regression

Serverless Applications

MLTune [451] Tuning an ML model (6 functions)
DataAn [228] Wage-data analysis workload (8 functions)
eBank [227] Withdraw money from an account (6 functions)
eBook [201] A hotel reservation service (7 functions)
VidAn [201] A video analysis system (3 functions)

described in Chapter 7.

Baseline+PowerCtrl is Baseline plus a state-of-the-art energy-management framework for

long-lived applications based on Gemini [418]. This framework saves energy by setting the

frequency for a function invocation based on the function’s deadline. The framework assumes

a run-to-completion model and, on a context switch, it changes the core’s frequency only

if the predicted best frequency of the next request differs from the current core frequency.

Baseline+PowerCtrl is an upper-bound of schemes such as Gemini because it predicts an

invocation’s execution time at a given frequency with 100% accuracy. For applications with

multiple functions, Baseline+PowerCtrl ditributes the application’s SLO to functions in

proportion to their execution time at the highest frequency [319, 320].

10.7 EVALUATION RESULTS

10.7.1 Energy Savings with Real-World Invocation Patterns

We use traces from Azure Functions [136] to mimic real-world invocation patterns while

executing the functions from our benchmark suite. The traces capture the typical bursty

behavior of serverless workloads. During a 10-second window, 119 different functions are

invoked. On average, a function executes for 50 ms and is invoked 14 times during the

window. However, about 10% of the functions are invoked more than 113 times, and there

is at least one time when 33 invocations of the same function are executing concurrently.

From this trace, we select the 12 most popular functions, which account for over 76% of

all invocations. We assign 12 of our benchmarks to these popular functions. We run the
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Figure 10.11: Normalized energy consumption of Baseline, Baseline+PowerCtrl, and Eco-
FaaS with real-world invocation traces. The numbers on top of the Baseline bars show the
absolute energy consumption of Baseline for the 6-hour run in all 5 servers.

traces for 6 hours on a cluster of 5 servers. On average, each server receives 50-100 RPS.

Figure 10.11 shows the normalized and absolute energy consumption of Baseline, Base-

line+PowerCtrl, and EcoFaaS for each individual benchmark and for the sum of all the

benchmarks. The bars in the figure show the total energy consumed by all the invocations

of a given function. We see that Baseline+PowerCtrl and EcoFaaS reduce the total energy

consumption of the benchmarks by 33% and 60%, respectively, over Baseline.

EcoFaaS curbs the energy consumption of all the evaluated benchmarks. Compared to

Baseline, the benefits are higher for benchmarks that are sensitive to core frequency; com-

pared to Baseline+PowerCtrl, the benefits are higher for benchmarks with significant idle

time, such as ImgProc and RNNServ. In addition, in applications with many functions such

as eBank and eBook, the Workflow Controller in EcoFaaS assigns optimized per-function

deadlines. The result is higher energy reduction of EcoFaaS over Baseline+PowerCtrl. Fi-

nally, by prewarming the missing function containers, the Workflow Controller effectively

minimizes the number of function cold starts on the application’s critical path and their

energy cost by executing them at lower frequencies. It can be shown that, in total, the

prewarming technique contributes to 10.2% of the energy savings of EcoFaaS over Base-

line+PowerCtrl.

To get more insight into the sources of energy savings, Figure 10.12 shows the average

frequency across all cores in a server over time during the peak load for Baseline and EcoFaaS.

We can see that EcoFaaS always operates at lower frequencies than Baseline. Recall that

the Core Pools in EcoFaaS are reconfigured every Trefresh = 2s to adjust to load changes.

This is why the average frequency fluctuates. Figure 10.13 shows the distribution of core

frequencies used by EcoFaaS across different dynamic function invocations. More than half

of the invocations need <2.0GHz. Most invocations (25%) run at 1.8GHz, while the least

number of invocations run at the highest frequency (4%) and at the lowest frequency (7%).
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Figure 10.12: Frequency over time during the peak load averaged across all cores in a server
for Baseline and EcoFaaS.

1.2GHz 1.5GHz 1.8GHz 2.1GHz 2.4GHz 2.7GHz 3.0GHz
Core Frequency

0.0
0.1
0.2
0.3

Fr
ac

tio
n

Figure 10.13: Distribution of core frequencies used by EcoFaaS across invocations.

10.7.2 Energy Savings with Varying System Load

We evaluate EcoFaaS with different system loads in a cluster with 20 servers. We gen-

erate Low, Medium, and High loads with a Poisson distribution for request inter-arrival

times. Recall that these loads correspond to CPU utilizations of 25%, 50%, and 70%, re-

spectively. Figure 10.14 shows the normalized and absolute energy consumption of Baseline,

Baseline+PowerCtrl, and EcoFaaS with the three load levels for each individual benchmark

and for the sum of all the benchmarks. Every client request invokes one of the twelve

evaluated benchmarks randomly. Therefore, the distribution of invocations to the different

benchmarks is different than in Figure 10.11.

With low load, the overall CPU utilization is low. Hence, even Baseline consumes only

a modest amount of energy. With medium load, Baseline+PowerCtrl reaches its sweet

spot, mainly for two reasons: (i) the queuing effects are not substantial and, therefore,

Baseline+PowerCtrl does not overestimate queuing time and does allow most of the requests
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Figure 10.14: Normalized energy consumption of Baseline, Baseline+PowerCtrl, and Eco-
FaaS with Low, Medium, and High loads. In a given bar, the two horizontal lines show
the values for Low and Medium loads, and the total bar corresponds to High load. All bars
are normalized to Baseline-High. The numbers on top of the Baseline bars are the absolute
energy consumption of Baseline-High for a 1-hour run on 20 servers.
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to execute at lower frequencies, and (ii) there are few context switches across different

containers and, therefore, containers keep their owned cores and the core frequencies do not

need to be changed often. However, the benefits of Baseline+PowerCtrl diminish with high

load. Request queues start building up and Baseline+PowerCtrl assigns higher frequencies

than are actually needed to invocations. Further, cores frequently context switch between

different containers, which results in crossing the boundary between user and kernel space.

Overall, while Baseline+PowerCtrl reduces the energy consumption of Baseline by 18%,

31%, and 27% with low, medium, and high load, respectively, EcoFaaS reduces it by 56%,

61%, and 52%, respectively.

10.7.3 Performance Improvements

To assess EcoFaaS’ performance impact, we measure the reduction in end-to-end average

and tail latency of requests, and the increase in their throughput. The end-to-end latency

of a function or application invocation is the time from when the client sends a request until

when it receives the result.

Tail latency. Figure 10.15 shows the normalized and absolute tail latency of the benchmarks

when running with Baseline, Baseline+PowerCtrl, and EcoFaaS. The results are averaged

across low, medium, and high load. Baseline+PowerCtrl substantially increase the tail la-

tency over Baseline due to the frequent and expensive core frequency changes. For example,

under high load, Baseline+PowerCtrl runs LRServ at the highest frequency and WebServ at

the lowest frequency. Thus, at every context switch between invocations of these two func-

tions, Baseline+PowerCtrl changes the core frequency on the critical path. This overhead

is higher than the time an LRServ invocation spends running on a core. Moreover, with

increased load, more functions concurrently invoke the OS to change their core frequency,

creating contention and further increasing tail latency.
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Figure 10.15: Normalized tail latency with Baseline, Baseline+PowerCtrl, and EcoFaaS
averaged across different loads. The numbers on top of the Baseline bars are the absolute
values of the benchmark tail latency measured in seconds.

On the other hand, EcoFaaS is able to keep the tail latency on-par with Baseline and

even slightly reduce it. The reduction in tail latency comes from the ability to share cores

228



between multiple functions, which reduces load imbalance. On average, EcoFaaS reduces

the tail latency by 5.0% and 34.8% over Baseline and Baseline+PowerCtrl, respectively.

Average latency. We measure the average latency of Baseline, Baseline+PowerCtrl, and

EcoFaaS with different loads. As both Baseline+PowerCtrl and EcoFaaS allow invocations

to execute at lower frequencies, their average response time is higher than the one with

Baseline—which executes all requests at the highest frequency. As the load increases, more

requests also need to execute at high frequencies with Baseline+PowerCtrl and EcoFaaS

and, thus, their difference with Baseline shrinks. On average, it can shown that EcoFaaS in-

creases the average response time over Baseline by 1.51×, 1.33×, and 1.17× in low, medium,

and high load, respectively. The reason is the deliberate decision of EcoFaaS to slow-down

function execution to the point of its SLO, in order to save energy. EcoFaaS finishes all re-

quests within their deadline and reduces the average response time over Baseline+PowerCtrl

by 13%, 19%, and 18% in low, medium, and high load.

Throughput. We measure a system’s throughput as the highest sustained load that allows

the benchmarks to still meet their SLO—which is defined as a tail latency below 5× the

execution time in an unloaded system. Figure 10.16 shows the tail latency of CNNServ as

we increase its load with Baseline, Baseline+PowerCtrl, and EcoFaaS. The dashed line is

CNNServ’s SLO. We see that EcoFaaS and Baseline keep the tail latency below the SLO

until a load of 850 RPS, which is their throughput. On the other hand, Baseline+PowerCtrl

reaches the function’s SLO at 350 RPS, which is its throughput. The reasons for EcoFaaS’s

high throughput are the improved CPU utilization and the reduced number of core frequency

changes. For CNNServ, EcoFaaS improves the throughput over Baseline+PowerCtrl by

2.4×.
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Figure 10.16: Tail latency of CNNServ with the three systems while increasing the load.
The dashed line indicates CNNServ’s SLO.

For all the benchmarks, Figure 10.17 shows the normalized and absolute throughput with

the three systems. On average, EcoFaaS improves the throughput over Baseline+PowerCtrl

by 1.8×.
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Figure 10.17: Normalized throughput with Baseline, Baseline+PowerCtrl, and EcoFaaS.
The numbers on top of the Baseline bars are the absolute values of the benchmark throughput
measured in Requests-Per-Second (RPS).

10.7.4 EcoFaaS Component Analysis

We measure the overheads introduced by different EcoFaaS components. First, for ap-

plications with multiple functions, the Workflow Controller uses the PuLP library [452] for

its MILP solver to compute the optimal per-function deadlines. We test the time for the

solver to produce its outputs as we vary the number of functions in an application (from 2 to

20) and the number of different frequency levels (from 2 to 10). The overhead of the MILP

solver is around 10ms. Since EcoFaaS executes this operation only once every 5s and in the

background, off the critical path, this overhead accounts for only 0.2% of the CPU cycles.

Second, Function Dispatchers communicate with the FPSs via shared memory to register

invocations for execution. The communication overhead is only a few µs. Finally, the Node

Controller periodically reassigns cores across pools and sets the cores’ frequencies. The

controller runs with root privileges. Hence, core frequency changes are triggered by writing

to the MSR registers [453], and take effect in a few 10s of µs.

We measure the accuracy of our prediction system. First, for functions whose response

time does not change with different inputs (such as WebServe), we use a simple EWMA [438]

approach. The Mean Absolute Percentage Error (MAPE) observed when predicting Trun,

Tblock, Tqueue, and Energy is 1.8%, 2.4%, 3.5%, and 1.9%, respectively. For functions whose

response time and energy depend on the inputs (such as ImgProc), we predict the time

and energy with a three layer neural network with ReLU activations. Its accuracy for both

execution time and energy is 96.5% on average, while the prediction time is only 10-30µs.

10.8 CONCLUSION

This chapter proposed EcoFaaS, the first energy-management framework for serverless

environments. EcoFaaS automatically splits the user-provided end-to-end application SLO

into per-function deadlines that minimize the total energy consumption. It profiles functions

online and, based on their deadlines, picks the optimal core frequencies. Further, EcoFaaS

splits the cores into multiple pools, where all the cores in a pool run at the same frequency,
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and dynamically changes the size and frequency of the pools based on system conditions.

Compared to state-of-the-art systems, EcoFaaS reduces the total energy consumption of

serverless clusters by 42% while simultaneously reducing the tail latency by 34.8%.
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CHAPTER 11: Processor Overclocking for Further Energy Savings

11.1 INTRODUCTION

Cloud services provision resources to meet their peak performance requirements [152, 316,

318, 391, 454]. Many services need to keep their high-percentile latency (e.g., P99) below

a predetermined Service-Level Objective (SLO) [66]. These services incur high operating

costs to reserve enough resources for handling infrequent load spikes and leave a substantial

portion underutilized or even idle for the majority of time when their load is below its peak.

As an example, Figure 11.1 illustrates the aggregate load pattern on a typical weekday of

three services that are part of Microsoft’s productivity and collaboration suite. Collectively,

these three services use ∼1M virtual cores (across regions) to handle peaks that last for a

few hours per day - between 10 am to noon for Service A and 5 minutes at the top and

bottom of the hour for the other two services.
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Figure 11.1: Load pattern on a typical weekday in one region. Utilization is normalized to
the peak of each service.

Emerging cloud paradigms, such as autoscaling [455, 456, 457] and serverless comput-

ing [19, 20, 21, 22], can be used to dynamically remove and add Virtual Machine (VM)

instances for managing cost. However, these solutions (1) can increase the application’s tail

latency as booting up a new VM can take up to a few minutes [458], and (2) cannot be easily

applied for stateful services [459, 460]. Hence, many applications still statically provision for

infrequent load spikes.

On the other hand, advances in processing and datacenter cooling technologies have en-

abled component (e.g., CPU, GPU) overclocking, i.e., operation beyond typical voltage and

power design limit [461]. Overclocking boosts a workload’s performance and enables han-

dling transient load spikes in a cost-efficient manner. For example, CPU overclocking during

a service’s peak can keep the tail latency below the required SLO, while saving cost by

reducing provisioned resources.
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However, overclocking is not free. If used naively, it increases power draw and can cause

frequent power capping events that diminish performance benefits. Worse, it degrades com-

ponent lifetime (or reliability) through accelerated wear-out and, thus, cannot be used indef-

initely. The limited amount of overclocking needs to be used smartly as it may not benefit all

workloads at all times: overclocking the CPU of a memory-bound workload, or overclocking

a workload while experiencing a low load will not provide much benefit. Finally, providers

also need to protect workload SLOs when overclocking is unavailable. For example, a work-

load might have been under-provisioned due to reliance on overclocking, but it would miss

its SLOs under peak load if its VMs cannot be overclocked. Therefore, providers must use

overclocking carefully while managing the associated risks.

Our work. For efficient use of overclocking in the cloud, we analyze cloud workloads

and production traces, including the services from Figure 11.1. We observe the follow-

ing. First, overclocking improves the performance of popular cloud workloads. However,

a workload-agnostic overclocking scheme is suboptimal and often leads to missed SLOs or

wasted overclocking cycles. Second, power and lifetime headroom exists to overclock most

of the times without triggering power capping or compromising on reliability. Third, re-

source utilization history can be used to predict the availability of power and reliability

impact from overclocking. Fourth, servers’ power draw within a power delivery unit (e.g.,

a rack) is diverse, but the limit is still evenly distributed, which disproportionately hurts

the performance of power-hungry servers during a capping event. However, predictability

in power draw enables assigning heterogeneous limits. Finally, a decentralized approach for

power draw enforcement enables servers to find an efficient limit in case of initial assignment

mispredictions.

Based on our insights, we design SmartOClock, the first distributed overclocking man-

agement platform for the cloud. It enables a variety of cloud workloads to run with high

performance at a lower cost. SmartOClock achieves its goals through four design principles.

First, SmartOClock uses bidirectional communication with the application to maximize

the application’s benefits from overclocking. Applications can use metrics (e.g., latency,

CPU utilization) or schedule-based policies and the overclocking decisions can be made

based on instance- and deployment-level monitoring. Second, SmartOClock uses admission

control to reserve power (from any headroom) and overclocking budget for workloads. This

step provides a predictable overclocking experience for workloads and SmartOClock can

take corrective actions, like scale-out, if it is unable to honor a reservation. Third, Smar-

tOClock leverages power predictability for assigning heterogeneous server power budgets,

which provide better performance during capping for power safety. Finally, SmartOClock
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makes decentralized overclocking decisions for improved fault tolerance. Each server takes

local decisions for granting overclocking requests based on its assigned power and overclock-

ing budgets. It can also perform explorations to revise inefficient assignments (e.g., due to

mispredictions).

We evaluate SmartOClock on a real server cluster and through simulations by using pro-

duction traces. The cluster evaluation is performed on 36 overclockable servers (across 2-

racks) running latency-sensitive microservices as candidates for overclocking and throughput-

optimized power hungry machine learning (ML) training workloads, which are not over-

clocked. Our results show that SmartOClock reduces the P99 latency by 8.9% and appli-

cation cost by 30.4% for latency-sensitive microservices, and the total cluster energy con-

sumption by 10% over a state-of-the-art autoscaling solution. To validate our findings at

scale, we use traces from hundreds of production racks and simulate SmartOClock. When

compared to all practical policies, SmartOClock reduces the number of power capping events

by up to 94.7% while increasing the overclocking success rate by up to 61.8%. We have also

created a 2-rack overclockable cluster for production experimentation and share some lessons

in Section 11.6.

Related work. While there is a rich body of work on CPU turbo-boost [462, 463, 464,

465, 466, 467, 468] and datacenter power management [469, 470, 471, 472, 473, 474, 475],

overclocking introduces unique challenges not addressed by the prior work. First, a cloud

provider does not need to manage any reliability impact from turbo since CPU vendors design

turbo to meet a provider’s lifetime requirements. Cloud CPUs operate in performance mode,

which always operates them at the highest turbo frequency within constraints (e.g., power,

thermal) [467, 476]. Vendors do not specify turbo timing limitations nor advise software-

level core wear leveling in their warranty terms [477, 478], and non-judicious turbo use does

not degrade reliability [479]. Generally, CPU failure is amongst the lowest types of failure

in cloud servers [480, 481]. Second, the power oversubscription policies factor the higher

demand from turbo. Although this approach increases the total cost of ownership, it is

necessary to meet the performance Service-Level Agreements (SLAs) [482, 483, 484]. In

contrast, overclocking (beyond turbo) further improves performance but has a reliability

impact that is not covered at design time by the vendors. Furthermore, a provider does not

need to provision power for overclocking since turbo is sufficient to meet its performance

SLAs. Therefore, overclocking is opportunistic - a provider needs to manage the power

and reliability impact, while protecting workload SLOs when overclocking is unavailable; a

problem setting not explored by prior work.

This chapter makes the following main contributions:
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•We characterize the opportunities and challenges of overclocking cloud workloads, including

the impact on power and component lifetime.

• We propose SmartOClock, a distributed overclocking management platform specifically

designed for the cloud.

• We evaluate SmartOClock in a real system running latency-critical workloads, and using

large-scale production traces.

•We share lessons from overclocking production workloads.

11.2 BACKGROUND

Power management in cloud datacenters. The power delivery system in a cloud dat-

acenter is organized in a hierarchy [471, 472, 474, 475]; the power budget of each parent

node is split equally among its children. As providers oversubscribe power to improve uti-

lization, the sum of the peak power draw of children nodes can exceed the budget of the

parent (e.g., servers in a rack) [471, 472, 474]. Under normal operation, child nodes can

draw more than their even share if the cumulative power is below the parent’s limit. When

it exceeds a threshold, power capping mechanisms (e.g., Intel RAPL [485], prioritized cap-

ping [473, 474]) are used for safety. These mechanisms hurt performance as they reduce CPU

frequency and can even throttle memory to restrict server power. To meet their performance

SLAs, providers carefully oversubscribe to minimize/avoid capping events.

Component overclocking. Prior work shows the feasibility of overclocking in the cloud [461].

Overclocking operates components (e.g., CPUs, GPUs) beyond their specifications to get fre-

quencies even higher than turbo [486, 487].

A large fraction of cloud workloads, such as search or video conferencing [152, 488], are

user-facing applications with transient load spikes. These workloads collectively consume

millions of virtual cores to handle peak load. For Microsoft’s productivity and collaboration

services, although chat and conference calls occur throughout the day, the peak that governs

resource provisioning lasts for a few hours each day (Figure 11.1). Overclocking can be used

during these peaks to save costs. However, a provider needs to manage the risks from over-

clocking. For example, for reliability management, the peak duration needs to be within the

daily overclocking budget (e.g., 10% per day) that satisfies component lifetime goals. Over-

clocking impacts reliability [489] due to three main reasons: (1) gate oxide breakdown, (2)

electro-migration, and (3) thermal cycling. These processes are time-dependent and acceler-

ate the lifetime reduction. Prior work has showed that there is an exponential relationship

between temperature, voltage, and component lifetime [461, 490, 491, 492, 493].
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11.3 CHALLENGES AND OPPORTUNITIES FOR OVERCLOCKING IN THE
CLOUD

A successful overclocking management scheme needs to satisfy workload performance re-

quirements, while managing the impact of overclocking on power and component lifetime.

To design such a scheme, we answer the following questions.

Q1: When do workloads benefit from overclocking? To efficiently use overclocking, a

cloud platform needs to understand workloads’ behavior and needs. Treating VMs as opaque

and using workload performance proxies (e.g., instructions per cycle, CPU utilization) for

overclocking can be suboptimal as the relationship between proxies and target performance

metric is not always clear. Without knowing a workload’s performance goals, the platform

may overclock prematurely (i.e., under low load that does not impact tail performance) and,

due to the lifetime impact, lose the ability to overclock when really needed. Combining IPC

with CPU utilization as a proxy for load can be inefficient too because the performance of

some workloads is impacted at a moderate CPU utilization while others can sustain high

utilization. Finally, operators can even have deployment-level goals for provisioning (number

of VMs) and overclocking based on instance-level monitoring only will be inefficient.

To illustrate these scenarios, we profile two classes of popular cloud workloads: (1) mi-

croservices from the largest open-source benchmark suite, DeathStarBench [40], and (2) a

proprietary web conferencing application called WebConf.
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Figure 11.2: Tail latency of SocialNet microservices with different loads in Baseline, Over-
clock, and ScaleOut environments.

Microservices. We run eight SocialNet microservices [40] under varying loads (low, medium,

and high) in three environments: Baseline, Overclock, and ScaleOut. Baseline and Overclock

run a single VM at turbo (3.3 GHz) and overclocked (4.0 GHz) frequency. ScaleOut has

two VMs running at turbo. Figure 11.2 shows the tail latency of the microservices. The red
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Figure 11.3: CPU utilization of SocialNet microservices with different loads in Baseline,
Overclock, and ScaleOut environments.

horizontal line indicates SLO, where the SLO for each service is set to be 5 times its execution

time on an unloaded system [283, 284, 361]. Figure 11.3 shows their CPU utilization.

ScaleOut is provisioned to handle the peak load and always operates 2 VMs that run

at turbo. Although it provides the best performance, it also incurs the highest cost. In

contrast, Overclock uses a single VM and still keeps the tail latency below the SLO in

many cases, thereby avoiding the need to scale out. However, some services (e.g., Usr) can

tolerate higher CPU utilization without violating their SLO while others (e.g., UrlShort)

violate their SLO even under a low utilization. Therefore, a workload-agnostic policy using

CPU utilization for overclocking will make suboptimal decisions. These observations hold

for any cloud workload with similar characteristics – bursty load with tail latency as the

key metric. For example, ML inference servers [361, 494], serverless computing [63], and

key-value stores [495] amongst others.

WebConf. The workload hosts conferences in a VM. For fault-tolerance, operators provision

VMs across availability zones (AZ) in a region. In an AZ, provisioning keeps the average

deployment-level CPU utilization below 50% to handle load from another failed AZ. Over-

clocking can save cost for WebConf through deployment-level decisions. Individual VMs

can have high utilization, but overclocking them is suboptimal since the deployment-level

utilization may be below the target.

To illustrate, we execute WebConf on two VMs. VM1 has a low load while VM2’s load

is high. Figure 11.4 shows the VM- and deployment-level average CPU utilization. Al-

though overclocking provides a benefit, it is unnecessary since the baseline already meets

the workload performance (provisioning) goal.

Q2: Are there enough resources for overclocking? Since overclocking increases power

draw and component wear out, we need headroom for these resources.
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Figure 11.4: CPU utilization timeline with and without overclocking for two WebConf VMs.

Power headroom. We analyze the power draw of 7.1k dedicated racks that run Microsoft’s

productivity and collaboration services, including those from Figure 11.1, which are used by

millions of users across the world. The racks span all major regions (e.g., United States,

Europe, Asia) and each rack has 24-32 servers. The analysis period is 6 weeks (April 10th –

May 12th, 2023). Figure 11.5 shows the CDF of average, median (P50), and P99 rack power

utilization. Half the racks have an average utilization lower than 66%. Importantly, 50%

and 90% of the racks have P99 lower than 73% and 89%, respectively. We observe similar

power patterns on non-dedicated racks with a mix of first- and third-party workloads.
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Figure 11.5: Average, median (P50), and peak (P99) power utilization of 7,100 racks over 6
weeks in three regions.

To estimate the power impact from overclocking, we use the overclocking requirements of

critical user-facing workloads that constitute 45% of the deployed cores. Their requirements

vary – some require overclocking for several minutes per hour, while others for multiple hours

per weekday. Figure 11.6 shows the power draw of a rack without and with overclocking for

five weekdays; the red line shows the rack power limit. Each server in this rack hosts VMs

of many distinct services and captures a typical datacenter environment with multi-tenant

servers. The rack power draw is below the limit for the baseline, but overclocking exceeds

the limit and causes capping. More generally, overclocking the selected workloads will not

result in capping for 85% of the time. For the remaining 15%, naive overclocking causes

30-50% degradation in workload performance (core frequency) due to capping. However,

there is still headroom available on these power-constrained racks, but it is insufficient to
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Figure 11.6: Example of rack power draw over 5 weekdays.

overclock to the highest frequency; the available headroom is 75% of the requisite at P99.

Therefore, most of the time (85%) racks have the needed power headroom for overclocking.

However, a power-aware policy is needed for the constrained scenarios.

These findings are with the default Azure VM scheduler that uses a set of resource-centric

placement rules [496]. Providers can add power-aware scheduling policies to aid overclocking,

but this exploration is future work. Nonetheless, even with optimized placement, there will

still be power-constrained scenarios where overclocking has to be performed carefully.

Component lifetime headroom. Prior work shows that advanced cooling (e.g., wax, immer-

sion) is needed for enabling sprinting/overclocking [461, 462, 463, 497]. However, there is

opportunity to overclock even in air-cooled server deployments. Cloud server cooling is

designed for operating components at their rated thermal design power (TDP). However,

servers rarely consume their TDP due to low resource utilization in the cloud [152]. Several

factors contribute to the low utilization. First, over-provisioning and diurnal workload pat-

terns result in low VM utilization. Second, workload heterogeneity on servers results in low

server utilization. Each server hosts many small VMs (2-8 cores). For resiliency, operators

spread their VMs across servers and racks. Consequently, the VMs on any given server belong

to different workloads. This heterogeneity results in low server utilization as the workloads

have different peak times. Consequently, components are not thermally constrained for over-

clocking in air and advanced cooling can be used to enhance the capability (e.g., duration)

as lower operating temperatures reduce ageing [461]. Finally, since overclocking does not

exceed the TDP nor the rack limit, it will not cause additional cooling-related failures.

In fact, under-utilization enables overclocking in air. Vendors assume near-100% usage

for determining frequencies/voltage (e.g., turbo) that satisfy the lifetime goals. Under-

utilization accumulates lifetime credits that can be consumed via overclocking. To under-

stand the opportunity, we use a 7nm composite processor model from TSMC. It uses a

complex relation between overclocking (voltage scaling) and CPU utilization (time period

at the specified voltage) to model the ageing from wear-out in the form of gate oxide fail-

ure [498, 499]. The model predicts that a CPU ages by 2.5 years over a 5-year period for a
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Figure 11.7: CPU ageing for a VM running a workload with a diurnal pattern under multiple
overclocking policies.

conservative fleet usage. The remaining 2.5 years can be used for overclocking. But naively

overclocking for 50% of the time ages the CPU by 5 years in less than a year use due to accel-

erated wearout. A smart system can constrain overclocking so that the part ages according

to the reference (i.e., 1 year ageing over a 1-year period).

Figure 11.7 illustrates the effect of overclocking policies on ageing. It shows the 5-day

CPU utilization of a production workload with a diurnal pattern of daily midday peaks

above 50% and valleys lower than 20% at night. The expectation is that the processor ages

5 days over the same period (“Expected ageing”). However, the actual ageing is less than

2-days for the “Non-overclocked” baseline. “Always overclock” ages the CPU over 10 days,

indicating that, for the same CPU utilization, overclocking significantly increases wearout.

On the other hand, an “Overclock-aware” policy can consume the accumulated credits by

overclocking for 25% of the time and not exceed the expected ageing. Offline modeling

assumes CPU utilization is unchanged while overclocking for worst-case analysis. However,

overclocking’s ageing impact will be less if the utilization reduces. To address this limitation,

we are working with the CPU vendors on “wearout counters” for online calculation of the

ageing impact (see Section 11.6).

Therefore, overclocking is enabled due to low-utilization and can be improved with ad-

vanced cooling. A system must carefully manage overclocking to comply with lifetime goals.

Q3: Can we predict the availability of resources? An efficient overclocking system

must perform admission control based on available power and lifetime. We observe that a

prediction-based approach can yield high accuracy.

Power predictability. A system needs to predict how much power can be used by overclocking

without triggering capping. Figure 11.6 shows the baseline power draw of a rack and gives

us insights that historical observations of power profiles can be leveraged for prediction. The

rack hosts multiple services, where each service can have a distinct power profile. However,

due to statistical multiplexing, the combined power draw of the rack with heterogeneous
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Figure 11.8: CDF of RMSE with the power draw patterns of our predictions across 7.1k
racks in four regions.

services shows a repeatable pattern. We analyzed the power predictability of 7.1K racks

(1000s of servers) that collectively run >100 services. Although the racks are dedicated for

Microsoft’s productivity and collaboration services, this dataset accounts the fact that racks

and servers on a public cloud host heterogeneous workloads. Furthermore, the dynamicity

of cloud platforms (e.g., VM churn according to a workload’s needs) is also reflected.

Figure 11.8 shows the CDF of Root Mean Squared Error (RMSE) of rack power pre-

dictions of four Azure regions. The RMSE is low even at high percentiles indicating high

predictability. For example, in Region 3, 50% and 99% of the racks have an RMSE lower

than 1.95W and 5.11W, respectively. The findings are similar in the other regions. Fur-

thermore, an analysis of 20K non-dedicated racks, running a mix of first- and third-party

workloads, in the three most popular Azure regions yielded similar results. A major reason

for this predictability is long-lived VMs that govern resource utilization. Prior work shows

that long-lived VMs (or jobs) account for >95% of allocated resources [152, 454, 500].

Component lifetime impact predictability. To remain within the overclocking lifetime budget,

a system needs to predict how much overclocked CPU cycles a given workload will consume.

As a server’s power draw depends on CPU utilization, predictability in power indicates

predictability in CPU utilization. Using the aforementioned methodology for a rack’s power,

we now analyze the CPU utilization predictability. Our results show that CPU utilization

of servers are also predictable: more than 50% and 90% of the servers have an RMSE of

CPU utilization lower than 3.13% and 7.82%, respectively.

Therefore, historical observations of power draw and CPU utilization can be used to predict

the available power and component lifetime headroom for overclocking.

Q4: How to assign power budgets? A server’s power budget for “safe” overclocking

depends on the power draw of the other servers in the hierarchy (e.g., a rack). Under

fair share, the rack power budget is split equally across all servers and each server can

locally ensure that its power draw stays below the limit to avoid capping while overclocking.

However, this approach is inefficient since some servers may not be able to overclock even
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Figure 11.9: Normalized power draw over time of six randomly chosen servers within a rack.

while the rack is not power-constrained.

Figure 11.9 shows the normalized power draw over 5 weekdays of six randomly chosen

servers in a rack; each server is a different color. We can see that servers have very differ-

ent power profiles. Some servers may use even 30% less power than others. In addition,

servers that consume the most power in a rack change over time. For example, at different

timestamps, ServerC, ServerD, or ServerF may be the power dominant one.

Therefore, an efficient overclocking system needs to split the rack power budget het-

erogeneously across servers. Historical observations of server power demand and rack-level

headroom can be used for the heterogeneous attribution.

Q5: How to efficiently use the power? The power headroom for overclocking in a rack

is consumed by all servers in that rack. Thus, to grant or reject an overclocking request,

each server should contact a centralized entity that has the global view of the rack’s total

remaining power headroom. Unfortunately, this approach is expensive and limits the sys-

tem’s fault-tolerance – if the centralized entity fails, then all overclocking requests would be

rejected. Making local overclocking decisions using assigned server power budgets improves

fault tolerance. However, overclocking requests may still be rejected due to inefficient as-

signments. For example, a scheme that uses power predictions for budget assignments can

be suboptimal due to mispredictions.

Therefore, a high-performance and fault-tolerant overclocking system needs to be decen-

tralized and should allow servers to explore beyond their potentially stale power limits.

11.4 SMARTOCLOCK

Driven by the characterization insights, we propose SmartOClock : a distributed overclock-

ing management platform for the cloud. It is readily integrated with existing platforms and

enables a wide variety of workloads to run with high performance at lower cost. SmartO-

Clock responds to the outlined questions for an efficient overclocking scheme through four

novel features. First, it is workload-intelligent as it uses hints provided by workloads to ex-
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Figure 11.10: Overview of the SmartOClock overclocking system.

tract the most benefits from overclocking. Second, SmartOClock performs prediction-based

admission control of overclocking requests to avoid power capping and premature compo-

nent wearout. Third, it uses predictions to split the rack power limit heterogeneously across

servers. Finally, SmartOClock uses a decentralized scheme for budget enforcement while

overclocking and allows controlled exploration to revise inefficient assignments.

Architecture. Figure 11.10 shows the architecture of SmartOClock. The system is orga-

nized hierarchically where each controller manages the components on its level and commu-

nicates with the controllers from the upper and lower levels. First, when deploying their

services, the workload owners configure the Global Workload Intelligence Agent for their

service. They specify the conditions under which the workload needs to be overclocked. As

workloads are composed of one or more VMs, each VM is deployed with its own Local Work-

load Intelligence Agent. Like conventional auto-scaling, the local agent collects the metrics

of interest from the VM and sends them to the global agent. Thus, this setup does not intro-

duce new security or privacy challenges. The global agent uses the metrics to decide if any

VM needs to be overclocked and sends a signal to the local agent of such VMs. On receiving

a signal, a local agent sends an overclocking request to the Server Overclocking Agent (sOA).

The request can be submitted via a local interface, such as a hypervisor-specific shared mem-

ory implementation [501, 502, 503] or locally-terminated network endpoint [504, 505, 506].

The sOA predicts if there are enough resources to satisfy the request and, accordingly, grants

or rejects the request. If the request is rejected, the local agent informs the global agent

which then takes corrective actions (e.g., request scale-out or redistribute the load towards

the overclocked VMs). In the background, each sOA monitors a server’s power and over-

clocking needs, and creates a profile to be periodically sent to the Global Overclocking Agent

(gOA). The gOA uses the profiles to assign efficient per-server budgets. In turn, an sOA

uses the assigned budget for admission control until the budget gets updated.
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11.4.1 Workload-Aware Overclocking

Overview. SmartOClock extends the existing autoscaling interface with overclocking. A

workload specifies the scale-up (start) and scale-down (stop) thresholds for overclocking.

The overclocking hints can be inserted by developers after profiling or they can be auto-

mated using the existing tools for automatic instance scaling [35, 507, 508, 509, 510]. Like

conventional autoscaling, the overclocking thresholds can be: metrics-based or schedule-

based. Under metrics-based overclocking, workloads can use application metrics (e.g., tail

latency, queue length) or resource utilization (e.g., CPU, network) to trigger overclocking.

The granularity of application hints can be per-function in the case of tail latency or per-VM

in the case of resource utilization. These metrics can then be monitored per- and across-VM

instances for specified time intervals to meet an application’s goals. Additionally, workloads

that have predictable times for high traffic (e.g., 9-10 AM local time) can use schedule-based

thresholds. Finally, workloads can also use a combination of metrics- and schedule-based.

Importantly, extending the autoscaling interface for overclocking enables using scaling out

(creating new VMs) as a fallback mechanisms for when overclocking is not possible. The

scale-out signal can also be triggered proactively by SmartOClock using predictions for the

ability to overclock (see Section 11.4.4).

Adopting WI by cloud users. Although workload owners already carefully tune the

metrics and thresholds for horizontal scaling, there is overhead in repeating the process for

vertical scaling (overclocking). To ease adoption, SmartOClock can be extended to infer

the overclocking thresholds. It can leverage workload historical data to determine scale-up

values. The lifetime impact of overclocking can be factored in this analysis. For example,

use P90 of historical value if overclocking can be performed for 10% of the time only to

comply with lifetime goals. The overclocking impact needs to be estimated to determine

the scale-down value. An inaccurate estimate can either cause dithering if it is too close

to the scale-up threshold or waste precious overclocking time if the estimate is too low.

Performance models using low-level architectural counters can be used for the estimation.

Workload owners can also leverage the inferred thresholds as an initial estimation.

11.4.2 Overclocking Admission Control

Overview. Naively granting overclocking requests (1) increases the chance of power capping

events that deteriorate performance, and (2) accelerates wear out of server components. In-

stead, SmartOClock performs admission control for the overclocking requests based on power

and component lifetime impact predictions. It predicts (1) the rack’s power draw to assess
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if overclocking will result in capping, and (2) the CPU utilization of VMs requesting over-

clocking to assess if overclocking them will exceed the lifetime budget. Using the predictions,

SmartOClock decides (1) if the requested power and overclocking budgets can be reserved

for a schedule-based workload, or (2) for how long a given VM can be overclocked under a

metrics-based policy before needing corrective actions. Note that the power reservation is

soft, the power can be taken by workloads outside of the system that do not need overclocking

and SmartOClock needs to adjust.

Managing power. As observed in Section 11.3, the power draw of racks and servers is highly

predictable. Hence, the gOA and sOA continuously monitor the server and rack power draw

and use the data gathered during monitoring to periodically (e.g., weekly) recompute the

per-rack and per-server power templates. The templates are used to predict if the additional

power of overclocking will trigger a capping event.

SmartOClock creates a power template using per-day aggregation of power draws across

all weekdays in the prior week. The template represents a single day and the same template

is used for predictions for all days in the following week. For example, the template’s

value at 9AM is the median of rack’s power draw at 9AM across all five weekdays. A

separate template is used for weekends. The intuition for this approach is that (1) using

a coarse-grained measurement (e.g., the maximum over a week) is too conservative (i.e., it

unnecessarily rejects many overclocking request) and (2) using fine-grained measurements

(i.e., all power measurements from the prior week) is insufficiently robust to outliers (e.g.,

holidays during the prior week). Section 11.5.2 compares the accuracy of several template-

creation strategies.

Managing lifetime impact from overclocking. A max time to overclock a component

is obtained through an offline analysis with the vendors (e.g., 10% over a 5-year period).

This analysis uses realistic, yet conservative, utilization of cloud components to determine

the opportunity. The duration of individual overclockings can vary, but SmartOClock needs

to honor the total overclocking time assumption to comply with component lifetime goals.

This requirement is the same as for using turbo-boost on non-overclockable CPUs.

To get uniform overclocking over a component’s expected lifetime, SmartOClock divides

the overall budget into epochs. The definition of an epoch is configurable (e.g., a day,

week). Using a longer epoch, such as a week, enables assigning unused budgets from the

weekend to the weekdays. Hence, SmartOClock defines an epoch to be a week and calculates

per-weekday max overclocking time.

Each sOA ensures that the overclocked time-in-state of a component (e.g., per-core of

a CPU) does not exceed the limit. Tracking and enforcement is per-server; an sOA uses
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mechanisms like Intel PMT [511] for the time-in-state tracking and denies overclocking re-

quests if the budget is exhausted. Due to hardware heterogeneity, vendor-specific APIs are

needed for the tracking; calling such APIs is already supported by operating systems (e.g.,

Intel PMT [512] and AMD HSMP [513] on Linux), and enforcement is via standard inter-

faces (e.g., CPPC [514] for CPU cores). For a predictable overclocking experience, an sOA

also reserves overclocking budgets for scheduled requests. Unused budgets can be used by

metrics-based overclocking and/or carried over to the next epoch.

11.4.3 Heterogeneous Power Budgets

Overview. SmartOClock splits the rack power budget heterogeneously amongst servers.

Each sOA collect its server’s power draw and overclocking needs over time to create power

and overclocking templates. The power template specifies a server’s draw at a given times-

tamp. The overclock template specifies the number of cores that requested and were granted

overclocking. The sOAs periodically (e.g., weekly) exchange their templates with the gOA.

The gOA combines power and overclocking templates of all sOAs and computes individual

power budgets. It grants power credits to servers for periods when VMs are overclocked, per

the reported template.

Power budget computation. The power budget computation happens in three phases.

First, the gOA uses its power model to separate the server’s power into the regular and

overclock power; the number of cores from the server’s overclocking template enable the

gOA to discriminate the two portions. Second, the gOA assigns to each sOA the initial

power budget that is equal to the server’s regular power draw. Finally, the gOA splits the

remaining power headroom based on the overclocking requirements, i.e., servers with more

overclocked cores in the past get larger extra power budgets for the future.

For example, a rack has two servers (X and Y) and 1.3kW power limit. Typical power draw

without overclocking of X and Y at 9AM is 400W and 300W, respectively. Thus, the unused

power is 600W. In addition, at 9AM, X and Y typically need to overclock 5 cores (extra 50W)

and 10 cores (extra 100W), respectively. Based on this history, the gOA computes the power

budgets for 9AM: for X 400W + 50×600
50+100

W = 600W , and for Y 300W + 100×600
50+100

W = 700W .

11.4.4 Decentralized Budget Enforcement

Overview. SmartOClock takes decentralized decisions by allowing servers to locally process

overclocking requests from their VMs. An sOA uses the server’s power profile to predict if

overclocking will exceed the server’s power budget. As the budget computations rely on
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predictions, they may become stale. Thus, SmartOClock allows sOAs to explore beyond

their initial assignments. Similarly, an sOA tracks the overclocking time of VMs and predicts

if a VM will run out of budget. Then, to avoid missed SLOs, the sOA informs the global WI

agent (via local) of the inability to overclock; in turn, the global WI agent can take corrective

actions using the configured scale-out policies. Enabling local decisions is key for reactively

handling activity bursts under metrics-based overclocking. The overclocking trigger by a

WI agent is conveyed to the (local) sOA that can start/stop overclocking in order of a few

milliseconds. Furthermore, if the assigned power budget is insufficient (e.g., misprediction,

due to change in load), then the sOA can independently explore a higher budget to maximize

the extent (frequency) of overclocking.

Power budget enforcement. The gOA periodically sends the heterogeneously assigned

power budgets to each sOA. Then, each sOA performs prioritized per-VM power manage-

ment [474] via a feedback loop to control the server power draw while overclocking. For

example, scheduled overclocking VMs can be of higher priority compared to unscheduled

(metrics-based) ones. In the feedback loop, an sOA changes the frequency of the over-

clocked VMs per priority in discrete steps (e.g., 100 MHz). Based on the impact of the

last frequency change on the server’s power draw, the sOA either: (1) maintains the VMs

at the current frequency (if threshold ≤ draw < limit, where threshold = limit - buffer),

(2) increases frequency by step size (if draw < threshold), or (3) reduces frequency by step

size (if draw > limit). Prioritization enables overclocking the more important VMs to the

maximum extent before less important VMs are overclocked.

Exploring beyond the local budgets. Due to mispredictions, the initial power allotment

may become inefficient—some servers may consume less than predicted while others are

limited by their budget and cannot overclock VMs to the maximum. Thus, SmartOClock

allows sOAs to explore beyond their allocated power budgets. On constrained servers, the

sOA tries to gradually exceed the limit through two phases: exploration and exploitation.

Exploration. A sOA conditionally increases its budget by a step size (e.g., 20W) that causes

the feedback loop to start increasing the frequency of the overclocked VMs. If within a short

timespan (e.g., 30 seconds), the sOA does not receive any warning messages from the rack

power capping system (run in the rack manager on each rack), then it further increases the

budget. The sOA stops when all VMs are overclocked to the highest frequency or when it

receives a warning message. The rack manager sends a warning message to all sOAs when

the rack’s power draw reaches a warning threshold (e.g., 95% of the rack’s power limit). An

sOA ignores the message if it is not exploring. Otherwise, it reduces its budget by the step

size and uses exponential back-off for the next exploration phase.
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Figure 11.11: Server Overclocking Agent in SmartOClock.

Exploitation. After establishing a safe power budget (i.e., no warning messages), a sOA

enters the exploitation phase. In this phase, it uses the new budget to grant overclocking

requests until either the time to exploit expires or upon receiving a power capping event.

When the time to exploit expires, the sOA starts a new exploration phase if needed. Whereas,

on a capping event, it goes back to its initial power budget.

Similarly, a sOA can explore beyond the local per-core overclocking budget. If a VM

requires overclocking for longer than its assigned cores can sustain, the sOA will first over-

clock the VM’s assigned cores until their budget is exhausted. Then, the sOA explores

rescheduling the VM on other cores in the server with available budget.

Managing resource exhaustion. When an overclocking request is rejected, the global WI

agent takes corrective actions per an operator-chosen policy. A simple policy is to scale out

while factoring the number of VMs that cannot be overclocked across a deployment (e.g.,

create x new if y existing VMs cannot be overclocked). Figure 11.11 shows the operations

performed by SmartOClock for managing power exhaustion. First, a sOA predicts when it

will run out of power for overclocking. For this check, it first predicts the extra power from

overclocking a given VM (for a worst-case CPU utilization). Next, via the template, it finds

the time when the predicted extra power exceeds the server’s budget. It then sends a signal

to the global WI agent if the time to exhaustion is within a configurable window (e.g., 15

minutes). To minimize performance impact from a lack of overclocking, the length of the

window should be greater than the time to scale out, so that overclocking is still available

for the time it takes to scale out. Finally, this operation can be performed ahead of time for

scheduled overclocking requests to protect workload SLOs. For metrics-based overclocking,

the scale-up (overclocking) threshold can be set before scale-out, where SLOs would be

missed if resources are inadequately provisioned after the scale-out threshold is exceeded.

Setting an earlier scale-up threshold allows using overclocking to handle load spikes and

enables reverting to scale-out if overclocking is not possible. An sOA also predicts the time

to exhaustion of the overclocking budget and informs the global WI agent.
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11.5 EVALUATION

To evaluate SmartOClock, we perform real-system experiments running cloud applications

in an overclockable server cluster, and large-scale analysis using production traces.

11.5.1 Cluster-Level Experiments

Methodology. We implement SmartOClock and conduct the experiments on 36 overclock-

able servers (all 28 from one rack, and 8 from another during scale-out). Each server has a

64-core (128 threads) AMD EPYC 7763 CPU with customizations to facilitate overclocking

experimentation. Its default max turbo frequency is 3.3GHz, which can be increased to 4.0

GHz on these custom parts for overclocking. The CPU is configured to operate in perfor-

mance mode [476] and the active cores can steadily run at 4.0 GHz while TDP-unconstrained.

To set the load for each server, we take an example production rack from Azure. Based

on the power traces of these production servers, we select which application to run in each

individual server to mimic the same power profile. We run VMs hosting two open-source

applications: (1) the latency-critical social network microservices (SocialNet) from Death-

StarBench [40] and, (2) the throughput-optimized machine learning training (MLTrain) from

FunctionBench [171]. In the power traces, 14 of the servers show constant high power while

the other 14 show a diurnal pattern. For the first 14 servers, we use MLTrain and SocialNet

for the other 14. The load for each benchmark instance is configured to mimic the power

draw of the corresponding production server.

We define the per-server load in our experiments based on the production traces. As the

profiled servers run different, independent, workloads, each server runs an independent set of

SocialNet instances. Thus, there is no correlation in the power draw or loads across servers

(i.e., the load on one server does not affect the load on others). Auto-scaling is set for

SocialNet based on its tail latency (initial count is 14). We set the SLO of each microservice

to be 5 times its execution time on an unloaded system [283, 284, 361].

We compare SmartOClock with a Baseline system that does not scale horizontally (num-

ber of instances) nor vertically (core’s frequency), and ScaleOut and ScaleUp systems that

only scale out/in and up/down, respectively, SocialNet instances based on the observed

tail. In the evaluation we use a metric-based overclocking policy, which is less predictable;

experiments with a schedule-based policy show better results due to higher predictability.

Application performance. Figure 11.12 shows the P99 tail and average latency of Social-

Net microservices in four environments. We group the 14 instances into three classes based

on their load: Low, Medium, and High Load. Bars in the figure are the average across all

instances with the same load level.
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Figure 11.12: P99 tail and average latencies of SocialNet services.
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Figure 11.13: Average number of SocialNet VMs varying load.

All systems perform equally well under low load. The impact on tail latency becomes

prominent with increased load. Under high load, SmartOClock reduces the tail latency of

Baseline, ScaleOut, and ScaleUp by 19.0%, 10.5%, and 8.9%.

The average latency of SmartOClock is lower than Baseline and ScaleUp, but slightly

higher than ScaleOut. The reason is that, to reduce the application’s cost and prevent scal-

ing out, SmartOClock operates for a longer time with higher latencies that are still below

the SLO. However, SmartOClock significantly reduces the number of missed SLOs. The

total number of missed SLOs at high load is reduced by 26×, 4.8×, and 2.3× over Baseline,

ScaleOut, and ScaleUp, respectively. These results show that overclocking (via ScaleUp or

SmartOClock) reduces missed SLOs compared to ScaleOut. However, overclocking alone is

insufficient at higher loads as evidenced by the greater missed SLOs with ScaleUp, despite it

overclocking for 5x longer. A combination of ScaleUp and ScaleOut via SmartOClock pro-

vides the best performance. Finally, SmartOClock reacts fast to sudden workload shifts and

keeps the application performance within its SLO: even on servers that triggered overclocking

for more than 140 times within 5 minutes, SmartOClock did not miss any deadlines.

Cost. Performance improvements from SmartOClock result in cost savings for the users as

they need to pay for fewer VMs. Figure 11.13 shows the average number of concurrently

active VM instances for each environment over the entire run. Under high load, SmartOClock

saves substantial cost by reducing the number of required instances by 30.4% over ScaleOut.

Energy consumption. Figure 11.14 shows normalized (1) per-single-server energy con-

sumption under low, medium, and high load, and (2) total energy consumption of the system.
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Figure 11.14: Normalized per-single-server energy.

Note that ScaleOut and SmartOClock are the only systems that meet SLOs. As the load

increases, SmartOClock frequently overclocks cores, which increases the per-server energy

consumption. However, as it uses fewer instances, the total energy consumption is reduced

by 10% on average over ScaleOut. The savings are larger if we only consider servers running

latency-critical microservices — 23% on average over ScaleOut.

Power-constrained environments. We evaluate SmartOClock’s overclocking admission

control and heterogeneous power budgeting under constraints. We reduce the rack’s limit

and measure the performance in two systems: NaiveOClock and SmartOClock. NaiveOClock

grants all overclocking requests and on a power capping event splits the rack’s budget equally

among the servers. SmartOClock reduces the SocialNet tail latency by 6.7% and 8.4% for

medium and high loads, respectively, and improves the MLTrain throughput by 10.4%.

Overclocking-constrained environments. To evaluate SmartOClock’s proactive scale-

out, we restrict the overclocking budget and measure the number of missed SLOs with and

without proactive scaling. As we reduce the budget to 75%, 50%, and 25% of its initial value,

reactive scale-out misses the SLO for 5.0%, 6.1%, and 7.2% of time, while SmartOClock’s

proactive approach eliminates all SLO violations.

11.5.2 Large-Scale Simulations

Methodology. We use production traces of dedicated racks running Microsoft’s productiv-

ity and collaboration services (see Section 11.3) from multiple datacenters. Each datacenter

deployment is composed of hundreds of racks and a few thousand servers with either Intel or

AMD CPUs. Each workload’s VMs are spread across servers and racks. The traces include

rack and server power, and VM-level CPU utilization. All data is collected for 6 weeks (April

10th - May 12th, 2023), at a 5-minute granularity. Overclocking requirements (e.g., time of

day) are obtained from the workload operators.

We develop a discrete event simulator to evaluate SmartOClock. Models are used to

estimate the power impact of overclocking; CPU utilization and core frequency are the

input. We validate the model for each server generation.
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Table 11.1: Comparison of SmartOClock to different baselines.

System Norm. # of Power Caps Good OClock Reqs Penalty on Power Cap Norm. Perf.

High-Power Clusters

Central 1.0 92% 21% 1.186
NaiveOClock 118.6 55% 34% 0.963
NoFeedback 5.5 72% 22% 1.122
NoWarning 27.4 81% 23% 1.081
SmartOClock 6.3 89% 22% 1.164

Medium-Power Clusters

Central 1.0 96% 11% 1.195
NaiveOClock 36.6 79% 19% 1.022
NoFeedback 3.4 83% 11% 1.163
NoWarning 7.2 87% 12% 1.160
SmartOClock 3.9 93% 11% 1.185

Low-Power Clusters

Central 1.0 99% 1% 1.208
NaiveOClock 14.0 99% 5% 1.172
NoFeedback 1.0 98% 1% 1.205
NoWarning 1.1 99% 2% 1.205
SmartOClock 1.0 99% 1% 1.208

We compare SmartOClock to (1) Central – an oracle with a global view of power draw

that can precisely decide if an overclocking request will result in capping, (2) NaiveOClock

– a system that grants all overclocking requests, (3) NoFeedback – a system that adheres to

the per-server power budgets with no exploration beyond, and (4) NoWarning – a system

that allows exploring but with no warnings. The servers go back to their initial power budget

on a capping event.

Overclocking success and power capping. Table 11.1 shows the results: (1) number

of power capping events in each system normalized to Central, (2) percentage of successful

overclocking requests, (3) performance penalty of capping on non-overclocked VMs, and (4)

normalized performance over Baseline. We define the performance penalty and improvement

as reduction and increase in VM frequency compared to the Baseline (max turbo). Clusters

are split into three groups based on power draw: High, Medium, and Low-Power.

First, naively granting overclocking requests causes many power capping events. NaiveO-

Clock causes 118.6×, 36.6×, and 14.0× more events than Central in High, Medium, and

Low-Power clusters, respectively. In contrast, SmartOClock lowers the events by 18.9× in

High-Power clusters via prediction for admission control. Adding the warning messages effi-

ciently controls overclocking beyond a server’s budget: it reduces the number of events over

NoWarning by up to 4.3×.

Second, SmartOClock successfully grants majority of overclocking requests. It is within

4%, 3%, and 1% of the success rate of an oracle Central system in High, Medium, and Low-

Power clusters, respectively. The feedback-loop for exploring beyond the per-server budget

is important: SmartOClock has up to 1.24× higher success rate than NoFeedback approach.
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Figure 11.15: CDF of mean power prediction for each technique.

Finally, heterogeneous power distribution by SmartOClock reduces the performance penalty

from power capping events. All systems bar NaiveOClock employ this optimization. The

heterogeneous power budgets reduce the performance penalty due to power capping events

over NaiveOClock by 1.62× and 1.72× in High and Medium-Power clusters, respectively.

Power predictions accuracy. Figure 11.15 shows the CDF of prediction accuracy for

computing the power templates. FlatMed and FlatMax use a constant prediction: a median

or maximum of all prior measurements. FlatMed is opportunistic and underpredicts power,

leading to high P99 prediction errors. Whereas, FlatMax is conservative and overpredicts

power, resulting in negative prediction errors at low percentiles.

Weekly uses a time series of power measurements from the previous week for predictions

in the following week. It is impacted by outliers since it treats each day separately: a few

hours may behave differently due to the unexpected events. Thus, at high percentiles, its

prediction error can be significant.

Finally, DailyMed and DailyMax, aggregate the power measurements across a week to

represent a single, typical, day. The templates are time series of median or maximum values.

DailyMed, used in SmartOClock, has the highest accuracy.

11.5.3 Experiments with Production Services

We evaluate overclocking Service B and C under production load. Each service consumes

hundreds of virtual cores across tens of VMs. The deployment resource usage is similar to

Figure 11.1 and the SLOs are consistent with each service’s goals.

Figure 11.16 shows the average CPU utilization of Service B ’s VMs for different request

rates (bucketized by 0.1 due to live load variability). Overclocking reduces CPU utilization

of VMs by 23% at a peak of 1.8k requests per second (RPS); the baseline operates at turbo

(3.3 GHz). Alternatively, for the same CPU utilization, baseline can service 1.4k RPS vs

1.8k (28% higher) with overclocking. Figure 11.17 shows that overclocking reduces Service

C ’s 5-minute peaks over a weekday by 16%. The deployment load is similar on both days.
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Figure 11.16: Impact of overclocking Service B.
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Figure 11.17: Impact of overclocking Service C.

Both results show the opportunity to down-provision while meeting the performance SLOs.

Finally, overclocking enables servicing 25% additional load by Service A VMs under synthetic

traffic; production experiments are being setup.

11.6 LESSONS FROM PRODUCTION DEPLOYMENT

We built a first-of-its-kind 2-rack (56 servers) overclockable cluster at a cloud provider

for CPU overclocking in production. Our deployment does not yet include cluster-wide

coordination. Here we present lessons from the deployment.

Motivation for building a cluster. Although CPU overclocking can provide substan-

tial performance and cost benefits, a comprehensive analysis (e.g., TCO reduction, revenue

increase) is needed for introducing hardware features at scale. Projecting improvements is

challenging due to workload-specific variations, as previous work shows [461]. Furthermore,

evaluating in a lab is not possible for even Microsoft’s internal workloads due to software

dependencies (e.g., deployment framework) and security concerns that prevent experimen-

tation with production traffic. Thus, building an overclockable cluster was imperative.

Using experimental hardware in production datacenters. Azure has a rigid process

for ensuring stability (e.g., thermal limitations), reliability (e.g., firmware errors), and high

performance for hardware deployment at scale that adds overhead for limited-scale exper-

imentation. To address, we retrofitted overclocking onto existing hardware by installing

overclockable CPUs and firmware updates (e.g., BIOS) on already-deployed servers in a pro-

254



duction datacenter. We also bypassed software checks that remove servers with unexpected

configuration. A drawback of our approach is that the platform (e.g., motherboard, cooling)

is not optimized for overclocking, leading to thermal and max current throttling under heavy

loads that affect performance. Additionally, we provisioned adequate power for the racks to

avoid capping; the limits are lowered for power management evaluations.

Experiments with first-party workloads. Since the cluster contains experimental hard-

ware, we enforce strict admission control. However, this policy led to atypical workload place-

ments that impact overclocking. Typically servers house VMs from various workloads due to

dynamic cloud environments and scheduler efforts to optimize resource utilization [496, 515],

but our policy caused VMs from the same workload to occupy entire servers. Although this

impacts overclocking efficiency, it is useful for conservative benefit estimation.

Finer-grained overclocking. SmartOClock can overclock individual VMs but first-party

operators want finer-grained overclocking (e.g., containers in VMs). Although overclocking

VMs still works, it is inefficient because of the higher power and reliability impact. Since con-

tainers are scheduled inside a guest VM without host visibility, we need guest participation

for finer-grained overclocking. Unsupervised control of frequency by guests can compromise

reliability and power management. We are exploring a safe and efficient solution.

Hardware support for overclocking. Overclocking lifetime budgets can be improved

with wear-out counters that indicate how a component’s (e.g., CPU core) lifetime is impacted

by utilization (voltage) and operating temperatures. SmartOClock can use wearout counters

to upgrade from a conservative offline model to a per-part online calculation for safety.

Furthermore, the prioritized feedback loop for managing power while overclocking can be

offloaded to the hardware for efficiency. We are extending the ACPI [514] CPPC interfaces

to configure VM priority while scheduling (no affinitization) on CPU cores. The firmware

can use these priorities to assign per-core performance (frequency) while managing power.

Vendor engagements to enable overclocking. As overclocking is enabled by under-

utilization (Section 11.3), instead of overclocking, vendors (e.g., Intel, AMD) inquire about

designing a CPU with revised time-in-state assumptions for offline certification. However,

this is still inefficient as it does not leverage the utilization variability from workload demands

(with and without overclocking) and temperature fluctuations on ageing at cloud scale. Using

wear-out counters to track the usage impact on ageing does not have these limitations.

We are working with the vendors to ensure all cores can hit a minimum-desired over-

clocking frequency (e.g., 15-20% beyond max turbo). Some cores can run faster, but this

variability is not exposed on server CPUs (even for turbo); we are exploring bringing mecha-

nisms from client CPUs (e.g., ACPI CPPC preferred cores [514]) to leverage this variability.
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Overclocking beyond CPUs. SmartOClock is a general framework and its principles

can be easily applied for overclocking any server component. Our initial focus was CPU

since it provides the highest benefits, but we have started exploring overclocking of other

components (e.g., GPU).

Silent data corruption (SDC). Prior work shows the risks from SDC at scale [516, 517,

518]. Although overclocking can aggravate error rates due to aggressive circuit timing and

sudden voltage drops, our extensive lab and production experiments do not show an increase

in errors, with frequencies ∼20% beyond max turbo; this is inline with a prior work [461].

Nonetheless, for safety, we work with the vendors to define a max overclocking frequency.

Furthermore, techniques from the SDC work can also be used for added safeguarding.

11.7 RELATED WORK

Computational sprinting. Extensive research [462, 463, 464, 465, 466, 467, 468, 497,

519, 520, 521] has explored computational sprinting (i.e., boosting CPU frequency for short

periods). Mechanisms like game theory [463], formal control [522], and performance model-

ing [468] have been proposed to manage sprinting. Researchers have also investigated effi-

ciency factors like resource interference [521], power availability [464], processor design [523],

and cooling [461]. However, none of these works holistically address the overclocking chal-

lenges in the cloud. They either focus on a single-server setup, assume a transparent-box

knowledge of the applications, or overlook multi-tenancy on a server or rack.

The closest related work is Computational Sprinting Game (CSG) [463]. There are two

major differences between CSG and SmartOClock. First, CSG leverages turbo and is con-

strained by thermal/power limits. In contrast, overclocking also affects reliability whose

time scales are orders of magnitude (months/years) more than for power/thermal (minutes).

It is nontrivial to add reliability under CSG when evaluating sprint utility. In contrast,

MosaicCPUuses epochs to divide the overclocking budget across coarse-grain time scales

(days) that local agents enforce. Second, a lack of sprinting/overclocking (of even a few

VMs) can impact the SLOs of workloads that under-provision while relying on sprinting to

handle their peaks. Therefore, a mitigation mechanism to protect performance is needed

when sprinting is unavailable, a problem not addressed by CSG. Section 11.5 presents the

impact of proactive scaleout by SmartOClock to protect workload SLOs.

Undervolting. Prior work has proposed decreasing the voltage for a frequency below its

safe marginal value for reducing power [524, 525, 526, 527, 528, 529]. However, undervolting

can introduce instability and pipeline (i.e., timing) errors, thereby necessitating hardware

designers to add mechanisms for fault tolerance. For example, Razor [529] uses additional
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latches that run on a delayed clock in vulnerable paths to detect/recover from errors. This

body of work is complementary and can create additional power and component lifetime

headroom (reduced wearout from lower voltage) for overclocking.

Datacenter power management. Prior work has proposed oversubscription through

leveraging statistical properties of concurrent power usage across servers [469, 470, 471, 472,

473, 474, 530, 531, 532] to improve datacenter power utilization and save costs. These works

are complementary and influence our non-overclocked baseline. Azure leverages policies

based on these works to oversubscribe power. The policies factor the power demand from

turbo for meeting the performance SLAs [482, 483, 484] and prioritized throttling [473, 474]

is used to protect (turbo) performance of critical workloads under rare power capping events.

Naively adding overclocking to the baseline power utilization increases the probability of

power capping events. Increasing provisioned power cannot be used to address this problem

due to the TCO impact, especially when turbo is sufficient to meet a provider’s performance

SLAs. Consequently, an overclocking system can only leverage unutilized power while meet-

ing workload SLOs when overclocking is not possible; problems not addressed by the prior

power management work.

Workload intelligence. Research has leveraged workload awareness to optimize perfor-

mance, energy consumption, and cost [38, 152, 417, 418, 419, 507, 533, 534]. Sinan [507]

uses ML models to allocate resources per microservice tier for minimizing cost while main-

taining latency targets. ReTail [417], Rubik [419], Adrenaline [421], and Gemini [418] use

application-specific features to predict optimal per-request frequencies, reducing power draw

while meeting SLOs. Resource Central [152] gathers VM telemetry, learns VM behaviors

offline, and provides online predictions for various resource managers. We propose a clean

interface for cloud workloads to provide the necessary signals for overclocking without com-

promising their opaque-box implementations.

11.8 CONCLUSION

In this chapter, we proposed SmartOClock, the first distributed overclocking management

platform for cloud environments. SmartOClock enables cloud providers to offer overclocking

to workloads through four novel features: workload intelligence, prediction-based admission

control, heterogeneous power budgeting, and decentralized enforcement. Our evaluation

shows that SmartOClock reduces the tail latency by 8.9% and the application cost by 30.4%.

We also discussed lessons from building an overclockable cluster in Azure. We conclude that

carefully-managed overclocking has enormous potential to improve workload performance

while saving cost.
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CHAPTER 12: Future Work

Based on the insights and findings of this thesis, there are four promising directions for

future research aimed at rethinking the design of hyperscale systems to achieve high perfor-

mance, energy efficiency, and ease of use. Realizing these goals will require a comprehensive

re-examination of the full cloud-computing stack and will involve interdisciplinary collabo-

rations across systems and networking, AI/ML, and programming languages. The proposed

research agenda is organized into four pillars:

Cloud-Native Servers. A natural direction for future work is to build on the architec-

ture proposed in this thesis by further enhancing its efficiency and adapting it to better

meet the demands of cloud-native environments through full-stack co-design. Given the het-

erogeneous nature of cloud-native services, conventional homogeneous server architectures

are often inefficient. Future research should investigate re-configurable and heterogeneous

core architectures capable of dynamically adapting to the characteristics of individual ser-

vices. Additionally, the design of the memory subsystem warrants reevaluation. Due to

the relatively small footprint of typical services and substantial memory sharing across ser-

vice invocations, novel memory hierarchies must be developed. Emerging Compute Express

Link (CXL) technologies further open opportunities for efficient inter-server communica-

tion through coherent shared memory. Another critical direction is addressing networking

overheads through in-network computing and the development of hardware structures that

support these capabilities efficiently.

Accelerator-as-a-Service. With the growing performance demands, cloud providers face

pressure to offer specialized hardware accelerators for diverse and rapidly-evolving work-

loads. However, the current model of deploying fixed-function accelerators, each designed for

a specific task, results in underutilized resources or the need for expensive reconfigurations.

This model struggles to keep pace with the dynamic nature of modern cloud workloads.

A promising alternative is to offer a wide range of accelerator templates that can be dy-

namically customized based on user queries. These templates would act as flexible building

blocks, enabling on-demand adaptation to workload requirements. Future research should

explore methods to reduce the overhead of on-the-fly specialization, coordinate clusters of

accelerators to maximize application speedup, and ensure secure time- and space-sharing of

accelerators across multiple users.

Green Clouds. The rising energy consumption and carbon footprint of cloud workloads

have raised critical concerns about the long-term sustainability of large-scale cloud infrastruc-

ture. This challenge spans diverse application domains and heterogeneous hardware environ-
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ments. Building on existing energy-efficient frameworks, a key direction for future research

is the development of principled techniques for achieving sustainable cloud computing. Em-

phasis should be placed on optimizing end-to-end applications that span multiple computing

paradigms—such as inference queries embedded in microservice architectures—and execute

across diverse hardware platforms, including CPUs, GPUs, and accelerators. Further ex-

ploration is warranted into the trade-offs between energy-, power-, and carbon-efficiency in

datacenter systems, particularly those powered by a heterogeneous mix of renewable and non-

renewable energy sources. In addition, the potential of emerging devices and novel materials

for processor design should be investigated as a means to further reduce the environmental

impact of hyperscale systems.

Cloud-Native Language. As cloud applications continue to scale in complexity and de-

ployment, existing programming models are increasingly strained by the need to balance

design simplicity, scalability, and performance. Current approaches require developers to

manually choose the granularity of services—where smaller services enable better scalability

but introduce significant overhead relative to their core logic. Given that the ideal service

decomposition often depends on the underlying hardware and runtime conditions, future

research should investigate programming models that dynamically and transparently reor-

ganize applications in response to system state. This includes the development of compiler

and runtime infrastructures that co-optimize the behavior of interdependent services and

facilitate more intuitive application development through tools such as natural language

interfaces. Additionally, a shift from the current function-centric paradigm—where data

is moved to compute—toward a data-centric execution model should be explored. In this

model, applications are structured as data-flow graphs, with each data element annotated

with a function callback, enabling computation to be moved closer to the data source. Such

an approach can significantly reduce data movement and its associated performance and

energy costs. Advancing this line of work will require specialized language, compiler, and

runtime support designed to enhance both the programmability and efficiency of cloud-native

workloads.
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CHAPTER 13: Conclusions

Cloud-native workloads, such as microservices and serverless computing, have the poten-

tial to radically change the landscape of cloud computing by providing a simple programming

model, cost-efficient billing, good scalability, and opportunity for high degree of workload

consolidation. However, the properties of these workloads are fundamentally different from

what conventional hardware and software systems are optimized for. As a result, existing

infrastructures suffer from poor performance, low resource utilization, and high energy con-

sumption when running these workloads. The goal of this thesis has been to rethink the

design of hardware platforms and software stacks, and enable the execution of cloud-native

workloads with orders of magnitude better efficiency.

The first part of the thesis presented a hardware architecture specifically designed for

cloud-native workloads. In particular, the thesis started by designing µManycore, a proces-

sor architecture that minimizes the tail latency of cloud-native services. The architecture

has many simple cores augmented with hardware support for scheduling and context switch-

ing. The cores are organized into hardware cache-coherent villages and connected via a

hierarchical leaf-spine network topology. Then, the processor architecture was extended

with HardHarvest to boost utilization through hardware-based core harvesting, while the

microarchitecture was refined with Mosaic for better performance under frequent context

switches. Finally, the thesis integrated on-package accelerators into the architecture and

proposed AccelFlow, a framework that enables fine-grained, low-overhead orchestration of

accelerators to reduce datacenter tax overheads in cloud-native environments.

To maximize the efficiency of the proposed hardware architecture for cloud-native envi-

ronments, the second part of the thesis proposed a software stack that is tightly co-designed

with the hardware. It began with MXFaaS, a scheme that improves resource utilization

by efficiently multiplexing compute, memory, and I/O resources during bursts of same-

function invocations. Then, the thesis integrated a distributed software caching layer with

the Concord coherence protocol to reduce overheads from frequent remote storage accesses.

To improve the efficiency of services, the thesis further accelerated end-to-end application

workflows using SpecFaaS, a system for speculative service execution within an application.

Finally, the thesis augmented the platform to improve energy efficiency with EcoFaaS, which

relies on fine-grained scheduling and dynamic frequency scaling, and SmartOClock, which

under-provisions resources and selectively overclocks cores during load spikes.

Each of these techniques enables a major advance in the performance, resource, or energy-

efficiency of cloud-native workloads.
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APPENDIX A: Other Works

Here, I briefly describe other research work that was conducted in parallel to this thesis.

Energy, Power, and Thermal Management for LLM Inference Serving in the

Cloud. The rapid evolution and widespread adoption of generative large language models

(LLMs) have made them a pivotal workload in various applications. Today, LLM inference

clusters receive a large number of queries with strict Service Level Objectives (SLOs). To

achieve the desired performance, these models execute on power-hungry GPUs, causing the

inference clusters to consume large amounts of energy and, consequently, result in substantial

carbon emissions. Moreover, from the datacenter perspective, these infrastructures require

the provision of high power and cooling capacities, while running a mix of open-box first-

party workloads and opaque-box third-party workloads.

First, I found that there is an opportunity to improve energy efficiency by exploiting the

heterogeneity in inference compute properties and the fluctuations in inference workloads.

However, the diversity and dynamicity of these environments create a large search space,

where different system configurations (e.g., number of instances, model parallelism, and

GPU frequency) translate into different energy-performance trade-offs. To address these

challenges, I proposed DynamoLLM [535], the first energy-management framework for LLM

inference environments. DynamoLLM automatically and dynamically reconfigures the infer-

ence cluster to optimize for energy of LLM serving under the services’ performance SLOs.

At a service level, on average, DynamoLLM conserves 52% of the energy and 38% of the

operational carbon emissions, and reduces the cost to the customer by 61%, while meeting

the latency SLOs.

Second, I proposed TAPAS [536], a thermal- and power-aware framework designed for

LLM inference clusters in the cloud. TAPAS enhances cooling and power oversubscription

capabilities, reducing the total cost of ownership (TCO) while effectively handling emergen-

cies (e.g., cooling and power failures). TAPAS leverages historical temperature and power

data, along with the adaptability of first-party workloads, to: (1) efficiently place new GPU

workload VMs within cooling and power constraints, (2) route LLM inference requests across

first-party VMs, and (3) reconfigure first-party VMs to manage load spikes and emergency

situations. An evaluation on a large GPU cluster demonstrates significant reductions in

thermal and power throttling events, boosting system efficiency.

Rethinking the Page Table Design for Virtualized Cloud Environments. A major

reason why nested or virtualized address translations are slow is because current systems

organize page tables in a multi-level tree that is accessed in a sequential manner. A nested
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translation may potentially require up to twenty-four sequential memory accesses. To address

this problem, I proposed the first page table design that supports parallel nested address

translation [537]. The design is based on using hashed page tables (HPTs) for both guest

and host. However, directly extending a native HPT design to a nested environment leads

to minor gains. Instead, my proposed design solves a new set of challenges that appear in

nested environments. The scheme eliminates all but three of the potentially twenty-four

sequential steps of a nested translation—while judiciously limiting the number of parallel

memory accesses issued to avoid over-consuming cache bandwidth. As a result, compared

to conventional nested radix tables, the proposed design speeds-up the execution of a set of

applications by an average of 1.19x (for 4KB pages) and 1.24x (when huge pages are used).

In addition, I also proposed a migration path from current nested radix page tables to the

nested hashed page table design.

After improving the performance of hashed page tables (HPTs), a major issue that remains

is the fact that HPTs need substantial contiguous physical memory. My subsequent work,

Memory-Efficient HPTs (ME-HPTs) [538] addresses this problem. To minimize HPTs’ con-

tiguous memory needs, ME-HPTs introduce the Logical to Physical (L2P) Table and the use

of Dynamically-Changing Chunk Sizes. These techniques break down the HPT into discon-

tiguous physical-memory chunks. In addition, ME-HPTs also introduce two techniques that

minimize HPTs’ total memory needs and, indirectly, reduce the memory contiguity require-

ments. These techniques are In-place Page Table Resizing and Per-way Resizing. Compared

to state-of-the-art HPTs, ME-HPTs: (i) reduce the contiguous memory allocation needs by

92% on average, and (ii) improve the performance by 8.9% on average. For the two most

demanding workloads, the contiguous memory requirements decrease from 64MB to 1MB. In

addition, compared to state-of-the-art radix-tree page tables, ME-HPTs achieve an average

speedup of 1.23× (without huge pages) and 1.28× (with huge pages).
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towards zero-copy serialization,” in Proceedings of the Workshop on Hot Topics in
Operating Systems (HotOS ’21), 2021.

[253] S. Karandikar, A. N. Udipi, J. Choi, J. Whangbo, J. Zhao, S. Kanev, E. Lim, J. Alakui-
jala, V. Madduri, Y. S. Shao, B. Nikolic, K. Asanovic, and P. Ranganathan, “CDPU:
Co-designing Compression and Decompression Processing Units for Hyperscale Sys-
tems,” in Proceedings of the 50th Annual International Symposium on Computer Ar-
chitecture (ISCA ’23), 2023.

284



[254] B. Abali, B. Blaner, J. Reilly, M. Klein, A. Mishra, C. B. Agricola, B. Sendir, A. Buyuk-
tosunoglu, C. Jacobi, W. J. Starke, H. Myneni, and C. Wang, “Data Compression Ac-
celerator on IBM POWER9 and z15 Processors : Industrial Product,” in Proceedings
of the ACM/IEEE 47th Annual International Symposium on Computer Architecture
(ISCA ’20), 2020.

[255] Intel, “Intel® QAT: Performance, Scale, and Efficiency.” [Online]. Avail-
able: https://www.intel.com/content/www/us/en/architecture-and-technology/intel-
quick-assist-technology-overview.html

[256] S. Kanev, S. L. Xi, G.-Y. Wei, and D. Brooks, “Mallacc: Accelerating Memory Alloca-
tion,” in Proceedings of the Twenty-Second International Conference on Architectural
Support for Programming Languages and Operating Systems (ASPLOS ’17).

[257] Intel, “Intel® Dynamic Load Balancer.” [Online]. Available: https://www.intel.com/
content/www/us/en/download/686372/intel-dynamic-load-balancer.html

[258] H. Seyedroudbari, S. Vanavasam, and A. Daglis, “Turbo: SmartNIC-enabled Dynamic
Load Balancing of µs-scale RPCs,” in Proceedings of the IEEE International Sympo-
sium on High-Performance Computer Architecture (HPCA ’23), 2023.

[259] M. Hill and V. J. Reddi, “Gables: A Roofline Model for Mobile SoCs,” in Proceedings
of the IEEE International Symposium on High Performance Computer Architecture
(HPCA ’19), 2019.

[260] S. Gupta and S. Dwarkadas, “RELIEF: Relieving Memory Pressure In SoCs Via Data
Movement-Aware Accelerator Scheduling,” in Proceedings of the IEEE International
Symposium on High Performance Computer Architecture (HPCA ’24), 2024.

[261] J. Cong, M. A. Ghodrat, M. Gill, B. Grigorian, and G. Reinman, “Architecture Sup-
port for Domain-Specific Accelerator-Rich CMPs,” ACM Transactions on Embedded
Computing Systems, 2014.

[262] N. C. Nachiappan, H. Zhang, J. Ryoo, N. Soundararajan, A. Sivasubramaniam, M. T.
Kandemir, R. Iyer, and C. R. Das, “VIP: Virtualizing IP chains on handheld plat-
forms,” in Proceedings of the ACM/IEEE 42nd Annual International Symposium on
Computer Architecture (ISCA ’15), 2015.

[263] T. Wei, N. Turtayeva, M. Orenes-Vera, O. Lonkar, and J. Balkind, “Cohort: Software-
Oriented Acceleration for Heterogeneous SoCs,” in Proceedings of the 28th ACM In-
ternational Conference on Architectural Support for Programming Languages and Op-
erating Systems, Volume 3 (ASPLOS ’23), 2023.

[264] E. Jeong, S. Wood, M. Jamshed, H. Jeong, S. Ihm, D. Han, and K. Park, “mTCP:
a Highly Scalable User-level TCP Stack for Multicore Systems,” in Proceedings of the
11th USENIX Symposium on Networked Systems Design and Implementation (NSDI
’14), 2014.

285



[265] OpenSSL, “Cryptography and and SSL/TLS Toolkit.” [Online]. Available: https:
//www.openssl.org/

[266] Facebook, “Zstandard.” [Online]. Available: https://facebook.github.io/zstd/

[267] Google, “Snappy, a fast compressor/decompressor.” [Online]. Available: https:
//github.com/google/snappy

[268] N. Sun and P. Bhattacharya, “Using the Cryptographic Accelerator of the Ultra-
SPARC T1 Processor,” March 2006. [Online]. Available: https://www.oracle.com/
technetwork/server-storage/solaris/documentation/819-5782-150147.pdf

[269] A. Branover, D. Foley, and M. Steinman, “AMD Fusion APU: Llano,” IEEE Micro,
vol. 32, no. 2, pp. 28–37, 2012.

[270] Y. Yuan, J. Hu, R. Wang, N. Ranganathan, R. Kuper, I. Jeong, and N. S. Kim, “On-
chip Accelerators in 4th Gen Intel Xeon Scalable Processors: Features, Performance,
Use Cases, and Future!” ISCA’23 Tutorial, 2023.

[271] Intel, “Intel® Xeon® Processors,” April 2024. [Online]. Available: https:
//www.intel.com/content/www/us/en/products/details/processors/xeon.html

[272] Y. Gan, Y. Qiu, L. Chen, J. Leng, and Y. Zhu, “Low-Latency Proactive Continuous
Vision,” in Proceedings of the ACM International Conference on Parallel Architectures
and Compilation Techniques (PACT ’20), 2020.

[273] MongoDB, “Explaining BSON with examples.” [Online]. Available: https:
//www.mongodb.com/basics/bson

[274] A. Kwatra, “Intel Labs’ Contributions to Latest In-
tel® Xeon® Scalable Processor,” 2024. [Online]. Avail-
able: https://community.intel.com/t5/Blogs/Tech-Innovation/Data-Center/Intel-
Labs-Contributions-to-Latest-Intel-Xeon-Scalable-Processor/post/1441731

[275] R. Kuper, I. Jeong, Y. Yuan, R. Wang, N. Ranganathan, N. Rao, J. Hu, S. Kumar,
P. Lantz, and N. S. Kim, “A Quantitative Analysis and Guidelines of Data Streaming
Accelerator in Modern Intel Xeon Scalable Processors,” in Proceedings of the 29th
ACM International Conference on Architectural Support for Programming Languages
and Operating Systems (ASPLOS’24), Volume 2, 2024.

[276] ARM, “Learn the Architecture - SMMU Software Guide.” [Online].
Available: https://developer.arm.com/documentation/109242/0100/Operation-of-an-
SMMU/Address-Translation-Services

[277] Intel, “Intel 64 and IA-32 Architectures Software Developer’s Manual,” 2024. [Online].
Available: https://www.intel.com/content/dam/www/public/us/en/documents/
manuals/64-ia-32-architectures-software-developer-instruction-set-reference-manual-
325383.pdf

286



[278] S. Kim, J. Zhao, K. Asanovic, B. Nikolic, and Y. S. Shao, “AuRORA: Virtualized Ac-
celerator Orchestration for Multi-Tenant Workloads,” in Proceedings of the 56th An-
nual IEEE/ACM International Symposium on Microarchitecture (MICRO ’23), 2023.

[279] Intel, “Introduction to Memory Bandwidth Allocation.” [Online]. Avail-
able: https://www.intel.com/content/www/us/en/developer/articles/technical/
introduction-to-memory-bandwidth-allocation.html

[280] S.-T. Wang, H. Xu, A. Mamandipoor, R. Mahapatra, B. H. Ahn, S. Ghodrati,
K. Kailas, M. Alian, and H. Esmaeilzadeh, “Data Motion Acceleration: Chaining
Cross-Domain Multi Accelerators,” in Proceedings of the IEEE International Sympo-
sium on High-Performance Computer Architecture (HPCA’24), 2024.

[281] The Structural Simulation Toolkit, “ariel,” 2024. [Online]. Available: https:
//sst-simulator.org/sst-docs/docs/elements/ariel/intro

[282] T. Benz, M. Rogenmoser, P. Scheffler, S. Riedel, A. Ottaviano, A. Kurth, T. Hoe-
fler, and L. Benini, “ A High-Performance, Energy-Efficient Modular DMA Engine
Architecture ,” IEEE Transactions on Computers, 2024.

[283] A. Mirhosseini and T. Wenisch, “µSteal: A Theory-Backed Framework for Preemptive
Work and Resource Stealing in Mixed-Criticality Microservices,” in Proceedings of the
ACM International Conference on Supercomputing (ICS ’21), 2021.

[284] C. Delimitrou and C. Kozyrakis, “Amdahl’s Law for Tail Latency,” Commun. ACM,
vol. 61, no. 8, jul 2018.

[285] G. Jeong, B. Sharma, N. Terrell, A. Dhanotia, Z. Zhao, N. Agarwal, A. Kejariwal, and
T. Krishna, “Characterization of Data Compression in Datacenters,” in Proceedings of
the IEEE International Symposium on Performance Analysis of Systems and Software
(ISPASS ’23), 2023.

[286] A. M. Caulfield, E. S. Chung, A. Putnam, H. Angepat, J. Fowers, M. Haselman,
S. Heil, M. Humphrey, P. Kaur, J.-Y. Kim, D. Lo, T. Massengill, K. Ovtcharov,
M. Papamichael, L. Woods, S. Lanka, D. Chiou, and D. Burger, “A cloud-scale ac-
celeration architecture,” in Proceedings of the 49th Annual IEEE/ACM International
Symposium on Microarchitecture (MICRO ’16), 2016.

[287] A. Putnam, A. M. Caulfield, E. S. Chung, D. Chiou, K. Constantinides, J. Demme,
H. Esmaeilzadeh, J. Fowers, G. P. Gopal, J. Gray, M. Haselman, S. Hauck, S. Heil,
A. Hormati, J.-Y. Kim, S. Lanka, J. Larus, E. Peterson, S. Pope, A. Smith, J. Thong,
P. Y. Xiao, and D. Burger, “A reconfigurable fabric for accelerating large-scale data-
center services,” in Proceedings of the ACM/IEEE 41st International Symposium on
Computer Architecture (ISCA ’14), 2014.

[288] M. Drumond, A. Daglis, N. Mirzadeh, D. Ustiugov, J. Picorel, B. Falsafi, B. Grot, and
D. Pnevmatikatos, “The mondrian data engine,” in Proceedings of the ACM/IEEE
44th Annual International Symposium on Computer Architecture (ISCA ’17), 2017.

287



[289] L. Wu, A. Lottarini, T. K. Paine, M. A. Kim, and K. A. Ross, “Q100: the architecture
and design of a database processing unit,” in Proceedings of the 19th International
Conference on Architectural Support for Programming Languages and Operating Sys-
tems (ASPLOS ’14), 2014.

[290] O. Kocberber, B. Grot, J. Picorel, B. Falsafi, K. Lim, and P. Ranganathan, “Meet
the walkers accelerating index traversals for in-memory databases,” in Proceedings of
the 46th Annual IEEE/ACM International Symposium on Microarchitecture (MICRO
’13), 2013.

[291] K. Lim, D. Meisner, A. G. Saidi, P. Ranganathan, and T. F. Wenisch, “Thin servers
with smart pipes: designing SoC accelerators for memcached,” in Proceedings of the
40th Annual International Symposium on Computer Architecture (ISCA ’13), 2013.

[292] S. Li, H. Lim, V. W. Lee, J. H. Ahn, A. Kalia, M. Kaminsky, D. G. Andersen, S. O,
S. Lee, and P. Dubey, “Architecting to achieve a billion requests per second throughput
on a single key-value store server platform,” in Proceedings of the ACM/IEEE 42nd
Annual International Symposium on Computer Architecture (ISCA ’15), 2015.

[293] A. Mirhosseini, A. Sriraman, and T. F. Wenisch, “Enhancing Server Efficiency in the
Face of Killer Microseconds,” in Proceedings of the IEEE International Symposium on
High Performance Computer Architecture (HPCA ’19), 2019.

[294] A. Amarnath, S. Pal, H. T. Kassa, A. Vega, A. Buyuktosunoglu, H. Franke, J.-D.
Wellman, R. Dreslinski, and P. Bose, “Heterogeneity-Aware Scheduling on SoCs for
Autonomous Vehicles,” IEEE Computer Architecture Letters, 2021.

[295] S. Baskaran, M. T. Kandemir, and J. Sampson, “An architecture interface and offload
model for low-overhead, near-data, distributed accelerators,” in Proceedings of the 55th
IEEE/ACM International Symposium on Microarchitecture (MICRO ’22), 2022.

[296] C. Tan, M. Karunaratne, T. Mitra, and L.-S. Peh, “Stitch: Fusible Heterogeneous
Accelerators Enmeshed with Many-Core Architecture for Wearables,” in Proceedings
of the ACM/IEEE 45th Annual International Symposium on Computer Architecture
(ISCA ’18), 2018.

[297] J. Cong, M. A. Ghodrat, M. Gill, B. Grigorian, and G. Reinman, “CHARM: a com-
posable heterogeneous accelerator-rich microprocessor,” in Proceedings of the 2012
ACM/IEEE International Symposium on Low Power Electronics and Design (ISLPED
’12), 2012.

[298] P. Lin and A. Glikson, “Mitigating Cold Starts in Serverless Platforms: A
Pool-Based Approach,” CoRR, vol. abs/1903.12221, 2019. [Online]. Available:
http://arxiv.org/abs/1903.12221

[299] A. Wang, S. Chang, H. Tian, H. Wang, H. Yang, H. Li, R. Du, and Y. Cheng, “FaaS-
Net: Scalable and Fast Provisioning of Custom Serverless Container Runtimes at Al-
ibaba Cloud Function Compute,” in Proceedings of the 2021 USENIX Annual Technical
Conference (USENIX ATC ’21), 2021.

288



[300] I. E. Akkus, R. Chen, I. Rimac, M. Stein, K. Satzke, A. Beck, P. Aditya, and V. Hilt,
“SAND: Towards High-Performance Serverless Computing,” in 2018 USENIX Annual
Technical Conference (USENIX ATC ’18), 2018.

[301] E. Oakes, L. Yang, D. Zhou, K. Houck, T. Harter, A. Arpaci-Dusseau, and R. Arpaci-
Dusseau, “SOCK: Rapid Task Provisioning with Serverless-Optimized Containers,” in
Proceedings of the 2018 USENIX Annual Technical Conference (USENIX ATC ’18),
2018.

[302] “Serverless Train Ticket.” [Online]. Available: https://github.com/FudanSELab/
serverless-trainticket

[303] AWS, “AWS Lambda Anti-Patterns: Synchronous waiting within a single
Lambda function.” [Online]. Available: https://docs.aws.amazon.com/lambda/latest/
operatorguide/synchronous-waiting.html

[304] AWS, “AWS Lambda Anti-Patterns: Lambda functions calling Lambda functions.”
[Online]. Available: https://docs.aws.amazon.com/lambda/latest/operatorguide/
functions-calling-functions.html

[305] M. Khairy, A. Alawneh, A. Barnes, and T. G. Rogers, “SIMR: Single Instruction
Multiple Request Processing for Energy-Efficient Data Center Microservices,” in 2022
55th IEEE/ACM International Symposium on Microarchitecture (MICRO ’22), 2022.

[306] Linux Manual Page, “ld.so(8).” [Online]. Available: https://man7.org/linux/man-
pages/man8/ld.so.8.html

[307] “OpenWhisk Invoker.” [Online]. Available: https://github.com/apache/openwhisk/
tree/master/core/invoker

[308] “OpenWhisk Load Balancer.” [Online]. Available: https://github.com/apache/
openwhisk/tree/master/core/controller/src/main/scala/org/apache/openwhisk/core/
loadBalancer

[309] “KNative Serving Activator.” [Online]. Available: https://github.com/knative/
serving/tree/main/pkg/activator

[310] “KNative Serving Autoscaler.” [Online]. Available: https://github.com/knative/
serving/tree/main/pkg/autoscaler

[311] AWS, “Security Overview AWS Lambda.” [Online]. Avail-
able: https://docs.aws.amazon.com/pdfs/whitepapers/latest/security-overview-aws-
lambda/security-overview-aws-lambda.pdf

[312] Z. Li, Q. Chen, S. Xue, T. Ma, Y. Yang, Z. Song, and M. Guo, “Amoeba: QoS-
Awareness and Reduced Resource Usage of Microservices with Serverless Computing,”
in 2020 IEEE International Parallel and Distributed Processing Symposium (IPDPS
’20), 2020.

289



[313] L. Zhao, Y. Yang, Y. Li, X. Zhou, and K. Li, “Understanding, Predicting and Schedul-
ing Serverless Workloads under Partial Interference,” in Proceedings of the Interna-
tional Conference for High Performance Computing, Networking, Storage and Analysis
SC ’21), 2021.

[314] L. Ao, G. Porter, and G. M. Voelker, “FaaSnap: FaaS Made Fast Using Snapshot-
Based VMs,” in Proceedings of the Seventeenth European Conference on Computer
Systems (EuroSys ’22), 2022.

[315] “Redis.” [Online]. Available: https://redis.io/

[316] Q. Liu and Z. Yu, “The Elasticity and Plasticity in Semi-Containerized Co-Locating
Cloud Workload: A View from Alibaba Trace,” in Proceedings of the 2020 ACM Sym-
posium on Cloud Computing (SOCC ’18), 2018.

[317] C. Reiss, A. Tumanov, G. R. Ganger, R. H. Katz, and M. A. Kozuch, “Heterogeneity
and Dynamicity of Clouds at Scale: Google Trace Analysis,” in Proceedings of the 3rd
ACM Symposium on Cloud Computing (SOCC ’12), 2012.

[318] J. Guo, Z. Chang, S. Wang, H. Ding, Y. Feng, L. Mao, and Y. Bao, “Who Limits the
Resource Efficiency of My Datacenter: An Analysis of Alibaba Datacenter Traces,” in
Proceedings of the International Symposium on Quality of Service (IWQoS ’19), 2019.

[319] V. M. Bhasi, J. R. Gunasekaran, P. Thinakaran, C. S. Mishra, M. T. Kandemir, and
C. Das, “Kraken: Adaptive Container Provisioning for Deploying Dynamic DAGs in
Serverless Platforms,” in Proceedings of the ACM Symposium on Cloud Computing
(SOCC ’21), 2021.

[320] J. R. Gunasekaran, P. Thinakaran, N. C. Nachiappan, M. T. Kandemir, and C. R.
Das, “Fifer: Tackling Resource Underutilization in the Serverless Era,” in Proceedings
of the 21st International Middleware Conference (Middleware ’20), 2020.

[321] A. Tariq, A. Pahl, S. Nimmagadda, E. Rozner, and S. Lanka, “Sequoia: Enabling
Quality-of-Service in Serverless Computing,” in Proceedings of the 11th ACM Sympo-
sium on Cloud Computing (SoCC ’20), 2020.

[322] A. Singhvi, A. Balasubramanian, K. Houck, M. D. Shaikh, S. Venkataraman, and
A. Akella, “Atoll: A Scalable Low-Latency Serverless Platform,” in Proceedings of the
ACM Symposium on Cloud Computing (SoCC ’21), 2021.

[323] Linux Manual Page, “perf-stat(1).” [Online]. Available: https://man7.org/linux/
man-pages/man1/perf-stat.1.html

[324] N. Daw, U. Bellur, and P. Kulkarni, “Xanadu: Mitigating Cascading Cold Starts
in Serverless Function Chain Deployments,” in Proceedings of the 21st International
Middleware Conference (Middleware ’20), 2020.

290



[325] S. Shillaker and P. Pietzuch, “Faasm: Lightweight Isolation for Efficient Stateful
Serverless Computing,” in Proceedings of the 2020 USENIX Annual Technical Confer-
ence (USENIX ATC ’20), 2020.

[326] S. Boucher, A. Kalia, D. G. Andersen, and M. Kaminsky, “Putting the “Micro” Back
in Microservice,” in Proceedings of the 2018 USENIX Annual Technical Conference
(USENIX ATC ’18), 2018.

[327] H. Qin, Q. Li, J. Speiser, P. Kraft, and J. Ousterhout, “Arachne: Core-Aware Thread
Management,” in Proceedings of the 13th USENIX Symposium on Operating Systems
Design and Implementation (OSDI ’18), 2018.

[328] V. Sreekanti, C. Wu, X. C. Lin, J. Schleier-Smith, J. E. Gonzalez, J. M. Hellerstein,
and A. Tumanov, “Cloudburst: Stateful Functions-as-a-Service,” Proceedings of the
VLDB Endowment, 2020.

[329] Q. Pu, S. Venkataraman, and I. Stoica, “Shuffling, Fast and Slow: Scalable Analyt-
ics on Serverless Infrastructure,” in Proceedings of the 16th USENIX Symposium on
Networked Systems Design and Implementation (NSDI ’19), 2019.

[330] H. Li, Y. Yuan, R. Du, K. Ma, L. Liu, and W. Hsu, “DADI: Block-Level Image Service
for Agile and Elastic Application Deployment,” in Proceedings of the 2020 USENIX
Annual Technical Conference (USENIX ATC ’20), 2020.

[331] T. Harter, B. Salmon, R. Liu, A. C. Arpaci-Dusseau, and R. H. Arpaci-Dusseau,
“Slacker: Fast Distribution with Lazy Docker Containers,” in Proceedings of the 14th
USENIX Conference on File and Storage Technologies (FAST ’16), 2016.

[332] Amazon AWS, “Implementing statelessness in functions.” [Online]. Available: https:
//docs.aws.amazon.com/lambda/latest/operatorguide/statelessness-functions.html

[333] Microsoft, “Serverless architecture considerations.” [Online]. Avail-
able: https://learn.microsoft.com/en-us/dotnet/architecture/serverless/serverless-
architecture-considerations

[334] Microsoft Azure, “Azure Blob Storage.” [Online]. Available: https:
//azure.microsoft.com/en-us/products/storage/blobs

[335] A. Mahgoub, K. Shankar, S. Mitra, A. Klimovic, S. Chaterji, and S. Bagchi,
“SONIC: Application-aware Data Passing for Chained Serverless Applications,” in
2021 USENIX Annual Technical Conference (USENIX ATC ’21), 2021.

[336] M. Wawrzoniak, I. Müller, G. Alonso, and R. Bruno, “Boxer: Data Analytics on
Network-enabled Serverless Platforms,” in Proceedings of the 11th Annual Conference
on Innovative Data Systems Research (CIDR ’21), 2021.

[337] D. Ustiugov, S. Jesalpura, M. B. Alper, M. Baczun, R. Feyzkhanov, E. Bugnion,
B. Grot, and M. Kogias, “Expedited Data Transfers for Serverless Clouds,” CoRR, vol.
abs/2309.14821, 2023. [Online]. Available: https://doi.org/10.48550/arXiv.2309.14821

291



[338] D. Mvondo, M. Bacou, K. Nguetchouang, L. Ngale, S. Pouget, J. Kouam, R. Lachaize,
J. Hwang, T. Wood, D. Hagimont, N. De Palma, B. Batchakui, and A. Tchana, “OFC:
An Opportunistic Caching System for FaaS Platforms,” in Proceedings of the Sixteenth
European Conference on Computer Systems (EuroSys ’21), 2021.

[339] F. Romero, G. I. Chaudhry, I. Goiri, P. Gopa, P. Batum, N. Yadwadkar, R. Fonseca,
C. Kozyrakis, and R. Bianchini, “Faa$T: A Transparent Auto-Scaling Cache for Server-
less Applications,” in Proceedings of the 12th ACM Symposium on Cloud Computing
(SoCC ’21), 2021.

[340] L. Censier and P. Feautrier, “A new solution to coherence problems in multicache
systems,” IEEE transactions on computers, vol. 100, no. 12, pp. 1112–1118, 1978.

[341] V. Nagarajan, D. J. Sorin, M. D. Hill, and D. A. Wood, A primer on memory consis-
tency and cache coherence. Second edition. Springer Nature, 2020.

[342] D. Lenoski, J. Laudon, K. Gharachorloo, A. Gupta, and J. Hennessy, “The Directory-
Based Cache Coherence Protocol for the DASH Multiprocessor,” in Proceedings of the
17th Annual International Symposium on Computer Architecture (ISCA ’90), 1990.

[343] D. Chaiken, J. Kubiatowicz, and A. Agarwal, “LimitLESS Directories: A Scalable
Cache Coherence Scheme,” in Proceedings of the Fourth International Conference on
Architectural Support for Programming Languages and Operating Systems (ASPLOS
’91), 1991.

[344] Engineering at Meta, “Cache made consistent,” 2024. [Online]. Available:
https://engineering.fb.com/2022/06/08/core-infra/cache-made-consistent/

[345] Amazon AWS, “Saga pattern.” [Online]. Available: https://docs.aws.amazon.com/
prescriptive-guidance/latest/modernization-data-persistence/saga-pattern.html

[346] H. Zhang, A. Cardoza, P. B. Chen, S. Angel, and V. Liu, “Fault-tolerant and transac-
tional stateful serverless workflows,” in Proceedings of the 14th USENIX Symposium
on Operating Systems Design and Implementation (OSDI ’20), 2020.

[347] A. Joosen, A. Hassan, M. Asenov, R. Singh, L. Darlow, J. Wang, and A. Barker,
“How Does It Function? Characterizing Long-Term Trends in Production Serverless
Workloads,” in Proceedings of the 14th ACM Symposium on Cloud Computing (SoCC
’23), 2023.

[348] O. Eytan, D. Harnik, E. Ofer, R. Friedman, and R. Kat, “It’s Time to Revisit LRU
vs. FIFO,” in Proceedings of the 12th USENIX Workshop on Hot Topics in Storage
and File Systems (HotStorage ’20), 2020.

[349] Amazon AWS, “Developing for retries and failures.” [Online]. Available: https:
//docs.aws.amazon.com/lambda/latest/operatorguide/retries-failures.html

[350] Google Cloud, “Enable event-driven function retries.” [Online]. Available: https:
//cloud.google.com/functions/docs/bestpractices/retries

292



[351] Microsoft Azure, “Designing Azure Functions for identical input.” [Online]. Available:
https://learn.microsoft.com/en-us/azure/azure-functions/functions-idempotent

[352] D. Karger, E. Lehman, T. Leighton, R. Panigrahy, M. Levine, and D. Lewin, “Consis-
tent hashing and random trees: distributed caching protocols for relieving hot spots on
the World Wide Web,” in Proceedings of the Twenty-Ninth Annual ACM Symposium
on Theory of Computing (STOC ’97), 1997.

[353] M. Brooker, M. Danilov, C. Greenwood, and P. Piwonka, “On-demand Container
Loading in AWS Lambda,” in Proceedings of the USENIX Annual Technical Confer-
ence (USENIX ATC ’23), 2023.

[354] T. Haynes and P. Noveck, “Network file system (NFS) version 4 protocol.” [Online].
Available: https://datatracker.ietf.org/doc/html/rfc7530

[355] Microsoft Azure, “Create a function in Azure that’s triggered by Blob storage,”
2024. [Online]. Available: https://learn.microsoft.com/en-us/azure/azure-functions/
functions-create-storage-blob-triggered-function
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